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Abstract

This paper analyzes the secure access delegation problem, which occurs naturally in the cloud, and postulate that Proxy Re-
Encryption is a feasible cryptographic solution, both from the functional and efficiency perspectives. Proxy re-encryption is a
special type of public-key encryption that permits a proxy to transform ciphertexts from one public key to another, without the
proxy being able to learn any information about the original message. Thus, it serves as a means for delegating decryption rights,
opening up many possible applications that require of delegated access to encrypted data. In particular, sharing information in the
cloud is a prime example. In this paper, we review the main proxy re-encryption schemes so far, and provide a detailed analysis
of their characteristics. Additionally, we also study the efficiency of selected schemes, both theoretically and empirically, based on
our own implementation. Finally, we discuss some applications of proxy re-encryption, with a focus on secure access delegation in

the cloud.
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1. Introduction

The materialization of the cloud computing paradigm has
raised great expectations regarding performance, simplification
of business processes, and, foremost, cost reduction. At the
same time, these expectations come with new security and pri-
vacy risks. Threat scenarios radically change when moving
from resources fully controlled by the data owner to resources
administrated by third party entities like public clouds. Nowa-
days, the great majority of cloud systems base their security on
preventing potential attackers from accessing internal servers
and databases, where users’ data is stored. To this end, there
is a great variety of measures, with access control systems and
network defense techniques being the most prominent. How-
ever, the premise of this approach is that the attackers should
not be able to break a predetermined security perimeter, where
the protected assets (e.g., users’ data) reside. These types of
measures, although crucial, are often not enough. In addition
to external attackers, which may include not only “hackers” but
also nation-scale adversaries, accidental data disclosures and
insider attacks are also a menacing possibility.

Countermeasures to these threats include the establishment
of internal security policies and governance rules, and the rein-
forcement of access control strategies, but these simply reduce
the situation to a trust problem. That is, in the end, there are
no actual mechanisms that prevent cloud providers from break-
ing these measures, either by accident or intentionally, and, in
most cases, there is almost no risk of being discovered access-
ing users’ information without their consent. An interesting
conflict appears in this scenario — users want to go to the cloud

for its benefits, but at the same time, they are unwilling to pro-
vide their data to entities that they do not necessarily trust. The
adoption of cloud services has been slowed by this dichotomy
from the beginning. The introduction of more advanced secu-
rity mechanisms that enable users to benefit from cloud services
and still ensure the confidentiality of their information could
help to reduce the trust assumptions in the cloud, and hence, to
break the aforementioned dichotomy.

Therefore, it is necessary to depart from the traditional
premise that shapes current cloud security and to assume that
the measures defined above can be bypassed. A more realistic
premise is to assume that the attackers have potential access to
users’ data [L]. Under this assumption, the only plausible so-
lution is the use of cryptography, so outsourced data is stored
in encrypted form. Thus, when traditional security measures
fail, attackers will only obtain encrypted data. In a way, the de-
ployed encryption mechanisms become the ultimate safeguard
of data confidentiality. A critical principle of this solution is
to design the system in such a way that even the provider it-
self does not have access to the corresponding decryption key;
not doing this would again imply a strong trust assumption
on the provider. However, a naive combination of this princi-
ple with traditional encryption primitives, both symmetric and
asymmetric, can hinder the proper processing and sharing of
outsourced information and negatively impact the functionality
of the system. Therefore, this requirement implies the use of
cryptographic primitives that transcend traditional ones, so data
confidentiality can be guaranteed, but functionality still remain
unaffected.




In this paper we analyze the problem of secure access dele-
gation in the cloud, which is one of the most basic functionali-
ties in this environment, and justify why it cannot be solved by
traditional encryption techniques without resorting to complex
key management procedures. Different types of cryptosystems
have been proposed as solutions, with Proxy Re-Encryption as
the most prominent candidate. Proxy Re-Encryption (PRE) is
a type of public-key encryption that allows a proxy entity to
transform ciphertexts from one public key to another, without
learning anything about the underlying data. Therefore, from a
functional point of view, it can be seen as a means of sharing
data securely. The core postulate of this paper is that proxy re-
encryption is a prime candidate to construct cryptographically-
enforced access control systems where the protected data is
stored externally, since it enables dynamic delegation to en-
crypted information. In a PRE-based solution, private data can
reside in the cloud in encrypted form and be shared to autho-
rized users by means of re-encryption, while still remaining
confidential with regard to unauthorized parties and the cloud
provider itself. In addition, PRE allows the data owner to del-
egate the access after the data is encrypted, which is important
since in a typical access delegation scenario it may not always
be possible to identify beforehand the access conditions. The
use of encryption to protect data at rest can decrease the risks
associated to data disclosures in this kind of scenario, since out-
sourced information can only be effectively shared if access has
been delegated by its owner.

1.1. Contributions

In this paper we analyze the research landscape on proxy
re-encryption, and in particular, we make the following contri-
butions:

e We present a profound examination of the proxy re-
encryption cryptosystem by reviewing its basic concepts
(such as definitions, security models, and properties) and
analyzing the main PRE schemes so far, in the light of
the attained properties and security notions.

e We provide a comparative analysis of the performance
of selected PRE schemes, both from the theoretical and
experimental points of view.

e We review the state of research on applications of proxy
re-encryption, in particular for the case of access delega-
tion in the cloud. A central standpoint of this paper is that
proxy re-encryption constitutes a feasible solution to this
problem, and we support this claim by a thorough analy-
sis that includes literature review and study of incentives
and economic viability.

e We identify several research directions that cover chal-
lenging areas with respect to the fundamentals, construc-
tion and application of proxy re-encryption schemes.

1.2. Research Methodology

In order to perform a thorough review on PRE schemes and
applications, we followed a methodology to identify and filter

publications based on bibliometric criteria. A comprehensive
bibliography on PRE schemes and applications, carefully main-
tained by Shao [2], served as a first raw source of publications.
On top of that, we manually added several relevant publications
originated from our own study of the literature or from queries
for relevant keywords to search engines. The result of this phase
is two lists of publications, one focused on schemes (83 pa-
pers) and the other on applications (69 papers). Next, it was
necessary to filter the list of PRE schemes, given the workload
associated to their analysis. Although, in general, most of the
papers were preliminarily studied, some of them were filtered
out. We used the number of cites for each paper, as measured
by Google Scholar, as a heuristic metric of the relevance of the
paper. For instance, non-recent publications (e.g., before 2009)
which have no cites yet, were marked as not relevant. However,
manual verification of the discarded publications was required
in order to discard false negatives. Note that we focused exclu-
sively in standard PRE schemes, ruling out other variants (e.g.,
conditional, certificateless, broadcast, etc.) that imply strong
changes to the syntax, security notions and properties, which
makes comparisons less meaningful. The result of this phase
is a collection of 58 publications (13 schemes and 45 applica-
tions).

1.3. Organization

The rest of this paper is organized as follows: Section [2]
describes the secure access delegation problem and discuss the
suitability of PRE. Section [3| introduces the basic definitions,
properties and security models of PRE. In Section |4 we de-
scribe the main PRE schemes and analyze them according to
their properties; we also perform a theoretical and experimental
analysis of the efficiency of selected schemes. Section [5] dis-
cusses some possible applications of PRE, with a focus on se-
cure access delegation in the cloud. Finally, Section [6] presents
our conclusions and foreseeable research directions for PRE,
regarding both constructions and applications.

2. The Secure Access Delegation Scenario

The need for weakening the traditional security assump-
tions that govern the current security architectures of cloud sys-
tems makes the encryption of data prior to outsourcing an es-
sential requirement. At the same time, it is also necessary that
the implemented encryption techniques allow to delegate access
for sharing purposes, which is one of the most basic functionali-
ties. We refer generically to this setting as the secure access del-
egation scenario. There are, in fact, more advanced function-
alities, such as searching, or even computing, over encrypted
data; yet, the access delegation functionality is very challeng-
ing as the distribution of access rights becomes difficult once
the information has been encrypted and outsourced.

In any access delegation scenario (regardless of whether
there is outsourcing or not), there are three main separate roles:
data producers, data owner, and data consumers. The most
generic usage relation in this setting is that multiple data pro-
ducers generate data which is owned by a data owner, who in
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Figure 1: Domains in the Secure Access Delegation Scenario

turn can share it with multiple data consumers. An important
aspect of this usage relation is that the data owner and data pro-
ducers can be separate entities, not necessarily within the same
security domain. This latter characteristic has great implica-
tions when it comes to designing secure, yet scalable, solutions,
since this rules out conventional techniques, such as the use of
public-key encryption alone. In addition, under our motivating
scenario, we also introduce a fourth role that provides a data
storage service, where information is encrypted. Figure [I] de-
picts these roles and domains, as well as the relationships and
interactions between them.

The Data Producer Domain comprises those entities that
generate data. Since generation does not imply ownership, the
distinction between data producer and data owner becomes nec-
essary. However, data producers can participate in the protec-
tion of the data from the beginning, by encrypting it from the
source, and send it directly to the storage provider, in this way
decoupling this interaction from the data owner.

The Data Owner Domain is centered on the subject that
owns the data whose access is to be delegated. The main func-
tion of the data owner is to authorize consumers to access his
data. Note that the data owner can also (and most times does)
act as a data producer, but this does not rule out scenarios where
separate entities participate in data production (e.g., data owner’s
devices). We assume that the data owner interacts with other ac-
tors through a user agent, usually a browser or a specific appli-
cation, running on a trusted computer. This domain is assumed
to be completely trusted by the data owner.

The Secure Storage Provider Domain is controlled by spe-
cialized entities that steward data owners’ information and pro-
vide a secure access service, without being able to learn any-

thing. Given that cloud computing is the most prominent in-
stantiation of the considered scenario, we will also refer to this
actor as the cloud provider. This domain is assumed to be semi-
trusted, since we assume that the provider will provide the ser-
vice correctly, but, at the same time, it may have incentives for
trying to read the data. This trust assumption is explained below
in more detail.

The Data Consumer Domain comprises the entities that are
legitimate recipients of the information shared by the data owner,
which include not only people, but also third-party services
and data owner’s devices. Consumers access this information
through the storage service provided by the cloud.

A fifth domain, omitted in Figure [T} comprises all the ex-
ternal actors that may have an interest in the protected infor-
mation, such as hackers and nation-scale adversaries. However,
none of these actors are either in charge of managing data or
granted with any permission to read it. This type of adversary
would have to deal first with traditional security measures (e.g.,
physical security, firewalls, access control systems, etc.), and in
a worst-case scenario, they should see nothing more than en-
crypted data. If the encryption scheme in use achieves an ad-
equate security notion (e.g., indistinguishability under chosen-
plaintext/ciphertext attacks), then we can assume that the data
is secure.

Any information that is to be protected must be encrypted
from the source (i.e., data producer domain) and decrypted by
the legitimate recipients (i.e., data consumer domain). There-
fore, from a visibility point of view, the goal is that the stor-
age provider domain and any external actor should only see en-
crypted data, in any case.

2.1. Threat model and trust assumptions

As argued, in this scenario the most powerful threats may
come from the cloud provider domain, since we assume that
it can bypass its internal security safeguards. Thus, we con-
sider it as the main adversary. It is also important to remark
that, in this scenario, data consumers represent a lesser danger,
since they are not as empowered as storage providers: if they
are not previously authorized by the data owner, then they can
be considered as belonging to the external domain; conversely,
if they have been granted access to the protected data, then they
are legitimized to read it, so once the information is released, it
is impossible for any access control system to prevent it from
being disclosed. Additionally, we assume that cloud providers
are semi-trusted, in the sense that their behavior is presumed
correct with respect to protocol fulfillment, but they may have
some incentive to read users’ data without their consent. This
kind of behavior is usually called honest-but-curious.

2.2. Proxy re-encryption as a solution

A naive solution for the secure access delegation problem
would be to use conventional encryption techniques (e.g., AES,
RSA) and to share the decryption key with the parties desig-
nated by the data owner. Symmetric encryption cannot be used
alone, since it implies that the same key is shared between pro-
ducers, owner and consumers or, at least, that for each piece
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Figure 2: Main actors and interactions in a PRE environment

of encrypted data, producers and owner agree on a key, which
is extremely inefficient. With respect to public-key cryptogra-
phy, the problem in our scenario is that the producers do not
necessarily know in advance who are the intended consumers
of the encrypted information. Therefore, the only possibility is
that they encrypt the data under some common public key con-
trolled by the data owner (e.g., the data owner’s public key); this
implies that the data owner has to decrypt the data and subse-
quently encrypt it with a key known by the intended consumers;
this decrypt-and-encrypt solution requires the data owner to be
available online to re-encrypt the data when needed, which is
not always possible, apart from being extremely inefficient. The
problem gets increasingly complex when one considers multi-
ple pieces of data, and diverse producers and consumers.

It can be seen that this functionality, although simple, can-
not be solved by traditional encryption techniques without re-
sorting to complex key management procedures. Proxy Re-
Encryption (PRE), however, can be seen as a means for the
delegation of decryption rights, representing then a natural can-
didate to construct cryptographically-enforced access control
mechanisms compatible with our motivating scenario. For this
reason, in the PRE literature, the parties involved are labeled in
terms of a relationship of delegation, namely:

e Delegator: This actor is the one that delegates his de-
cryption rights using proxy re-encryption. In order to do
this he creates a re-encryption key, which he sends to the
proxy. We usually refer to the delegator as “Alice”.

e Delegatee: The delegatee is granted a delegated right to
decrypt ciphertexts that, although were not intended for
him in the first place, where re-encrypted for him with
permission from the original recipient (i.e., the delega-
tor). This actor usually takes the name “Bob”.

e Proxy: It handles the re-encryption process that trans-
forms ciphertexts under the delegator’s public key into
ciphertexts that the delegatee can decrypt using his pri-
vate key. The proxy uses the re-encryption key during
this process, and does not learn any additional informa-
tion.

Figure [2| depicts the main actors in a PRE environment and
their interactions. Since PRE is a special type of PKE, users

Table 1: Correspondence between PRE and the secure data sharing scenario

Proxy Re-Encryption Secure Data Sharing

Delegator Data Owner
Delegatee Data Consumer
Proxy Secure Storage Provider
Anyone Data Producer
Ciphertexts Outsourced information
Re-Encryption Enforcement of access delegation

also have a pair of public and private keys, as shown in the
figure. Hence, anyone that knows a public key is capable of
producing ciphertexts intended for the corresponding recipient;
conversely, these ciphertexts can only be decrypted using the
corresponding decryption key. The distinctive aspect is that
ciphertexts can be re-encrypted in order to be decrypted by a
different private key than the one originally intended.

Note that there is a direct correspondence between the ac-
tors involved in a PRE setting and those associated to the se-
cure access delegation scenario. In a PRE-based solution, pri-
vate data is initially encrypted by a data producer (which can
be any entity that knows the proper public key) and outsourced
to a semi-trusted proxy (i.e., storage provider in the cloud). By
creating the corresponding re-encryption keys and giving them
to the proxy, the data owner is effectively authorizing data con-
sumers to access his data. The proxy enforces these access dele-
gations through the re-encryption process using the correspond-
ing re-encryption keys, while the information that is protected
still remains confidential with respect to unauthorized parties
and the proxy itself. Table[T]summarizes these parallelisms.

3. Basic definitions and concepts

In this section we provide the basic definitions and concepts
that will serve as the basis of our analysis. This includes syntax
definition, security models and relevant properties.

The basic idea of a proxy re-encryption scheme is embod-
ied by the ability of a proxy to transform ciphertexts under the
public key of Alice into ciphertexts decryptable by Bob; to do
so0, the proxy must be in possession of a re-encryption key that
enables this process. In addition, the proxy cannot learn any in-
formation about the encrypted messages, under any of the keys.
Most of proxy re-encryption schemes comply with the diagram
shown in Figure 3] which depicts the flow of messages, cipher-
texts and keys in a PRE environment.

Basically, a PRE scheme has two types of functions: those
that generate key material (KeyGen and ReKeyGen), and those
that deal with ciphertexts and messages (Enc, ReEnc, and Dec).
Some of these functions are like PKE functions: KeyGen pro-
duces pairs of public and secret keys, Enc generates a cipher-
text that encrypts a message according to a certain public key,
while Dec deciphers the ciphertext using the corresponding se-
cret key. On top of these functions, a PRE scheme also defines
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Figure 3: General diagram of a proxy re-encryption scheme

functions to support the re-encryption functionality: ReKey-
Gen produces a re-encryption key between Alice and Bob, and
ReEnc uses this key to transform ciphertexts originally intended
for Alice into ciphertexts decryptable by Bob using his secret
key.

3.1. Syntax of PRE schemes

The following is a general definition of the syntax of a proxy
re-encryption scheme, based on the ones from Canetti and Ho-
henberger [3]] and Ateniese et al. [4]:

Definition 3.1. A proxy re-encryption scheme is a tuple of al-
gorithms (KeyGen, ReKeyGen, Enc, ReEnc, Dec):

o KeyGen(n) — (pka, ska). On input security parameter
n, the key generation algorithm KeyGen outputs a pair
of public and secret keys (pka, sky) for user A.

o ReKeyGen(pky, ska, pkg, skg) — rka_p. On input the
pair of public and secret keys (pka, ska) for user A and
the pair of public and secret[ﬂ keys (pkg, skg) for user B,
the re-encryption key generation algorithm ReKeyGen
outputs a re-encryption key rk_,p.

e Enc(pks,m) — ca. On input the public key pks and a
message m € M, the encryption algorithm Enc outputs a
ciphertext c4 € C.

o ReEnc(rka—p,ca) — cp. On input a re-encryption key
rka_p and a ciphertext c4 € C, the re-encryption algo-
rithm ReEnc outputs a second ciphertext cg € C or the
error symbol L indicating c4 is invalid.

e Dec(ska,ca) — m. On input the secret key sky and a
ciphertext c4 € C, the decryption algorithm Dec outputs
a message m € M or the error symbol L indicating cy is
invalid.

The plaintext and ciphertext spaces are denoted by M and
C, respectively.

UIf the secret key of the delegatee skp is not needed, then the scheme is
not interactive, since re-encryption keys for B can be produced without her
interaction; otherwise, the scheme is interactive. See Section [3.3.3] for more
details about this.

Note that, although this definition is wide enough, there
are others more general, such as the one by Ateniese et al.
[4], where instead single encryption and decryption algorithms,

— —
there are sets of algorithms Enc and Dec, defined over different
ciphertext spaces. Figure ] shows the relations among plain-
text and ciphertext spaces for different kinds of PRE schemes,
where represents PRE schemes with a single ciphertext
space, while (4b) shows the case of two ciphertext spaces. Ex-
amples of PRE schemes with a single ciphertext space are [}
3116417, 18 9], while [4} 110} [11}12] are schemes with two cipher-
text spaces. Some schemes, such as [13], exhibit an expansive
nature on re-encryption, and technically, are defined over an
infinite number of ciphertext spaces, since each re-encryption
induces a different space. For the sake of simplicity, we opt for
the generic (and simpler) syntax with a single ciphertext space.

ReEnc

ReEnc
(-), /—\
c C Cy
Enc Dec Dec; Dec,
Enc,; Enc,
M M

(a) Single ciphertext space (b) Two ciphertext spaces

Figure 4: Transformations between plaintext and ciphertext spaces (extracted
from [14])

3.2. Security Models of Proxy Re-Encryption

Being proxy re-encryption an extension of public-key en-
cryption, it is natural that the security models for PRE extend
those of PKE. However, the ability to re-encrypt ciphertexts
presents an interesting challenge when facing the definitions of
security for PRE. On the one hand, PRE constructions have to
guarantee the security objectives of the scheme, such as confi-
dentiality and validity of ciphertexts. On the other hand, they
have to allow the re-encryption of ciphertexts. Intuitively, both
goals seem to conflict with each other.

3.2.1. Security Notions for PRE

Similarly to PKE, the most usual security notions in PRE
are indistinguishability against chosen-plaintext attacks (IND-
CPA) and indistinguishability against chosen-ciphertext attacks
(IND-CCA) [15]. Both notions capture the inability of an ad-
versary to distinguish ciphertexts for known messages, and dif-
fer from each other by when the oracles are available for the
adversary. These security notions are formally defined as a two-
phase security game: during the first phase, the adversary can
use the available oracles, constrained by some conditions; next,
before the second phase starts, the adversary freely chooses two
messages and receives the challenge ciphertext, which is an en-
cryption of one of them at random; next, he can use the avail-
able oracles, again, constrained by some conditions; and finally,
he has to guess which of the messages was encrypted.



The restrictions applicable during the game are what actu-
ally differentiates the security notions. If the oracles are com-
pletely restricted throughout the game, the security notion is
IND-CPA; if they are forbidden during the second phase, then
one obtains indistinguishability against non-adaptive chosen-
ciphertext attacks (IND-CCAL), which is seldom targeted in
PRE; otherwise, when they are permitted during the whole game,

we are alluding to the indistinguishability against adaptive chosen-

ciphertext attacks (IND-CCA2) notion. The security models
provided by Ateniese et al. in [4]] (which targets CPA-security
for unidirectional single-use PRE schemes) and Canetti and Ho-
henberger in [3] (which targets CCA2-security for bidirectional
multi-use PRE schemes) have been used as reference to define
and analyze security in most PRE schemes to date, and hence,
these are two of the most representative.

In the context of PRE, however, it is possible to define even
more fine-grained notions. Since there are two main oracles that
consume ciphertexts (i.e., the decryption and re-encryption or-
acles), and consequently, that can be used to construct chosen-
ciphertext attacks, Nufiez et al. proposed in [14] a family of
attack models (and subsequent security notions), parametrized
by the availability of the decryption and re-encryption oracles.
These attack models are of the form CCA, ;, where the indices i
and j represent the last phase of the game when the decryption
and re-encryption oracles, respectively, are available. As an il-
lustration, CCAq represents a notion where both oracles are
not available to the adversary (and, therefore, it is equivalent
to CPA), while CCA;; is a notion where the decryption oracle
is present during the whole game, but the re-encryption ora-
cle only before the challenge. In addition, [[14] provides a uni-
fied framework of security definitions, combining the models
of Ateniese et al. and Canetti and Hohenberger, which makes
it a relevant PRE security model, regardless if the analyzed
scheme is unidirectional/bidirectional or single-use/multi-use.
We introduce this framework due to its generality and its use-
fulness to reason about PRE security notions. It also has led
to interesting and previously unknown results, such as that it
is impossible for a PRE scheme to achieve CCA2-security if it
leaks re-encryption keys through queries to the re-encryption
oracle [14]]. Although it would be possible to analyze each
PRE scheme under this general framework, in the end most
PRE schemes target and achieve the most representative no-
tions, namely, CPA, CCA1 and CCA2; therefore, in our analy-
sis we will use these more traditional notions.

The definition of PRE security notions is complemented by
the definition of certain necessary restrictions to queries from
the adversary. Just as in PKE the adversary cannot query the
decryption oracle with the challenge ciphertext, in PRE the ad-
versary should not be able to trivially win the game through
queries to the decryption, re-encryption and re-encryption key
generation oracles; however, such restrictions should allow the
adversary to still query the decryption and re-encryption oracles
with any unrelated ciphertext. The restrictions to the oracles in
PRE are usually defined using the concept of derivatives of the
challenge ciphertext, which captures the idea of ciphertexts that
are connected to the challenge by means of oracle queries. See
[3] for more details about the concept of derivatives and [14]

for a detailed discussion about attack models and oracle restric-
tions.

An interesting and orthogonal concept to the aforementioned
security notions is Replayable CCA (RCCA) originally defined
for PKE [[16]. This is a weaker form of IND-CCA2 where the
adversary is able to make innocuous modifications to cipher-
texts, as long as the original message is not altered. This notion
naturally fits in the context of PRE, since the goal of PRE is to
transform ciphertexts from one user to another, without chang-
ing the message.

Finally, it is worth mentioning that there are variations to
the traditional PRE security game (in which the challenge is the
encryption of a message provided by the adversary, as in PKE).
In [17], Canard et al. define three different games, which dif-
fer from each other by the nature of the challenge ciphertext.
The first one is the usual game, where the challenge is an en-
cryption of a message that can be re-encrypted; in the second
game, the challenge is an encryption of a message that cannot
be re-encrypted; and in the third game, it is a re-encrypted ci-
phertext (which cannot be re-encrypted, since these games are
focused on single-use schemes). However, these security defi-
nitions are not very common and not applicable to all types of
PRE schemes, so we will not consider them in our analysis.

3.2.2. Assumptions

The security models for PRE are also shaped by some ad-
ditional assumptions. Perhaps the more important of these as-
sumptions in the PRE context is the corruption model. In a
static corruption model, the adversary must decide in advance
whether to corrupt a user or not before asking for the generation
of the users keypair; with the term corruption we are referring
to the adversary knowing the secret keys of the user. In con-
trast, in an adaptive corruption model, the adversary is free to
corrupt users in any moment.

Another interesting assumption is related to how the adver-
sary obtains keys. In the knowledge of secret key model, the
challenger generates the key material of all users, while in the
chosen key model the adversary can adaptively choose public
keys for malicious users [[12]]. See [L8] for more insights about
these models.

As in PKE, the vast majority of proxy re-encryption schemes
are examples of provable security. In some cases, the proofs of
the security are given in the random oracle model, where hash
functions are assumed to behave as random oracles, an ideal-
ization where the hash function is deterministic but its output
is uniformly distributed at random in its image domain. When
this assumption is not present, we say that we are in the stan-
dard model.

The security of provable-secure schemes is defined in terms
of reductions to hard problems. In other words, the schemes are
proven secure, assuming that certain problem is hard. There is a
multitude of hardness assumptions, some of them more promi-
nent than others. The most usual are the Computational and
Decisional Diffie-Hellman (CDH and DDH) problems in the
case of generic groups, the Bilinear Decisional Diffie-Hellman
(DBDH) problem in the case of groups with bilinear pairings,



and the Learning With Errors (LWE) problem in the case of
lattice-based schemes.

3.3. Properties

In this section we review the main properties associated to
proxy re-encryption schemes. Some of these properties are re-
lated to the ability of an adversary (including the proxy and the
delegatees) to derive key material.

3.3.1. Directionality

This property is associated to direction of the delegation,
and is embodied by the re-encryption key. The delegation can
be either unidirectional or bidirectional. Unidirectional delega-
tion means that decryption rights are delegated only from del-
egator to delegatee, and not in the other direction. Otherwise,
the scheme is bidirectional, and it is possible to compute rkp_, 4
from rks_ p. The fact that a PRE scheme is bidirectional is not
necessarily negative, but depending on the situation, it may not
be a desirable characteristic. Since PRE can be seen as a mech-
anism for delegation of decryption rights, bidirectional schemes
would be appropriate for scenarios where the trust relationship
between delegators and delegatees is symmetric. However, this
situation is not common for most applications.

For bidirectional schemes, there is a recurring pattern that
appears in some of them, related to how the re-encryption keys
are constructed. Informally, these re-encryption keys contain
a combination of the delegatee’s secret key and the inverse of
the delegator’s secret key, so when they are used during re-
encryption, the delegator’s secret key in the ciphertext can be
substituted by the delegatee’s. More formally, this pattern ap-
pears in schemes where public keys are a function of the secret
keys, and the secret key space and re-encryption key space are
the same. Let us assume that the underlying structure of the se-
cret key space has a multiplicative group structure. Then, in this
pattern, re-encryption keys are of the form rky_p = skg1 - skg,
where sk;1 is the multiplicative inverse of sks. Therefore, it is
clear that when this pattern emerges, the converse re-encryption
key can be easily computed as rkp_,4 = rk;l_) 5 S0 the scheme
is bidirectional. A second result is that it is possible that a col-
lusion between the proxy and one of the participants extracts
the secret key of the other (e.g., sky = rkgl_) 5 * skp). We refer
to this pattern as the “BBS pattern”, as the BBS98 scheme [5]]
was the first to show it, although [3} (19, 6, 9] are other exam-
ples. Usually, the underlying group is multiplicative, although,
for example, the scheme in [[6] uses an additive group.

3.3.2. Number of Uses

We say a PRE scheme is single-use if ciphertexts are re-
encryptable just once. This characteristic is usually associated
to schemes with multiple ciphertext spaces, since this way the
re-encryption can be constructed as a one-way transformations
between ciphertext spaces, e.g., by means of pairings. On the
contrary, if ciphertexts are re-encryptable multiple times, the
PRE scheme is said to be multi-use. This characteristic is usu-
ally associated to schemes with a single ciphertext space. We
further classify multi-use schemes in three types according to
the way they achieve this property:

True multi-use schemes. The main characteristic of this type
of schemes is that the re-encryption function does not alter the
form of the ciphertexts. That is, re-encrypted ciphertexts are
identical in shape to original ciphertexts, except maybe for the
random elements. For this reason, re-encryption preserves the
size of ciphertexts and the running time of the decryption does
not depend on the number of re-encryptions of the ciphertext.
Examples of this type of multi-use schemes are the BBS98 [5]]
and CHO7 [3]] schemes. Section shows how the BBS98
achieves the true multi-use property.

Expansive multi-use schemes. Some multi-use schemes are based
on an iterative method of key encapsulation. The idea is that
a random secret, generated for each re-encryption key, acts as
trapdoor for a trapdoor function applied to the random secret
of the previous re-encryption; the current random secret is en-
crypted with the encryption function of the PRE scheme, so
it can be further re-encrypted. Thus, the ciphertext contains a
sort of chain of random secrets for each re-encryption, scram-
bled using trapdoor functions. The result of this procedure is
that the ciphertext size grows linearly with the number of re-
encryptions, and, as a consequence, the cost of decryption de-
pends on the number of previous decryptions.

Limited multi-use schemes. Whereas the previous kinds of mul-
tiuse schemes support an indefinite number of re-encryptions,
some recent proxy re-encryption schemes, in particular those
based on lattices [0, [7, I8l 9], present a limited version of the
multi-use property, since the re-encryption function introduces
noise to the ciphertext. For this reason, and depending on the
parameters used, the accumulated noise makes the decryption
procedure to fail after a certain number of re-encryptions. This
may even happen after just one re-encryption. Thus, schemes
of this type are in an intermediate area between single-use and
multi-use. For instance, the scheme from Nufiez et al. [9] is
of this type, as the number of possible re-encryptions varies
with the parameters used; in particular, the average number of
re-encryptions that is supported varies from 5 to 50. Another
interesting example is the scheme from Kirshanova [8], which
is allegedly single-use, although that would ultimately depend
on the choice of parameters.

3.3.3. Collusion-safeness

This property conveys the safeness of the delegator’s se-
cret key against collusion attacks made by the delegatee and
the proxy; that is, delegator’s secret key sk4 cannot be derived
from the re-encryption key rk4_, 5 and the delegatee’s secret key
skg. However, this property may not be sufficient for some pur-
poses. In most cases, such a collusion does reveal a weak secret
associated to the delegator’s secret key sk4. In some schemes,
such as [4] and [[12], this weak secret can be used to create new
re-encryption keys or to decrypt re-encryptable ciphertexts; to
a certain extent, the weak secret key enables to achieve the
functionality of the re-encryption key generation and the de-
cryption functions. Ateniese et al. further define the concept
of collusion-safeness and formalize a special security notion to
this respect, called master secret security [4]], focused in unidi-
rectional single-use schemes.



3.3.4. Transitivity

A PRE scheme is said to be transitive if the proxy alone
is able to re-delegate decryption rights. That is, it can com-
bine re-encryption keys to produce new ones (e.g., from rks_,p
and rkp_,c one can obtain rks_,c). As in the bidirectional case,
transitiveness is not negative per se; it depends heavily on the
scenario where the scheme is applied. However, transitive del-
egation is troublesome in general, because it is difficult for the
original delegator to foresee the potential delegations which
could occur. Schemes that present the BBS pattern are also
transitive. This is easy to check: if rks_p = sk/}1 - skp and
rkp_c = Sklsl - skc, then rky_,c = rka_p - rkp_c.

3.3.5. Interactivity

Recall that the general syntax of PRE presented in Sec-
tion included the secret key of the delegatee skg in the re-
encryption key generation function. If this key is not needed,
then the scheme is not interactive, since re-encryption keys for
delegatees can be produced without their participation; that is,
the delegator is able to create a re-encryption key using his own
secret key and the delegatee’s public key. On the contrary, an
interactive scheme implies the participation of the delegatee;
in most cases interactivity is an undesired property, as it intro-
duces a communication overhead, and more worryingly, may
be vulnerable to collusion-attacks for extracting the secret keys
involved. However, interactive schemes can be used to imple-
ment delegation acceptance by the delegatee [4]; that is, re-
encryption keys cannot be generated without the consent and
participation of the delegatee.

The reason why the syntax we proposed for the re-encryption
key algorithm requires the secret key of the delegatee is to ac-
commodate interactive PRE schemes. We should note, how-
ever, that even with these schemes, it is possible to devise a
procedure to compute the re-encryption key without any party
learning the secret key of the other, eliminating this concern.
Therefore, the provided definition is merely syntactical, and
does not imply necessarily that the delegator ends up knowing
the secret of delegatee; instead, it means that the re-encryption
key algorithm somehow uses the secret key of delegatee.

Finally, it is worth mentioning, that the BBS pattern intro-

duced before produces interactive schemes, since the re-encryption

key generation necessarily uses the secret keys of both users.
Canetti and Hohenberger describe in [3]] a simple three-party
protocol to compute the re-encryption key that involves the proxy
and both users. The final outcome of the protocol is that the
proxy learns the re-encryption key but no secret keys, while the
users do not reveal their secret keys to each other.

3.3.6. Other properties

Temporary. Some schemes take the temporal dimension into
consideration, so the delegation of decryption rights is only
valid for a specific period of time. This property was first intro-
duced by Ateniese et al. in [4].

Conditional. 1t is also possible to define keywords that restrict
the re-encryption functionality, in a conditional vein. There-
fore, conditional PRE represents a fine-grained generalization

of traditional PRE. In conditional PRE, re-encryption keys are
associated to a certain keyword, so the proxy is only capable
of re-encrypting ciphertexts that are tagged with that keyword.
This notion was introduced by Weng et al. in [20].

Non-transferability. This property, first considered by Ateniese
et al. in [4], captures the idea of the inability of a collusion
of proxy and delegatees to re-delegate decryption rights (i.e.,
producing new re-encryption keys).

Proxy invisibility. A PRE scheme is said to be proxy-invisible
if a delegatee is unable to distinguish a ciphertext computed un-
der her public key from a re-encrypted ciphertext, originally en-
crypted under another public key [4]. That is, the proxy is “in-
visible” in the sense that the delegatee cannot discern whether
the proxy has transformed the ciphertexts.

Perfect Key-Switching. A stronger property than proxy invisi-
bility is perfect key-switching. Informally, a PRE scheme satis-
fies this property when the re-encryption cleanly switches one
public key for another, without altering the original random-
ness. Examples of this type of scheme are the BBS98 [3]] and
CHO7 [3]] schemes. This property is used in [21]] to adapt the
Fujisaki-Okamoto transformation to PRE, achieving a weak vari-
ant of CCA2.

4. Analysis of Proxy Re-Encryption Schemes

In this section we review and analyze the main proxy re-
encryption schemes, which result from the bibliometric process
presented in the introduction. A total of 13 publications were
selected, and since some of them proposed several schemes, the
total number of analyzed schemes is 19. We only considered
those proposed schemes which were accompanied by a proof
of security. The goal of this analysis is to study the characteris-
tics of each of these schemes, taking in consideration the con-
cepts presented in the previous section. It is out of the scope of
this paper to explain in detail the constructions from the cryp-
tographic point of view, due to space limitations. The review
makes a comparative analysis possible, which is described sub-
sequently. Finally, we also present a performance analysis of a
selection of these schemes, both theoretically and empirically.

4.1. Review of Proxy Re-Encryption Schemes

An early notion, reminiscent of proxy re-encryption, was
presented in 1997 by Mambo and Okamoto [22]], although their
proposal implied that the original recipient must be available
for re-encrypting ciphertexts when needed, which is not always
feasible. Blaze, Bleumer and Strauss proposed in 1998 the first
proxy re-encryption scheme [5l], which complies with the es-
tablished notion of proxy re-encryption. Since then numerous
schemes have been proposed. In this Section we review a se-
lection of these schemes. In order to properly identify schemes,
each scheme was labeled with the author’s initials and year
of publication, and if necessary, an additional alphabetic in-
dex to distinguish schemes within the same publication (e.g.,
AFGHO06a). Figure [5|shows a timeline depicting the influence



and branches among the proxy re-encryption schemes we se-
lected for our analysis.

4.1.1. BBS98 scheme

This scheme was the first to show an actual construction
that complied with the notion of proxy re-encryption. Given
the simplicity and elegance of the construction, we describe it
here for illustration purposes. The BBS98 scheme is based on
ElGamal, and it is constructed upon a group G of prime order ¢,
with generator g. As in traditional ElGamal, secret keys are of
the form sk = a € Z,, while public keys are pk = g* € G. Ci-
phertexts are tuples of the form (pk”,g" - m) = ((g%),g" - m),
for a random r € Z,. Re-encryption keys are computed as
rkasp = %’ mod g = ’E’ mod g € Z,4, using the secret keys
of both users, which implies that the scheme is interactive. In
order to re-encrypt a ciphertext, the proxy simply raises the first
component of the ciphertext to the re-encryption key, obtaining
((g‘”)% ,m-g") = (g%, m-g"). It can be seen that the re-encryption
process simply switches one key for another, cleanly, making
this scheme an example of the perfect key-switching property.
Therefore, the decryption process is exactly the same for all the
ciphertexts. In order to retrieve the original message, the recipi-
ent (e.g., Bob) uses his secret key to compute m = cB,z-(cByl)ﬁ.
We can also see that the scheme is true multi-use, since re-
encrypted ciphertexts are indistinguishable from original ones
from the point of view of the re-encryption process. Addition-
ally, it is the first representative of the bidirectional pattern pre-
sented in Section [3.3.1] (i.e., the BBS pattern), and as such, has
been highly influential to other bidirectional schemes (e.g., the
re-encryption key generation procedures of both [3] and [19]
are identical to this one, while [6] and [9] have analogous pro-
cedures but in a lattice-based setting). Since the scheme follows
this bidirectional patter, it is interactive, transitive and not resis-
tant to collusions. Finally, we note that this scheme is proven
CPA-secure in the standard model.

4.1.2. AFGHO06 schemes

Ateniese, Fu, Green and Hohenberger proposed in [4] the
first unidirectional PRE schemes (see Figure [5)), based on bi-
linear pairings. These schemes were also the first to present the
idea of multiple ciphertext spaces, as shown in Figure[db] Origi-
nal encryptions are referred as “second-level ciphertexts”, while
re-encrypted ciphertexts are “first-level ciphertexts”. Hence,

the re-encryption function is a transformation between the second-

level ciphertext space and the first-level one. Their first scheme,
AFGHO643, is unidirectional, single-use, not interactive, not tran-
sitive, and proxy invisible; it is also collusion-safe, although
colluding adversaries may compute the weak secret g*' of the
delegator that allows to decrypt second-level ciphertexts and
create re-encryption keys. The second scheme, AFGHO6b, is
a temporary variation of the previous one, where the validity
of re-encryption keys is bounded to a specific time period. It
is similar to AFGHOG6a, but it introduces a trusted third party
that broadcasts a random value associated to each time period.
Thus, this scheme permits the revocation of all previous del-
egations just by making a change in a global parameter (i.e.,

the current time period). However, in order to generate re-
encryption keys, the delegator needs that the delegatee com-
pute and publish a delegation acceptance value, which makes
this scheme interactive. Moreover, the re-encryption key gen-
eration must occur in the same time period (or before) than the
encryption process, which limits its flexibility. Both schemes,
AFGHO06a and AFGHO6b, are proven CPA-secure in the stan-
dard model.

The work of Ateniese et al. has been highly influential since
it provides the first formalizations of PRE syntax and security
notions (although focused on unidirectional single-use PRE),
as well as an initial description of PRE properties. The authors
also propose several applications of PRE, and in particular, an
access control server for a secure file system. Additionally, the
authors provide the first implementation [23] and performance
measurements of a proxy re-encryption scheme.

4.1.3. GAO7 schemes

Green and Ateniese proposed in [[13]] the first identity-based
proxy re-encryption schemes (IB-PRE). Being identity-based,
these schemes use the identities of the delegator and delegatees
as their public keys. The authors present two IB-PRE schemes,
which we will refer as GAO7a and GAO7b. Their first scheme,
GAO07a, is unidirectional and offers multi-use capabilities, at
the expense of being only CPA-secure in the random oracle
model. The scheme is also non-interactive, and non-transitive.
However, this scheme is not collusion-safe, as the proxy and
the delegatee can collude and pool their keys to obtain the se-
cret key of the delegator. This scheme is based in the Boneh-
Franklin IBE scheme [24], and, in principal, can reuse an ex-
isting deployment, as it uses the same type of parameters and
keys. The multi-use property is achieved using an expansive
construction, so ciphertexts grow on each re-encryption. This
scheme was the first to show this type of multi-use construction,
influencing others such as the schemes from Chu and Tzeng
[10] (see Figure[3).

Their second scheme, GAQ7b is single-use, and is allegedly
CCA-secure in the random oracle model, although Koo et al.
present in [25] an attack that uses the re-encryption oracle dur-
ing the second phase of the security game, so we will consider
it as CCAl-secure. As in the previous case, GAO7b is not
collusion-safe. This scheme is based on the Gentry-Silverberg
HIBE scheme [26]], and uses the technique proposed by Canetti
et al. [3] to achieve CCA-security. It is also important to note
that, in the same vein as most IBE-based schemes, these schemes
require a Key Generation Center that issues a private key for
each identity and that must maintain a master secret key. Both
schemes are also pairing-based.

4.1.4. CHO7 scheme

Canetti and Hohenberger present in [3] the first CCA-secure
bidirectional scheme in the standard model. This construction
is a variation of an initial construction that is CCA-secure in
the random oracle model; we will only consider the version in
the standard model, since the modifications are minimal. The
CHO7 scheme presents the BBS pattern, so it is also interac-
tive, transitive, and not resistant to collusions. CHO7 introduces
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Figure 5: Timeline of selected PRE schemes

CCA-security by integrating a one-time signature into the ci-
phertexts, following the CHK paradigm [16]. Informally, the
solution proposed by the authors is to sign a portion of the ci-
phertext, which remains unaffected by the re-encryption; oth-
erwise, the signature is invalidated. The remaining part of the
ciphertext is what actually changes during re-encryption. In or-
der to validate this part, the signed portion includes some extra
information that permits to check that the re-encrypted part has
only changed the underlying public key. Another main con-
tribution of the authors is several definitions of CCA-security
for bidirectional proxy re-encryption schemes, both game- and
simulation-based. In particular, the game-based definition in-
troduced the notion of derivatives of the challenge ciphertext
(see Section[3.2.T), which is essential for defining a meaningful
CCA security notion for proxy re-encryption. Additionally, the
authors show the relationships between their game-based and
simulation-based security definitions.

4.1.5. CTO7 schemes

Chu and Tzeng presented in [[10] two IB-PRE schemes, built
upon Waters IBE construction [27]. In fact, their security proofs
are reductions to the security of the Waters IBE scheme, which
in turn is secure under the DBDH assumption. Similarly to
the GAO7a scheme, the proposed schemes follow the expan-
sive multi-use construction. The first scheme, CT07a, is CPA-
secure in the standard model, unidirectional and not interac-
tive, but not collusion-resistant, as shown by [[12]. The second
scheme, CTO7b, is reported CCA-secure, but Shao and Cao
show in [28] that anyone is able to re-randomize ciphertexts,
which makes the scheme secure in a weaker notion, namely
RCCA,; this scheme is also not resistant to collusions.

4.1.6. Mat07 scheme
Matsuo presented in [29] two IB-PRE schemes. The first

it here. The second one, Mat07, is an identity-based proxy re-
encryption scheme. A significant characteristic of this scheme
is that it introduces a new entity called “Re-Encryption Key
Generator” that is in charge of producing re-encryption keys
and that receives a copy of the master secret key; in principle,
the Private Key Generator could also take this role. Thus, in this
setting the original delegator is deprived of the re-encryption
key generation capabilities, which are now taken by the Re-
Encryption Key Generator. The scheme is unidirectional, single-
use, collusion-resistant and is proven CPA-secure on the stan-
dard model. It is also interactive, as it requires the secret key
of the delegatee, and transitive, since it is trivial to compute the
re-encryption key rkjp_,jp- from rk;p_;p and rk;p —p-.

4.1.7. ABHO09 scheme

Another interesting proposal is presented in [30] by Ate-
niese et al. that defines the notion of key privacy for the first
time in the context of PRE, which prevents the proxy to derive
the identities of both sender and receiver from a re-encryption
key. Their scheme, ABHO09, is constructed with bilinear pair-
ings and is proven CPA-secure in the standard model. The
scheme is unidirectional, single-hop, resistant to collusions, not
interactive and not transitive. The key privacy property is proven
by means of a specific security game defined by the authors,
which serves as a reference to other key-private PRE schemes
(such as the one from Aono et al. [7]). Additionally, they also
present two necessary conditions for a PRE scheme to be key
private. The first condition is that the re-encryption function
should not be deterministic. The second condition is that a re-
stricted PKE-version of the scheme should also be key private,
as defined in [31]] for PKE.

4.1.8. WDLC10 scheme
Weng et al. proposed in [19] two bidirectional schemes

one is a rather peculiar proposal, called “hybrid proxy re-encryptionyithout pairings, both CCA-secure in the random oracle model

where ciphertexts encrypted using a public key encryption scheme
can be re-encrypted to ciphertexts under an identity-based en-
cryption scheme; due to this unusual nature, we will not analyze
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under the hardness of CDH problem. Unlike most of previ-
ous proposals, these schemes are not based in bilinear pair-
ings, which makes them, in principle, more efficient. These
schemes are designed to achieve CCA-security by integrating



Schnorr signatures [32] with a PRE-version of hashed EIGamal
encryption scheme; we note, however, that their security proof
is not valid with respect to some re-encryption oracle queries,
as shown by Nufiez et al. in [21], so we will consider that
they achieve a weak form of CCA-security (marked as CCA*
in Table . The first scheme, WDLC10a, is single-use and fol-
lows the BBS pattern for bidirectional schemes. Therefore, it is
interactive, transitive and not resistant to collusions. The sec-
ond scheme, WDLC10b, is very similar to the previous one, but
produces re-encryption keys in a different way in order to be
non-transitive.

4.1.9. LV11 schemes

Libert and Vergnaud proposed in [12] several unidirectional
schemes with RCCA security in the standard model. The first
scheme, LV11a, is similar to AFGHO6a, but takes ideas from
CHOQ7, such as the use of one-time signatures. It is unidirec-
tional, single-use, collusion-resistant, not interactive and not
transitive. Since it is defined in the RCCA security model (Sec-
tion [3.2.1)), it is possible to publicly re-randomize ciphertexts.
Seo et al. [33] detected an error in one of their security proofs,
in which the adversary was able to distinguish the simulation
from a real attack, and propose a way to amend it. The sec-
ond scheme, LV11b, is a temporal version of the previous one;
as opposed to the temporal scheme from Ateniese, AFGHO6b,
this scheme is not interactive. Additionally, it is the first PRE
scheme that considers the chosen-key model. In addition to
these schemes, Libert and Vergnaud also propose several vari-
ations, without providing extensive descriptions and proofs. In
particular, they show how the temporal scheme can be extended
to allow temporal windows, instead of just single periods of
time; they also introduce a conditional version of their scheme.

the scheme ensures the anonymity of the delegator, the delega-
tee is exposed trivially, since its public key is contained in the
re-encryption key, achieving then a partial form of key-privacy.
On top of this scheme, the authors construct a “CCA-secure”
version in the random oracle model, using the generic Fujisaki-
Okamoto conversion. However, as shown in [21]], this version is
flawed because it does not perform the necessary validation step
during decryption of re-encrypted ciphertexts. If one forces this
check, decryption will always fail in the case of re-encryption,
breaking the correctness of the scheme.

4.1.12. Kir14 scheme

Kirshanova presented in [8]] a lattice-based PRE scheme,
which was reported to be CCAl-secure. The scheme is based
on the CCAl-secure PKE scheme from Micciancio and Peik-
ert [37], and its security is associated to the hardness of the
LWE problem. Basically, Kirshanova extended the original
PKE scheme to support re-encryptions, using the technique pre-
sented in [37] for trapdoor delegation. The scheme Kir14 is
unidirectional, not interactive and resistant to collusions. The
authors state that the scheme is single-use, although techni-
cally we consider it of the limited multiuse type, as the choice
of parameters is what determines the number of possible re-

encryptions. The authors prove on what conditions the re-encryption

process preserves the correctness, but this proof only considers
one hop; still, it would be possible that some sets of parameters
permit multiple re-encryptions.

In 2015, Nuifiez et al. described an attack to this scheme,
and show that it does not satisfy CCA1 security[14]]. The at-
tack makes use of a property first introduced by Canetti and
Hohenberger in [3]], called privacy of re-encryption keys, which
captures the notion of an adversary being unable to extract re-

Another remarkable contribution of the work of Libert and Vergnaudencryption keys from the knowledge of original and re-encrypted

is the use of the chosen-key model for the first time (see Sec-

tion[3.2.2)

4.1.10. XT10 scheme

Xagawa and Tanaka presented in [6] the first PRE scheme
based on lattices (see Figure [5). In particular, this scheme is
based on the Learning With Errors (LWE) problem. This scheme
is reminiscent to the BBS98 scheme, but adapted to a lattice-
based setting. It presents the same BBS pattern, although repre-
sented additively, so rka_,p = skp — sk4. Therefore, this scheme
18 bidirectional, interactive, transitive and not resistant to collu-
sions. The scheme is also multi-use, more specifically, of the
limited multi-use type.

4.1.11. ABPW13 scheme
Aono et al. proposed in [7] a lattice-based encryption scheme,

ABPW?13, which is proven CPA-secure in the standard model.
This scheme is based upon a lattice cryptosystem from Lind-
ner and Peikert [34]], whose hardness relies on the LWE prob-
lem. ABPW13 is unidirectional, interactive, not transitive and
limited multi-use. The scheme is not resistant to collusions
from the proxy and the delegatee, as shown recently by [35].
The authors also state that ABPW13 is key-private; however,
Nishimaki and Xagawa recently noted in [36] that, although
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ciphertexts. Nufiez et al. generalized this property and show its
impact in the security notions that consider the re-encryption
oracle; in particular, they show how the Kir14 scheme leaks
re-encryption keys through the re-encryption oracle, which im-
plies it cannot not achieve a strict CCA1 security notion. Re-
cently, Fan and Liu [38]] show that there is another error in their
security proof that does not allow to answer correctly to decryp-
tion and re-encryption key generation queries simultaneously,
which together with the attack from Nuifiez et al. , implies that
the scheme Kir14 is at most CPA-secure.

4.1.13. NAL15 schemes

Nufiez et al. describe in [9]] schemes based on the NTRU
cryptosystem [39]]. The first scheme, NAL15a (originally named
“NTRUReEncrypt”), is bidirectional, multihop, and interactive,
but not collusion-resistant, as it follows the usual BBS pat-
tern. As the original NTRU scheme, the underlying structure of
this scheme is a polynomial ring, so the operations performed
are simply additions and multiplications of polynomials, which
can be computed very efficiently, and can even be parallelized.
Therefore, the key strength of this scheme is its performance.
The authors present experimental results that show that this
scheme outperforms others by an order of magnitude, in a sim-
ilar way than NTRU with respect to other PKE schemes. How-



ever, as the original NTRU scheme, it lacks a proof of secu-
rity. The parameters for NTRU are then computed with re-
gard to its resistance to known attacks. To overcome this prob-
lem, the authors also propose a provably-secure variant that is
proven CPA-secure under the hardness of the Ring-LWE prob-
lem, a variation of the LWE problem under a polynomial ring;
this scheme is an extension of a provable-secure version of
NTRU proposed by Stehlé and Steinfeld [40]. This second PRE
scheme, NAL15b, is identical to the previous one with respect
to the properties.

4.2. Summary and Comparison

The schemes analyzed in the previous section are also de-
picted in Figure 5] temporally organized and separated by the
major branches. It can be seen that the BBS98 scheme has had
a huge influence on the vast majority of PRE schemes to date.
In fact, most bidirectional schemes follow the same structure.
Unidirectional schemes are mostly based on pairings, follow-
ing the same ideas introduced by the AFGHO06 schemes, which
in turn, can be seen as a transposition of the BBS98 scheme to
a pairing setting, where the re-encryption keys are “protected”
as exponents. Identity-based PRE is highlighted as one of the
major branches of PRE, first started with the GAO7 schemes,
which also introduced the expansive multi-use construction. An
interesting trend appeared in 2011 with the first lattice-based
PRE scheme; since then, more lattice-based schemes have ap-
peared. However, to date, lattice-based schemes only achieve
weak security notions.

We now summarize and compare the analyzed schemes in
a single table. Table [2]shows this comparison, according to the
following criteria:

Directionality: A single arrow (—) is used to represent a
unidirectional scheme, whereas a double arrow (<) de-
notes a bidirectional one.

Use: Single-use schemes are represented by the letter
’S’, true multi-use schemes by the initials "TM’, expan-
sive multi-use schemes by ’EM’, and limited multi-use
schemes by "LM’.

Number of ciphertext spaces (#spaces): This column spec-
ifies the number of ciphertext spaces on which the scheme
is defined.

Security: The achieved notion of security (e.g., CPA,
CCA, RCCA) is presented, as well as whether is based
or not in the random oracle model (RO or SM).

Based on: This column describes the underlying structure
on which the scheme is constructed. The possible val-
ues are “Group” for generic groups, “Pairing” for groups

e Non-transitive: Schemes that are non-transitive are marked
with v/, and with X otherwise.

e Non-interactive: Schemes that are non-interactive are marked

with v/, and with X otherwise.

e The last column shows additional relevant characteristics
of the analyzed schemes

4.3. Performance

This section is devoted to analyzing the performance of sev-
eral PRE schemes. This analysis will be made from two points
of view: theoretical and empirical. The latter kind of study is is
seldom tackled in the literature.

As described in the general syntax of PRE, there are sev-
eral functions in a PRE scheme. However, from a functional
point of view, we are mainly interested in studying the com-
putational costs for three of them: encryption of messages in-
tended to be re-encrypted, re-encryption of ciphertexts, and de-
cryption of re-encrypted ciphertexts. This decision is justified
by the actual use of proxy re-encryption in applications, where
ciphertexts are meant to be re-encrypted. Therefore, functions
such as non-delegatable encryption (denoted usually by “first-
level encryption”) are out of the scope of this analysis, since
could be achieve by means of traditional encryption schemes.

4.3.1. Theoretical analysis

In this section we analyze and compare schemes from the
theoretical standpoint. In order to present an analysis that sup-
ports meaningful comparisons, we will focus on group- and
pairing-based PRE schemes, since all of them share similar un-
derlying structures, namely, cyclic groups, whose operations’
computational cost can be used as measuring units. Therefore,
we omit from the main analysis the schemes that are lattice-
based, since their underlying structure varies greatly between
each other (e.g., polynomials vs matrices), the theoretical anal-
ysis of costs is very intricate (e.g., vector-matrix multiplica-
tions of various dimensions), and the factors that influence com-
putational costs cannot be standardized, which invalidates any
meaningful comparison between different schemes. However,
a separate study of lattice-based schemes is provided at the end
of this section.

Usually, computational costs are analyzed in terms of the
main operations performed, which in this case are the exponen-
tiation and the pairing. These costs are denoted by #, and ¢,
respectively. It is important to note that, in the case of pair-
ing groups, the computational costs of operations are different
depending on the group where are performed. For this reason,
when necessary we will make the distinction between opera-
tions in G (denoted by 7,) and in Gr (denoted by z,,). Some of

with bilinear pairings, and “Lattice” for lattice-based schemes the schemes make use of a one-time signatures (OTS) to reach

Additionally, the hardness assumption is also presented.

Collusion resistance: Schemes that are resistant to collu-
sions are marked with v/, and with X otherwise.
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CCA-security. In this case, the signature of a message using
OTS, including key pair generation, is denoted by fg, while the
verification of a signature is denoted by #y. Finally, the decryp-
tion of expansive multi-use schemes varies with the number N
of re-encryptions.



Table 2: Comparison of PRE schemes

Scheme ‘ Dir. ‘ Use ‘ #spaces ‘ Security Based on Coll. res. | Non-trans. | Non-int. Other characteristics
BBS98 o | TM 1 CPA (SM) Group (DDH) X X X Perfect key-switching
AFGHO6a | — S 2 CPA (SM) Pairing (¢eDBDH) v v Proxy invisible
AFGHO6b | — S 2 CPA (SM) Pairing (DBDH) v X X Temporary
CHo7 - | TM 1 CCA (SM) Pairing (DBDH) X X X Perfect key-switching
GAQ7a - | EM N CPA (RO) Pairing (DBDH) X v v Identity-based
GAQ07b - S 2 CCAl (RO) Pairing (DBDH) X v v Identity-based
CT07a - | EM N CPA (SM) Pairing (DBDH) X v v Identity-based
CTO07b — | EM N RCCA (SM) Pairing (DBDH) X v v Identity-based
Mat07 — S 1 CPA (SM) Pairing (DBDH) v X X Identity-based
ABH09 - S 2 CPA (SM) Pairing (¢eDBDH) v v v Key-private
WDLC10a | & S 2 CCA* (RO) Group (CDH) X X X
WDLC10b | & S 2 CCA* (RO) Group (CDH) X v X
LVi1a - S 2 RCCA (SM) | Pairing (3w-DBDHI) v v v
LV11b - S 2 RCCA (SM) | Pairing (1w-DBDHI) v v v Temporary, Chosen-Key model
XT10 o | LM 1 CPA (SM) Lattice (LWE) X X X
ABPW13 - | LM 1 CPA (SM) Lattice (LWE) X v X Partial Key-Private
Kir14 - | LM 1 CPA (SM) Lattice (LWE) v X v
NAL15a o | LM 1 - Lattice (NTRU) X X X
NAL15b o | LM 1 CPA (SM) Lattice (Ring-LWE) X X X

The results of this analysis are presented in Table |3 It is
interesting to see the great difference in performance between
schemes. For instance, the BBS98 schemes only needs a few
exponentiations, as opposed to more complex schemes, such
as LV11a and CHO7, which require up to five pairing opera-
tions for the decryption. This is due to the additional costs in-
curred by the achievement of CCA-security. Notable schemes
are WDLC10a and WDLC10Db, since they provide a weak form
of CCA-security but only require a few exponentiations. Note
also how in the case of expansive multi-use schemes, the cost
of decryption depends on the number of re-encryptions.

With regard to space costs, these are mainly driven by the
size of group elements. As in the case of computational costs,
some schemes make use of one-time signatures; the size of a
signature is denoted by |o|, while the size of a verification key
is |svk]. The cost of ciphertexts in some schemes also depends
on the size of the original message, |m|. Finally, in some cases,
elements of Z, are also used. Table [3|shows the results of this
analysis. It can be seen how expansive schemes increase the
size of ciphertext linearly on each re-encryption. Similarly to
the analysis of computational costs, CPA-schemes usually have
lower size of ciphertexts, since CCA-schemes need to include
additional elements for the validation of the ciphertexts (e.g.,
signatures).

Finally, although the computational cost analysis of lattice-
based schemes is omitted for the reasons described before, it is
still possible to study their main operations from the point of
view of asymptotic computational complexity. Table @] summa-
rizes the results of this analysis. However, we remark that this
study does not allow for direct comparisons between schemes,
since it is of asymptotic nature (i.e., assuming n approaches in-
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finity). It is also worth mentioning that lattice-based schemes
usually sample random values from special Gaussian distribu-
tions, each of them using different sets of parameters, and the
cost of this sampling process may not be negligible, although
we have omitted it since it can be done off-line, in advance.

4.3.2. Empirical analysis

We complement the theoretical analysis with an experimen-
tal evaluation, based on previous work [9]. A selection of these
schemes was implemented, with representation of all the kinds
of PRE schemes; this time, lattice-based schemes were also in-
cluded. The selected schemes are BBS98, AFGHO06a, WDLC10a,
LV11a, ABPW13, and NAL15a. Our execution environment
was an Intel Core 2 Duo processor @ 2.66 GHz with 4 GB of
RAM.

Group-based schemes were implemented in Java using el-
liptic curve cryptography over a prime field. The NIST P-256
curve was used, which provides 128 bits of security [41].

Pairing-based schemes were implemented using the jJPBC
library [42], a pairing-based cryptography library for Java. As
for the cryptographic details, all the studied PRE schemes use
symmetric pairings (also called Type 1 pairings), which we in-
stantiated with a supersingular curve over fields of large prime
characteristic (with embedding degree 2). In order to achieve
128 bits of security (against the discrete logarithm problem in
G and Gr) we took a 256-bit group order and 3072 bits for
the field size [43[][44]. For efficiency reasons, we have made
extensive use of exponentiation and pairing preprocessing of
frequently-used elements.

With regard to lattice-based schemes, we implemented NAL15a

in Java [45] and used the eesl171epl parameter set from [46]



Table 3: Computational and space costs of selected PRE schemes

Scheme H Encryption Re-encryption Decryption H Ciphertext size Re-encrypted ciphertext size
BBS98 2t, t, t, 2|G| 2|G|

AFGHO06a te + 1o, tp ter |G| + |G| 2|Gr|

AFGHO06b I+t + 1o, 1, te |G| + |G7| 2|Gr|
CHo7 ty+4t, 1, +1ts | 4, + 2, +ty Sty + 2t + 1, +ty |svk| + 3|G| + |Gr| + |o] |svk| + 3|G| + |Gr| + |o]
GAO07a t, + 21, t Nt, Gl + Gl (N + (G| + [Grl)
GA07b t, + 3¢, 41, + 21, 2ty + 1, 2|G| + |G| + Im| |G| + |Gr| + 2|m| + |id|
CT07a 2t + 1, 2t, (N +2)t, 2|G| + |Grl (N +2)|G| + (N + DIGr|
CT07b 3t + 1o, + 1 21, + ty (TN +3)t, +2t, + (N + Dty 3|G| + |Gyl + |svk| + o] (6N + 3)|G| + (N + )(G7| + |svk| + |o])
Mat07 tp + 3t + 1, ty + 1, 2t, 2|G| + |Gr| 2|G| + |Gyl
ABHO09 2t + 1o, 4t, + 21, Loy 2|G| + |Gyl 2|Gy|

WDLC10a 3¢, 3z, 2t, 2IGl + |m| + |Z,] 2|G]| + |m|

WDLC10b 3¢, 3t, 2t, 2|Gl + |m| + |Zg] |G| + |m|
LViia 3te +te, +1s 2t, +4t, + ty Sty +t,+te +iy |svk| + 2|G| + |Gr| + |o] |svk| + 4|G| + |Gr| + |o]
LV11b Ste+ 1o, + 1 4t, + 81, + ty Oty + 1t +1,, +1ty |Zg| + 1svk] + 3|G| + |G7| + |o] |Zg| + 1svk] + 7|G| + |G7| + |o|

Table 4: Asymptotic complexity of lattice-based PRE schemes

Scheme  Encryption Re-encryption Decryption
XT10 O(n*log n) omn?) om?)
ABPW13 on?) O(n? log* n) on?)
Kirtd  Om’logn)  O@m>log’n)  O®n’log® n)
NAL15a  O(nlogn) O(nlogn) O(nlogn)
NAL15b O(nlogn) O(nlogn) O(nlogn)

Table 5: Experimental performance of several PRE schemes (in ms.)

Scheme Encryption Re-encryption Decryption
BBS98 11.07 11.48 11.21
AFGHO6a 22.76 83.52 13.76
WDLC10a 22.52 22.29 11.89
LVi1a 155.27 386.93 443.87
ABPW13 1.17 20.50 0.47
NAL15a 0.43 1.15 1.22

(designed for 256 bits of security). The ABPW13 was imple-
mented using the SageMath software, using the set of param-
eters proposed by the authors that correspond to 143 bits of
security and 128-bit plaintexts.

Table [5] shows the cost in ms. of the main operations of
the selected PRE schemes. These figures were measured as
the mean CPU time of 10.000 executions for each operation.
Roughly, the theoretical costs presented before are translated
to an empirical setting. It is worth mentioning the high per-
formance that lattice-based schemes exhibit. Both schemes,
ABPW13 and NAL15a, present similar figures regarding en-
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cryption and decryption, although ABPW13 is one order of
magnitude slower when it comes to re-encryption. Note, how-
ever, that the results of these experiments are highly dependent
on implementation issues, such as the choice of programming
language, parameters (type of curve, size of fields, type of pair-
ing, etc.), the underlying libraries and the use of preprocessing.
For this reason, any comparative analysis based on these figures
has to consider these aspects.

5. Applications of Proxy Re-Encryption

The last part of this paper is devoted to the analysis of the
applications of proxy re-encryption. As described in the in-
troduction, we have performed a review of almost 70 papers
regarding applications, of which 45 were finally analyzed in
detail. We also followed a bibliometric approach for drawing
conclusions on this part. In particular, we classified each of
the reviewed application according to certain criteria: objective,
scenario and functionality. The first criterion is related to the se-
curity objectives that are intended to tackle with the application
of PRE; possible objectives are confidentiality, privacy, authen-
tication and accountability. The second criterion was clearly
dominated by the cloud scenario, although other scenarios are
also considered, such as wireless networks. The third criterion
is associated to the intended functionality that is constructed
with PRE, being access control and key management the most
prominent.

Once the publications were classified, we counted the num-
ber of occurrences for each category and obtained the following
results, summarized in Table @ From the viewpoint of the se-
curity objective, a vast majority of the papers tackled confiden-
tiality (80%), while the rest addressed privacy (10%), authenti-
cation (8%) and accountability (2%). Concerning the scenario,
the Cloud is the most used (53%), although there are examples
of wireless networks (8%) and other scenarios (33%). As for
the functionality, two thirds of the papers deal with access con-



Table 6: Bibliometric Analysis of PRE Applications

Criteria Classification Coverage
Confidentiality 80%
L Privacy 10%
Objective Authentication 8%
Accountability 2%
Cloud 53%
Scenarios Wireless Network 8%
Others 33%
Access Control 67 %
Functionality ~Key Management 24%
Communication 4%

trol (67%), followed by key management (24%) and communi-
cations (4%). An immediate conclusion is that, not surprisingly,
most of devised PRE applications address the combination of
the confidentiality objective, the cloud computing scenario, and
the access control functionality. In other words, the typical PRE
use case is the secure access delegation scenario, described in
Section 2| The next section discusses the application of PRE to
this scenario in more detail.

5.1. Secure Access Delegation in the Cloud using PRE

From an abstract point of view, sharing information securely
in the cloud can be seen as a problem of access control, where
the protected resource is encrypted data. Proxy re-encryption is
then used to construct a cryptographically-enforced access con-
trol. Ateniese et al. proposed in [4] a generic way to do this,
as illustrated in Figure[6] The data to be protected is encrypted
by the data producer with a fresh symmetric encryption key,
the data key, which is in turn encrypted under the data owner’s
public key using the PRE scheme, thus creating an encrypted
lockbox. This lockbox, which contains the encrypted data and
data key, can now be stored in an untrusted repository, such as
the cloud. Note also that the production of encrypted data can
be performed by any entity that knows the public key of the data
owner, supporting this way multiple data sources. For granting
access to his data, the data owner generates re-encryption keys
for authorized users and hands them to the proxy entity; these
can be seen as access delegation tokens created by the data in
order to delegate access to certain consumen. When the data
consumer requests access to the encrypted data, the proxy re-
encrypts the encrypted key. Finally, the consumer decrypts the
lockbox with his private key.

This template for cryptographically-enforced access control
stems naturally from the main functionality of PRE, which is
delegation of access rights to encrypted data. Note that it is
not necessary for the data owner to be online. The only re-
quirement is that the cloud is available (which is intrinsic to the
cloud paradigm). The data owner can be off-line, while con-
sumers interact directly with the cloud provider in order to ac-
cess to authorized information. Note that this assumes a honest-
but-curious trust model (as discussed in Section[2.1)), where the
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cloud provider may have an incentive for accessing users’ data
without their permission, but at the same time, it is assumed to
behave honestly with respect its functionality.

5.1.1. Review of the literature

In this section we review the state of research on solutions
for access delegation in the cloud that use PRE. Most of them
share a similar essence, although vary greatly with regards to
specific constructions and designs.

In [47]], Yu et al. propose a system for access delegation in
the cloud, using a combination of Key-Policy Attribute-Based
Encryption (KP-ABE) and PRE. Data is encrypted using KP-
ABE and stored in the cloud, so only users in possession of an
appropriate collection of attribute secret keys can decrypt the
data. Besides managing encrypted data, the cloud also man-
ages attribute secret keys of the users, except for one special
secret key which is required for all decryptions, so the cloud
cannot decipher anything. The reason why the cloud manages
these secret keys is to handle revocation of users. When a
data owner revokes certain users, then new keys must be pro-
vided for the remaining users, and encrypted data must be re-
encrypted. Both issues are handled by the cloud using PRE, so
the data owner simply generates re-encryption keys for trans-
forming not only ciphertexts, but also attribute public and se-
cret keys. This added functionality is possible by carefully in-
tegrating the BBS98 scheme with a KP-ABE scheme. For ef-
ficiency reasons, the re-encryptions are performed in a “lazy”
way, that is, only when an access request from a user is made.
[48] propose a modification to Yu ef al. ’s design in order to
avoid collusions between the provider and revoked users, but
their proposal consists basically in replacing the cloud provider
with a trusted third party, which implies relying on stronger
trust assumptions. [49, 50, 51]] describe similar approaches but
for integration with Ciphertext-Policy Attribute-Based Encryp-
tion (CP-ABE), where the access structure is associated to the
encrypted data rather than to the user attribute key.

Jia et al. describe in [52] a classical instantiation of the
PRE-based access control template. Their proposal uses the
GAOQ7a scheme, where re-encryption keys represent authoriza-
tion tokens between users. Revocation is handled by the data
owner by asking the provider to renew re-encryption keys.

Lin et al. propose in [53]] a combination of threshold en-
cryption with PRE. This proposal fits the general template of
PRE application for access delegation, with the exception be-
ing that the proxy entity is distributed among several servers in
order to support a decentralized architecture. On an access re-
quest, a randomly chosen subset of these servers re-encrypt the
data, and since each of these servers store a share of the data
owner’s secret key, they also perform partial decryptions of the
encrypted data. The delegatee user combines the partially de-
cryptions in order to obtain the requested data.

Liu et al. propose in [54] a time-constrained access con-
trol scheme, combining once again PRE and ABE. In this case,
ABE is used for describing time-based access control policies,
whereas PRE is used for updating the time attributes. Their pro-
posed system follows the typical template for PRE-based access
control in the cloud.
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Figure 6: Lifecycle of a PRE-based lockbox

The proposal by Yang er al. [55] is different from the pre-
vious ones sincce it is a general model that can be instantiated
with different PRE schemes. Previous proposals required a spe-
cific PRE scheme (most of the times, a variation of the classic
BBS98 scheme), carefully tailored for its integration with other
primitives and protocols, such as ABE schemes. This general
model modifies the encrypted lockbox scheme presented be-
fore, including ABE in the following manner. The data key &
is split in two different keys k; and k, by means of a XOR op-
eration, so k = k; @ k. Next, PRE is used for encrypting k;
and ABE for k,. If a consumer requests access to the encrypted
data, then he must possess the necessary ABE secret keys and
the cloud must have the corresponding re-encryption key for
performing the re-encryption. In that case, then the consumer
is able to retrieve k; and k,, and hence, to decrypt the data with
the data key k. In this model, fine-grained access control is pro-
vided by ABE, whereas PRE makes revocation possible. This
model is an example of use of re-encryption keys as authoriza-
tion tokens, where the presence of re-encryption keys in the
cloud provider means that the consumer is authorized to access
the data.

Xiong et al. present CloudSeal in [56], a cloud-based ac-
cess delegation system that integrates PRE with a secret shar-
ing scheme. This proposal is slightly similar to the one from
Yu et al. , but instead of ABE, it uses a secret sharing scheme.
The main drawback is that it assumes the existence of secure
channels between the data owner and data consumers, which
nullifies the necessity of the proposal.

Han et al. propose in [57] an identity-based PRE scheme
suitable for intra- and inter-domain data sharing. The main fea-
ture of this scheme it that it bounds the re-encryption keys not
only to the consumerss identity but also to a specific ciphertext
(i.e., a shared file). This design choice implies that the data
owner must create a different re-encryption key for each pair of
data consumer and shared file, but also limits the chances that
the cloud provider re-encrypts arbitrary data. Lin et al. also pro-
pose a similar idea [S8]], but with a hierarchical PRE instead of
identity-based PRE.

Other similar examples are found for more specific applica-
tions. For example, the PRE-based access control template is
used in [59, 160, 61]] for creating an Identity-as-a-Service model

16

where the cloud identity provider cannot access the identity in-
formation. In [62], PRE is used for delegating access to en-
crypted search indexes, in the context of privacy-aware searches.
Proxy re-encryption is integrated to the MapReduce paradigm
for privacy-preserving Big Data processing in [63} 164]. Other
examples are found for service aggregation [65]], de-duplication
in secure cloud storage [66], and privacy-preserving location-
based services [67]].

5.1.2. Findings

There are common patterns that appear among some of these
proposals. For instance, the most prominent is that access del-
egation is realized by considering re-encryption keys as autho-
rization tokens. Thus, rks_p can be seen as an authorization
from data owner A to user B. In this case, the enforcement of
access rights is naturally realized by means of re-encryption.

When it comes to revocation of access rights, PRE can be
used in two ways. The first way is applicable when re-encryption
keys are used as authorization tokens between users; in this
case, the owner simply instructs the cloud provider to delete
the re-encryption keys [4} 55]. Therefore, it is necessary that
the cloud provider is trusted enough to ensure that the keys are
actually deleted. The second way, used by Yu et al. [47], is
to re-encrypt the data so it cannot be decrypted by the revoked
user. In this case, it is also necessary to trust that the cloud
provider is performing the re-encryption and that it is not main-
taining a copy of the unre-encrypted data.

Another interesting finding concerns other cryptographic prim-
itives that usually accompany PRE. The main is Attribute-Based
Encryption (ABE), which is used in combination with PRE in
at least 9 of the 45 papers (that is, a fifth part). Another crypto-
graphic technique commonly used in conjunction with PRE is
Threshold Encryption.

5.1.3. Incentives

We have seen that PRE realizes access delegation to en-
crypted information, and, therefore, has a natural application
to sharing data securely in the cloud. We believe that this rep-
resents a great advance with respect to the state of current cloud

services, where users’ data is fully controlled by the cloud provider,

or, at its best, data is encrypted with keys controlled by the



provider. As discussed in the introduction of this paper, data
owners are obliged to trust that the provider will make proper
use of his data and will guarantee its protection. Therefore, a
PRE-based solution could enable users to outsource their data
to cloud providers without necessarily establishing a strong trust
relation with them, relying instead in the protection granted
by the underlying cryptographic mechanism. At this point, it
is worth studying what kind of incentives may motivate cloud
providers to implement this kind of solutions, that is, handle
data in encrypted form. Note that, in the first place, cloud
providers would lose control over the user’s data, which is cur-
rently a valuable asset. Moreover, providers may incur in more
expenses as a result of implementing these additional security
mechanisms, However, as pointed out in [39]], there are two
main incentives that could encourage cloud providers to adopt
this solution.

The first incentive is compliance and minimization of lia-
bility. An intrinsic characteristic of the cloud is that it enables
ubiquitous access to data, which can, potentially, infringe pri-
vacy and data protection regulations. Moreover, the cloud can
also be used to host and process information that is of problem-
atic nature, such as, illegal or defamatory material [68]]. There-
fore, cloud providers are affected by specific laws and regula-
tions regarding privacy, data protection and copyright, among
others. Although cloud providers currently try to reduce their
liability through specific clauses in SLAs, legal responsibility
for the data in the cloud also lies on the side of the provider.
In contrast, in a PRE-based solution where the outsourced data
is encrypted prior to reaching the cloud, liability of the cloud
provider is drastically minimized, since it does not hold the
decryption keys to read users’ data. As a consequence, users
should be the ones designated as liable and subject to the en-
forcement of key disclosure laws.

Data confidentiality as an added value is a second type of
incentive. Cloud providers could offer secure data processing
and storage as an added value, establishing a competitive ad-
vantage over the rest. This characteristic could be an important
driver in users’ decision process, as there is an increasing inter-
est in this kind of services. In our opinion, there is room in the
current cloud service landscape for a business model based on
the respect for users’ privacy and data confidentiality.

5.1.4. Economic analysis

One of the postulates of this paper is that the application
of PRE as a cryptographic mechanism to support secure ac-
cess delegation in the cloud is not only functional, but practical.
A thorough analysis of the practicality of this kind of solution
should also determine whether it is economically viable. There
is a vast amount of proposals for improving the security, relia-
bility and functionality of cloud services, but, at the same time,
there are almost no critical analyses about the economic impact
that arises from implementing them. In particular, most cryp-
tographic proposals only provide theoretical analysis of secu-
rity and computation complexity, but do not study whether their
proposals are economically feasible, even when their solutions
often imply an intensive use of computation or communication
resources.
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Table 7: Comparison of re-encryption costs in the cloud

Scheme Time (ms) Cost (cents) #re-enc/cent
BBS98 11.48 4.58E-05 21844
AFGHO06a 83.52 3.33E-04 3003
WDLC10a 22.29 8.89E-05 11250
LVi1a 386.9 1.54E-03 648
ABPW13 20.5 8.17E-05 12233
NAL15a 1.15 4.59E-06 218063

In [69], Chen and Sion analyze the economic impact of the
outsourcing of computation and storage to the cloud. The key
contribution of this work is the quantification of the costs asso-
ciated to this outsourcing, which are driven by several factors,
such as hardware, energy and personnel. The authors break
down the expenses derived from computation, storage and net-
work services, using the picocent (10712 USD cents) as unit
of cost. Focusing on computation only, in 2010 the cost was
estimated in approximately 2 picocents per CPU cycle. A sim-
ple analysis based on the prices of Amazon EC2 shows that
these costs have decreased roughly a 25% from 2010 to 2016
(a yearly 4%) Although some factors that influence these costs
remain stable (e.g., infrastructures, energy and personnel), the
core resource, which is hardware, increases with time its effi-
ciency per unit of cost. Computing resources are the best ex-
ample, since the cost per CPU cycle has decreased exponen-
tially through history, following Moore’s law. For our analysis,
we will consider an adjusted computation cost of 1.5 picocents
per CPU cycle. Based on this, we estimate the cost per re-
encryption operation for several of the PRE schemes analyzed
in this survey. A similar economic assessment about the use of
proxy re-encryption in a cloud setting is presented in [59]]. Re-
call that the re-encryption is the basic operation that the cloud
provider performs in a PRE-based access control solution for
the cloud. Table|/|shows these estimations. These figures vary
greatly depending on the selected scheme and its properties, but
demonstrate that the cloud provider could perform in the order
of thousands of re-encryptions per cent.

For illustration purposes, let us assume a scenario similar
to that suggested in [59]], where a cloud provider implements
a PRE-based access control solution that performs a million
re-encryptions per day, one for each access request it receives.
From the figures of the last table, it can be seen that the total cost
of these operations over the course of a year range from $5,631
for the LV11a scheme, to just $17 for the NAL15a scheme. In
our opinion, these expenses are reasonable for a cloud provider
considering the costs that it could incur in the case of a disclo-
sure or security breach, without taking into account intangible
costs such as loss of customers and reputation damage.

5.2. Other Applications of PRE

Although protecting outsourced information in the cloud is
a natural application, there are other interesting uses for proxy



re-encryption, where group key management is the most re-
markable. In this case, PRE can be used for different purposes
such as distributing keys, revoking access, performing key es-
crows, etc. This has multiple applications, such as DRM pro-
tection [70, (71, [72, [73]], and security in multicast communica-
tions [[74}, 75,76, [77]. Among alternative uses of PRE we find
privacy-preserving solutions for RFID [78], [79 [80]], authenti-
cation in VANETs [81} 182]], location privacy [83], privacy in
online social networks [84]], anonymity in P2P communication
[85]], and access control in other scenarios 86, 87].

6. Conclusions and Research Directions

In this paper we study the secure access delegation prob-
lem, which occurs naturally in the cloud setting, and postu-
late that proxy re-encryption is a feasible cryptographic solu-
tion to this problem, both from the functional and efficiency
perspectives. Proxy re-encryption permits to delegate access to
encrypted data, which is of special interest in scenarios where
outsourced data must be protected (e.g., the cloud).

We review and analyze the current state of research on PRE,
for both constructions and applications. The most prominent
proxy re-encryption schemes are studied in the light of relevant
properties and security models. We additionally provide a com-
parative analysis of the performance of selected schemes, both
from the theoretical and experimental points of view. With re-
gards to the applications, we perform an extensive analysis of
the available literature following a bibliometric approach. As a
result, we conclude that secure access delegation in the cloud is
currently the use case with the most potential for PRE, given the
functionalities and performance levels that it provides, and the
regulatory and economic incentives. Moreover, it is more real-
istic than other solutions, such as those based on homomorphic
encryption.

In addition to the analysis of PRE schemes and applications,
we identify three main research directions, each of them located
at a different abstraction level. The first line is focused on the
fundamentals of security, and in particular, on defining unified
security notions and properly understanding their interconnec-
tions. The second line shows a less-explored — although in-
creasingly targeted — area of research, which is the construction
of proxy re-encryption schemes with lattice-based techniques.
Finally, the third identified line is the application of PRE to real-
world solutions, and therefore, it is oriented to the practitioner.
We describe next these lines in more detail.

6.1. Security Definitions for Proxy Re-Encryption

There are several challenges that are related with the very
definition of what is considered secure in PRE, from the per-
spective of provable security. In order to reason about the secu-
rity of a cryptosystem, it becomes essential to have a proper def-
inition and understanding of the notions that model its security.
However, in the PRE literature, security notions are often ad-
hoc, presenting subtle differences and constraints, which results
in the lack of a unified framework of security definitions. A rea-
son for this is the many possible combinations of PRE proper-
ties (unidirectional vs. bidirectional, single-use vs. multi-use,
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interactive vs. non-interactive, etc), which affect the relations
between security notions and the necessary restrictions. It is
therefore a challenge to achieve definitional unity for PRE se-
curity. To this respect, we also note that there are few attempts
focused on analyzing PRE security notions (e.g., [3} [18} [14]),
which reinforces our view that this a worthwhile area of re-
search. The work of Nuiiez et al. in [[14] is an initial effort to
this respect, identifying some general implications and separa-
tions between different PRE security notions; however, more of
these relations are to be found. Another open research line is the
analysis of security of PRE schemes using a simulation-based
approach, which was first proposed by Canetti and Hohenbeger
in [3]] but has received little attention. Other topics of interest
are the modelization of adversaries and their restrictions, such
as in [18], as well as investigation the relation between PRE
properties and security notions [14].

6.2. Lattice-based Proxy Re-Encryption Schemes

The vast majority of PRE schemes to date are based on tra-
ditional number-theoretic foundations, usually groups (either
pairing-based or not) where the Discrete Logarithm is hard.
This can be problematic if efficient cryptanalytic methods against
this problem are found or quantum computers are available.
Lattice-based cryptography is a promising alternative due to its
potential for post-quantum security, and in some cases, its per-
formance. With respect to the latter, it is worth mentioning that
the experimental results presented in Section[4.3.2]show a very
interesting trend. Lattice-based PRE schemes seem to be more
efficient in comparison to previous constructions. However, at
the same time, the highest security notion attempted so far by
lattice-based PRE was CCA1 by the Kir14 scheme, although as
discussed in Section[d.1.12] it only achieves CPA-security. This
clearly represents a current open challenge. Note also that it is
difficult to compare the performance of schemes that have very
different underlying structures. An obvious reason is that the
presumed levels of security depend, essentially, on the effec-
tiveness of known attacks; lattice-based cryptography is a fairly
young area, so potential improvements on attack strategies, or
even new kinds of attacks, are to be expected.

6.3. Applications to the real world

All the applications we reviewed in Section [5]are mere sci-
entific proposals. It is also worth finding out whether there
are industrial initiatives towards the application of PRE in real
commercial solutions. Although we are not presently aware of
widely-used real-world applications of PRE, there are some in-
dications that show that the IT industry is becoming increas-
ingly interested in it, particularly with regard to its applica-
tion to the secure access delegation scenario. Nishimaki and
Xagawa recently noted in [36] that Toshiba has released, on
the Japanese market, a cloud storage service that use proxy re-

encryption to ensure data confidentiality, called “Digital Kashikinko”

(which means “digital safety box”). To the best of our knowl-
edge, this is the first commercial application of PRE. Although
the specific details are not known (as for most commercial ap-
plications), the description in [88]] shows a typical PRE-based



architecture, like the one discussed in this paper. Other emerg-
ing examples are the encrypted database ZeroDB [89], which
uses PRE to share access keys between users, and the EU H2020
research project CREDENTIAL [90]], which targets applica-
tions for the eHealth, eBusiness, and eGovernment domains us-
ing PRE as a basic cryptographic primitive.

An interesting way of probing the industry’s interest in the
topic is to look for patents involving PRE. As conjectured in this
paper, the application of PRE to the cloud seems to be recur-
ring, given its natural potential in this scenario. We have found
patents from Toshiba [91], Huawei [92| 93], Nokia [94], and
Gemalto [95]], among others, which present approaches that are,
essentially, instances of the secure access delegation scenario.
With regard to other use cases, Apple has patented a solution
for DRM protection based in PRE [96]. The authors of one of
the first PRE schemes [4] also presented a patent [97] that es-
sentially covers their original proposal. We foresee a growing
number of patents in these areas, which would ultimately lead
to new products and services based on this fascinating cryp-
tosystem.
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