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Abstract
Trust can be considered as a multidisciplinary concept, which is strongly related to 
the context and it falls in different fields such as Philosophy, Psychology or Com-
puter Science. Trust is fundamental in every relationship, because without it, an 
entity will not interact with other entities. This aspect is very important especially 
in the Internet of Things (IoT), where many entities produced by different vendors 
and created for different purposes have to interact among them through the internet 
often under uncertainty. Trust can overcome this uncertainty, creating a strong basis 
to ease the process of interaction among these entities. We believe that considering 
trust in the IoT is fundamental, and in order to implement it in any IoT entity, it is 
fundamental to consider it through the whole System Development Life Cycle. In 
this paper, we propose an analysis of different works that consider trust for the IoT. 
We will focus especially on the analysis of frameworks that have been developed in 
order to include trust in the IoT. We will make a classification of them providing a 
set of parameters that we believe are fundamental in order to properly consider trust 
in the IoT. Thus, we will identify important aspects to be taken into consideration 
when developing frameworks that implement trust in the IoT, finding gaps and pro-
posing possible solutions.
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1  Introduction

The Internet of Things (IoT) is a paradigm allowing humans and smart entities to 
cooperate among them anyhow and anywhere [1]. Moreover, IoT entities ecosys-
tems are growing each year, and “it is expected that there will be more than 64B 
IoT devices worldwide by 2025”.1 This prediction states that the IoT paradigm will 
define how the world will be connected. For this reason, many opportunities will 
arise, but also many problems [2]. A way to mitigate them is offered by trust. In fact, 
an entity should interact with another one only if trust is established between them. 
However, due to the uncertainty, interoperability, and heterogeneity of IoT, achiev-
ing trust is still a challenge. Besides, considering the fact that research communities 
have tackled these aspects separately, a holistic approach should be desirable [3].

Nevertheless, trust is difficult to define. It concerns different aspects and topics 
ranging from Philosophy to Computer Science [3], and it is strongly dependent on 
the context. This is a strong point in common with IoT, where it is possible to have 
different contexts for different entities. Thus, if we consider trust in these contexts, 
we can enhance the protection of such entities allowing only the trusted ones to 
interact with them.

Moreover, trust is strongly dependent on other properties like security and pri-
vacy  [4, 5] and these relationships are even more important during an IoT entity 
development [6]. Statement also claimed by Mohammadi et  al.  [7], where the 
authors declares that trust mechanisms are fundamental in the development of IoT 
entities and this task requires more research.

For these reasons, in our opinion, it is crucial to consider trust since the initial 
phases of the System Development Life Cycle (SDLC) in order to develop the trust 
relationships among the entities in a systematic way. This approach can help to pro-
tect the entities and to give them important rules of behaviour during the interac-
tions with other entities.

During the interaction of two entities under a trust perspective, we can state that 
usually there are at least two actors involved: the trustor and the trustee. The trustor 
is the one who actively trusts, and the trustee is the one who keeps the trust. The 
trustor needs the trustee to perform an action or fulfil a goal considering a particular 
context. This goal is not achievable by the trustor alone. In this case, trust metrics 
are useful to compute a trust level that helps the trustor to decide if a trustee can be 
trusted [8]. Therefore, this value must be computed before the two actors begin the 
collaboration. Moreover, the trust level could change over time positively or nega-
tively due to the right or wrong behaviour of the trustee [9].

In this paper, we will analyse how trust and IoT have been considered during the 
years in the state of the art and which framework to develop trust in the IoT has been 
developed.

In order to perform such analysis, we will focus on several parameters that we 
consider important for implementing trust in the IoT. Moreover, we classify the 

1  https://​techj​ury.​net/​blog/​inter​net-​of-​things-​stati​stics/.

https://techjury.net/blog/internet-of-things-statistics/
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existing IoT frameworks considering important aspects such as the phases of the 
SDLC (i.e. requirements elicitation), trust related domains (i.e. security and privacy) 
and general activities related to trust (i.e. decision-making process). In the literature 
there are many other surveys on trust and IoT [10–13], but to the best of our knowl-
edge, there are no surveys analysing the relationship between trust and IoT during 
the whole SDLC. With this paper we want to fill this gap.

The paper is structured as follows, in Sect. 2, we will analyse the concept of trust 
and trust management frameworks, and how they have been defined in the state of 
the art during the years. In Sect. 3, we will discuss about IoT and its connections 
with trust. Then, in Sect. 4 we will present existing frameworks that implement trust 
in IoT. In Sect. 5, we explain the methodology used in order to analyse the frame-
works and, in Sect. 6, we will make a classification of the frameworks according to 
the parameters explained. Finally, in Sect. 7, we describe challenges and issues that 
remain open and in 8 we conclude the paper and discuss about future work.

2 � Trust and trust management

In this section, firstly, we will analyse how trust can be defined presenting several 
definition defined by authors in the state of the art. Then, we will discuss about trust 
management, trust metrics and trust models.

2.1 � Analysis of the concept of trust

“Trust is a common phenomenon” [14], but it is also a difficult concept to define 
“because it is a multidimensional, multidisciplinary and multifaceted concept [15]”. 
Trust is defined in British English by the Cambridge Dictionary as “to believe that 
someone is good and honest and will not harm you, or that something is safe and 
reliable”, in American English as “to have confidence in something, or to believe 
in someone” and in business English as “belief that you can depend on someone or 
something”.2 Thus, we have three similar definitions, but not the same, in the same 
dictionary about the same word in three similar areas, that can give an idea about the 
difficulty to define trust.

However, analysing these definitions, there is a distinction respect to people 
(“someone”) and objects (“something”). In the former case, there is a reference 
respect to the goodness and honesty of the person we trust and that he/she will not 
harm us. In the latter case, we refer to the object implying that it is safe and reli-
able and basically that its utilization will not harm us and it will work as we have 
expected. Thus, we can state that these definitions are general. Moreover, they can 
give an important hint that trust is strongly related to the context.

In the state of the art, there are many definitions of trust applicable to differ-
ent aspects. Erickson   [16] stated that “trust means many things to many people”. 

2  http://​dicti​onary.​cambr​idge.​org/​dicti​onary/​engli​sh/​trust.

http://dictionary.cambridge.org/dictionary/english/trust
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Accordingly with this definition, we can understand why it is hard to define and 
explain what trust is. Moreover, many fields of studies such as Sociology, Psychol-
ogy, Philosophy and Information Technology have to deal with trust in different 
ways. For this reason, McKnight  [17] stated that “Trust has been defined in so many 
ways by so many different researchers across disciplines that a typology of the vari-
ous types of trust is sorely needed”.

Thus, giving a meaning to trust is a challenge that many authors in the past years 
have tackled [4, 18–24].

Mayer et  al. [18] defined trust as a “willingness to be vulnerable to another 
party”.

McKnight and Chervany [19] explained that trust intention is “the extent to which 
one party is willing to depend on the other party in a given situation with a feeling 
of relative security, even though negative consequences are possible”.

Gambetta  [20] affirmed that “trust (or, symmetrically, distrust) is a particular 
level of the subjective probability with which an agent assesses that another agent 
or group of agents will perform a particular action, both before he can monitor such 
action (or independently of his capacity ever to be able to monitor it) and in a con-
text in which it affects his own action”.

Mui et al. [21] stated that “trust as a subjective expectation an agent has about 
another’s future behaviour based on the history of their encounters”.

For Ruohomaa et al. [22] “trust is the extent to which one party is willing to par-
ticipate in a given action with a given partner, considering the risks and incentives 
involved”.

Hoffman [4] defined trust “as the expectation that a service will be provided or a 
commitment will be fulfilled”.

Jøsang  [23] stated that “trust is a personal and subjective phenomenon that is 
based on various factors or evidence” and also that “trust is the subjective probabil-
ity by which an individual, A, expects that another individual, B, performs a given 
action on which its welfare depends”.

Olmedilla et al. [25] specified that “trust of a party A to a party B for a service 
X is the measurable belief of A in that B behaves dependably for a specified period 
within a specified context (in relation to service X)”.

Finally, Agudo et al. [24] defined that trust is related to “the level of confidence 
that an entity participating in a network system places on another entity of the same 
system for performing a given task”.

Even though all the definitions are different, they share some underlying con-
cept. All the authors cited above stated that trust is strictly dependent on the actors 
involved in a trust interaction. Typically, there are two entities (at least) involved in a 
trust interaction, one is the trustor (the entity which places trust) and the other one is 
the trustee (the entity in which trust is placed) [5, 14, 24, 26].

In order to guarantee a trust interaction, we can state that it is necessary that “the 
trustor trusts the trustee”. Analysing this sentence we can identify: 

1.	 “the trustor” is the entity which places trust (active trust);
2.	 “the trustee” is the entity on which trust is placed (passive trust);
3.	 “trusts” is the action between the two entities.
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The trust action happens when an individual (the “trustor”) requires the service 
of another individual (the “trustee”). Depending on the fulfilment of the action or 
how it is performed, the level of trust of the trustor can change positively or nega-
tively. This means that the future interactions will be dependent on the outcome 
of past interactions affecting the level of trust of the trustor.

A concept related to trust is trustworthiness. It can be defined as a characteris-
tic of a person  [5] or of something  [16] that is the object of somebody’s trust. In 
other words it is a characteristic of the trustee.

Moreover, Pavlidis [5] stated that “a trustworthy system is a system that has 
the capability of meeting customer trust and the capability to meet their stated, 
unstated, and even unanticipated needs”.

McKnight and Chervany [17] defined four concepts related to trustworthiness: 
benevolence, competence, integrity, and predictability.

•	 Benevolence: the trustor is important for the trustee and for this reason he 
acts properly in order to not to hurt him.

•	 Competence: the trustee is able to do what the trustor wants (and this can be 
the reason why the trustor asks for help to the trustee).

•	 Integrity: the trustee is honest and he acts accordingly to what the trustor 
asks him for without malicious intentions.

•	 Predictability: the trustor can anticipate the behaviour of the trustee and have 
a knowledge a-priori about the exchange.

According to McKnight and Chervany [17], only one of these four concepts is not 
enough to establish a trust relationship. For example, if the trustee is honest but 
has no competence to finalize the action requested by the trustor, then the latter 
might not want to establish the relationship. In fact, he cannot trust the trustee to 
perform that action. On the other hand, if the trustee is competent but he is not 
honest, the relationship is likely not worth to be established because the trustor 
cannot trust the trustee fearing a possible betrayal.

Trustworthiness determines if someone (or something) is able to be trusted, 
the higher the trustworthiness, the higher the possibility to be trusted. When the 
desired level of trust of the trustor matches the trustworthiness of the trustee there 
is no disequilibrium in the trust relationship. The other possibilities are trusting 
less or trusting more than the trustworthiness. In the first case, there is a loss 
about the opportunities, in the second case there is a possible loss because the 
trustor is vulnerable [27, 28].

Trustworthiness is very important for both humans and things. When we 
talk about a trustworthy thing or a software, it is considered as a high quality 
resource  [29]. Moreover, a system can be defined trustworthy and be accepted 
from the customers if its capability meets the stakeholder needs, not only the ones 
asked by them but also the ones that they did not know  [5].
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Strongly related to trust, reputation is defined as “the opinion that people in gen-
eral have about someone or something, or how much respect or admiration someone 
or something receives, based on past behaviour or character”.3

Mui [21] stated that “reputation is defined as a perception a party creates through 
past actions about its intentions and norms”.

Moreover, reputation is also defined as objective trust.4
We can say that trust and reputation are connected but they are not the same. 

Mostly, reputation can be a parameter for trust decision [23].
In fact, Jøsang  [23] asserts that:

“I trust you because of your good reputation.” (1)

“I trust you despite your bad reputation.” (2)

These are two positive definitions.
Hoffman stated that “Metrics must be defined to measure user trust and distrust 

of a system” [4] and Gambetta [20] defined distrust symmetrical respect trust. For 
the sake of completeness, in addition to trust, distrust and no trust, Marsh defined 
also untrust and mistrust [30].

Thus, following these definitions, we can also produce two negative assertions: 

“I distrust you despite your good reputation.” (3)

“I distrust you because of your bad reputation.” (4)

With these four definitions, we can understand better that reputation is a param-
eter for considering trust, but it is not the only one in that affect the outcome of a 

Fig. 1   Conceptual Model related to trust action

3  http://​dicti​onary.​cambr​idge.​org/​dicti​onary/​engli​sh/​reput​ation.
4  wiki.p2pfoundation.net/Trust_Metrics.

http://dictionary.cambridge.org/dictionary/english/reputation
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trust computation. In fact, for example it is possible to trust someone or something 
“despite a bad reputation”.

In Fig. 1, we can see a conceptual model about trust. It includes the actors per-
forming a trust action and the parameters important to be taken into consideration.

The conceptual model is helpful for the readers in order to visualize how trust 
can be considered for the actors involved. Thus, we can see that the trustor is the one 
who has to trust the trustee. Trust is connected to the context and it can be subjective 
(i.e. the trustor already know the trustee) or it can be objective (i.e. reputation). On 
the other hand, the trustee is chosen according to its trustworthiness, which is com-
posed of the four parameters proposed by McKnight and Chervany [17].

In the next subsection, we will discuss about trust management, metrics and 
models.

2.2 � Trust management, metrics and models

In order to integrate trust in any system, such as IoT ecosystems, it is highly recom-
mended to consider it within a trust management framework. However, a framework 
is usually composed of three important parts: management, metrics and models [31]. 
It is then necessary to provide an overview of these concepts.

Trust management “can be conceptualized in two ways. Firstly, as a process 
according to which an entity becomes trustworthy for other entities. Secondly, as a 
process that enables the assessment of the reliability of other entities, which in turn 
is exploited in order to automatically adapt its strategy and behaviour to different 
levels of cooperation and trust” [32]. The first trust management framework in the 
literature was PolicyMaker [33]. It was described by Blaze as a trust management 
system “that will facilitate the development of security features in a wide range of 
network services”. Moreover, this framework can be considered as the most gen-
eral form of trust management system. More recently, Ruan et al. [31] proposed a 
general trust management framework that is composed of three context-dependent 
phases:

•	 Trust Modelling: in this phase, there is a mapping of the available trust raw data 
from the fields into trust metrics.

•	 Trust Inference: it focuses on propagating and aggregating the obtained trust 
metrics over the whole network or over the part of interest.

•	 Decision Making: Decision making refers to the use of the produced trust 
knowledge to support decision making. This process allows the entity to decide 
how to act according to the data which has been collected and computed.

From the above cited works, we can observe that trust models and trust metrics are 
a fundamental parts of trust management. In addition, we can observe that trust is 
strictly connected to the context and in order to perform a trust decision, it is useful 
to have a related activity such as decision-making.

Concerning trust metrics, Beth et  al. [34] published the first type of modern 
trust metric. It is composed of a set of rules used to derive the trustworthiness 
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value of a node between 0 and 1, using subjective and objective trust. Then, 
Levien   [8] defined the simplest trust metric as the following. There are three 
elements: 

1.	 a designated “seed” node indicating the root of trust (S)
2.	 a “target” node (T)
3.	 a directed graph

This is considered as a basis for the other trust metrics. All the trust metrics contain 
at least these three elements. A trust metric is useful to determine whether the node 
T is trustworthy or not. For more complicated metrics, the edges can contain rules, 
weights or controls. Moreover, transitivity can be implemented and in this case we 
can also consider propagation and aggregation as important trust metrics.

Considering trust models, Moyano et  al.  [26] made a classification of them. 
This work is important also because it is useful to extract some similar features 
from different kind of models. Thus, following this premise, it is possible to cre-
ate a general framework containing these features. The classification used by 
Moyano divided the trust models into two main categories:

•	 Decision Models: These models’ task is to make access control decisions 
more adaptable, substituting the two-step authentication process into a single 
one-step trust decision. Policy and negotiation models belong to this category. 
These models work with policies and credentials, granting access by policies 
requiring specific credentials.

•	 Evaluation Models: They take into consideration several parameters in order 
to evaluate the reliability of an entity. These parameters can be related to prop-
agation models (i.e. trust factors are propagated along a trust chain) or behav-
iour models (i.e. trust factors are measured). An important sub-type of the 
latter are reputation models, where the entities compute an initial trust value 
starting from other entities’ opinion about a given entity.

Policy models (as Policy Maker [33]) are a sub-type of decision models, they have 
rules that are used in order to give or not access to a resource. These rules are named 
policies and they are written by using a policy language [26]. Other type of decision 
models are negotiation models (as Trust Builder [35]). Trust negotiation models per-
form a negotiation strategy protocol, where two entities exchange credentials and 
policies in a step-by-step protocol until a trust decision is made. This strategy is per-
formed in order to protect the privacy of the entities revealing sensitive information 
only if they are needed. A particular type of evaluation models are behaviour mod-
els. These models are often built in a systematic way and through three phases [26]: 

1.	 Assign a trust value to the entities belonging to the system.
2.	 Monitoring the entities and their attributes.
3.	 Assign values to the monitored attributes merging them to compute a final result 

called trust or reputation score.
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The final score is a value showing how much the trustor trusts the trustee and it can 
be uni-dimensional or multi-dimensional [23]. In the second case, the values could 
be obtained from different aspects of trust. Trust metrics are used to calculate these 
values and they compute variables such as security or utility in order to provide a 
final total score to relations [26].

Reputation models are helpful to compute an initial trust value, in case the trustor 
has never had previous interactions with the trustee. These models can be central-
ized or distributed. In the first case, an entity (a trusted third party) collects informa-
tion reputation about the other entities and share these values among all the other 
entities. In the second case, every entity collects the information about other entities 
and shared it with the other entities. In both cases, “the model might consider how 
certain or reliable this information is (e.g. credibility of witnesses), and might also 
consider the concept of time (e.g. how fresh the trust information is)” [26]. Propaga-
tion Models assume that some trust relationships are available in advance. Then, this 
information must be shared and disseminate to other entities. In fact, these entities 
have no knowledge about other entities or whether they are trusted or not.

3 � Trust management in the context of IoT

We have presented trust generally, now we will describe it within the IoT ecosystem. 
However, before providing an overview of existing trust management frameworks 
for the IoT, we have firstly to present what IoT is. Then, we will present an overview 
of how trust management has been considered in the IoT ecosystem.

3.1 � Internet of things (IoT)

One of the first technologies used to allow things communicate among them was 
called Machine to Machine (M2M). As Watson stated, M2M “is a term used to 
describe the technologies that enable computers, embedded processors, smart sen-
sors, actuators and mobile devices to communicate with one another, take meas-
urements and make decisions, often without human intervention” [36]. In M2M, 
the “machines” use a network to communicate with remote application infrastruc-
tures only for purposes of monitoring or controlling the machine itself. IoT is an 
upgrade of this paradigm that allows the objects to interact on their own and with 
the environment.

About Internet of Things, we can observe that it is composed of two words: Inter-
net and things. With these two words, we can understand the scope of this technol-
ogy, which connects things among them through the Internet. Surely, the Internet 
brings many possibilities (i.e. to provide communication anywhere in the world), 
but also many problems can arise (i.e. threats or cyber-attacks). The word thing is 
generic. These things can be inanimate or humans (i.e. connected by smart-phones, 
laptops or tablets). In fact, through IoT we can connect different types of things. 
How to connect them in a protected and trusted way is one of the main challenges in 
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this area. In this paper, we will use the term things, devices or entities equally for the 
same purpose.

An interesting definition of what IoT is useful for has been written by Gazis  [37]: 
“IoT is understood as the (r)evolutionary transition into an era where physical assets 
and virtual assets will be treated uniformly and, for all intents and purposes, be 
largely indistinguishable to the processes involving them. The sheer scale of IoT 
suggests that harmonized global standards will be paramount in realizing a seamless 
treatment across the physical facet and the virtual facet of things”.

We can state that, IoT is a concept and a paradigm that considers pervasive pres-
ence in the environment of a variety of things that through wireless/wired connec-
tions and unique addressing schemes are able to interact with each other cooperat-
ing to create new applications/services and reach common goals. In this context, the 
research and development challenges to create a smart world are numerous and hard 
to implement. A world where the real, digital and the virtual are converging to cre-
ate smart environments that provide energy, transport and services among the smart 
entities. Moreover, according to the heterogeneity of the IoT, we can state that it is 
composed of different entities developed by different vendors, each of them with a 
different purpose and a different life-cycle. We want to focus on the word different to 
make clear that it is a complete heterogeneous environment in every aspect.

Hence, the goal of the IoT is to enable smart entities in order to be connected 
any-time, any-place, with anything and anyone ideally using any path network and 
any service [1]. Things can make themselves recognizable and they become “intelli-
gent” by making or enabling context-related decisions. They can provide information 
about themselves or access information provided by other things. Moreover, together 
with other smart entities they can be components of complex services. Anyhow, it is 
expected that these entities have to interact with each other often under unclear condi-
tions. Mechanisms useful to address this need of information can be solved considering 
trust as a requirement in order to overcome uncertainty. Thus, with the IoT enabling 
smart homes and smart cities, it is possible to connect everyday entities and control 
them remotely. To ease this deployment, the manufacturers of the IoT devices allow 
the owners of such devices to control them even when they are away from their home 
network. The functionality enables connected devices to be synchronized and take 
instructions from other smart entities devices5 and services.6 One issue is related to 
the fact that manufacturers of smart things usually include different communication 
technologies, such as Zigbee or Zwave [38]. These technologies are embedded with 
either proprietary or one of the many standard protocols  [37]. Moreover, they usu-
ally cannot communicate directly with each other [39] but with a central station that 
allow the interactions among them through a “legitimate man-in-the-middle”. Another 
issue is related to the use of different versions of the same technology. For example, in 
the case of Bluetooth Low Energy (BLE), backward compatibility with previous ver-
sions of the same protocol is not always guaranteed [40]. One adopted solution for this 
problem has traditionally been for the manufacturers to create their own IoT smart hub 

5  http://​www2.​meeth​ue.​com/​en-​gb/.
6  https://​devel​oper.​amazon.​com/​alexa.

http://www2.meethue.com/en-gb/
https://developer.amazon.com/alexa
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corresponding to the supported devices [41]. Considering these aspects, the challenges 
in building a set of heterogeneous smart entities allowed to cooperate with each other 
grows harder.

However, we can distinguish between two main IoT architectures: centralized or dis-
tributed. In a centralized approach, we have a central device called smart hub, which 
is a gateway usually managing group of mostly passive devices. The primary control 
belongs to the hub itself. The major threat related to this kind of architecture is that, 
when the smart hub is compromised or stop working, the whole architecture will fail. 
As Singh [42] stated, many attacks can be performed against the smart home hub. A 
message modification attack or a replay attack are possible examples of attacks that 
can have a major impact on a smart home environment. For example, using a replayed 
signal, the attacker can indefinitely send a command as continuously open and close a 
window. On the other hand, with a message modification attack, the attacker can mod-
ify a parameter set by the user or by the system. Thus, in the event of a fire, for exam-
ple, the threshold level related to the smoke detection can be modified and this can 
result in the alarm being switched on too late or remaining switched off. This is a safety 
risk and it can lead to serious consequences for everybody living in the smart home 
or the neighbours. On the other hand, in a distributed approach, all the entities have 
determined rules [43]. Usually, when a condition is satisfied, the related device will 
execute an action locally and independently without a smart hub command. Substan-
tially, a peer-to-peer communication is expected in this type of network [44]. Accord-
ing to Roman et al. [43], the major risk in a distributed architecture lies in the fact that 
the entities are not well protected as the central unit is in a centralized architecture. In 
fact, if an attacker knows how to target a particular node, it will be compromised, for 
example, leaking private information. Anyway, there are possible different types of this 
architecture, like the one proposed by Parra [45] where some nodes are in the middle 
of the communication. It is a sort of mix between a centralized and a distributed archi-
tecture where a problem is raised in the case one of these middle nodes fail. If this hap-
pens, the architecture will also be partially or completely damaged.

Anyhow, these architectures have been considered in order to create frameworks 
used in the IoT  [3, 46] and some of these structures can be applied to different IoT 
fields, such as smart cities, smart grids or smart homes [45]. Concerning smart grids, 
some of these architectures are well known in the industrial control systems [47] where 
the networks are divided into two or more parts, using firewalls to protect the more 
vulnerable networks from direct attacks exploited through the Internet. This approach 
enhances security, trust and privacy  [48]. Anyhow, independently from the architec-
ture, to interact, these objects have to communicate among them. As we have shown 
earlier, the communication can be difficult among different vendors for many different 
issues. Trust can help to address this need and to make the entities trust each other dur-
ing their communication.



	 D. Ferraris et al.

1 3

3.2 � Trust in the IoT

In the state of the art, several authors have proposed how to consider trust in the IoT. 
However, due to the uncertainty, interoperability and heterogeneity of the IoT envi-
ronment, achieving trust is still a challenge.

Leister et al. [49] stated that “the Internet of Things will connect many different 
devices. In order to realise this, users must be willing to trust the devices and com-
munication that happens automatically”. Moreover, because these aspects have been 
tackled by unrelated research communities, a holistic approach is desirable [3].

Azzedin et al. [50] stated that the field of trust related to IoT is still in its infancy. 
With their work, they want to “raise the awareness and the need of behavior trust 
modeling” in information fusion and IoT areas. In fact, trust in the IoT is very 
important because in order to begin an interaction, the smart devices have to trust 
each others.

Elkhodr et al. [51] focused on the fact that in IoT is very important to know the 
origin of the source of data and understand whether it is possible to trust them or 
not. Moreover they stated that “this requires not only accurate, secure, and correct 
data collection processes; but also provisioning of data provenance throughout the 
life-cycle of an IoT device and the data it produces”. Furthermore, in the majority 
of the cases, the interacting smart entities have never communicated among them 
in the past. So, they do not know directly each other. For this reason, it is important 
to create a trust relationship to allow smart devices to communicate among them 
in a trusted way [52]. In addition, to be trusted is a prerequisite for being socially 
accepted by a software or an IoT entity [27]. In fact, if there is no trust, it will be dif-
ficult to sell a product and increase its market [53].

Wang et al. [54] stated that “indicating trust or distrust of a node is a key issue in 
the trust management of IoT”.

Yan et al. [52] declared that “trust management plays an important role in the IoT 
for reliable data fusion and mining, qualified services with context-awareness, and 
enhanced user privacy and information security. It helps people overcome percep-
tions of uncertainty and risk and engages in user acceptance and consumption on 
IoT services and applications”.

Fernandez-Gago et al. [3] stated that “the Internet of Things (IoT) is a paradigm 
based on the interconnection of everyday objects. It is expected that the things 
involved in the IoT paradigm will have to interact with each other, often in uncertain 
conditions. It is therefore of paramount importance for the success of IoT that there 
are mechanisms in place that help overcome the lack of certainty. Trust can help 
achieve this goal”. However, in an environment such as the IoT, trust can be related 
to different aspects. Therefore, there is the possibility that in the same scenario there 
can be different contexts with different trust relationships. In fact, IoT is dynamic 
and this aspect affects the trust relationships because if a thing is trusted in a par-
ticular context, this could not be true for another context. In this case, if the context 
change, the trust relationship can change too.

Also reputation is very important in an IoT environment, especially if two 
or more entities did not have any past interaction among them, reputation can be 
used as a parameter to define the initial trust level. This is a general aspect, but it 
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is very important also for the IoT. Hussain et al. [55] stated that trust and reputa-
tion are always important in any kind of interaction among IoT entities even this 
relationship is among Humans-to-Humans (H2H), Machines-to-Machines (M2M) or 
Human–Machine-Interactions (HMI). They proposed “a context-aware trust evalua-
tion model to evaluate the trustworthiness of a user in a Fog based IoT (FIoT)”. They 
considered a “context-aware multi-source trust and reputation based evaluation sys-
tem which helps in evaluating the trustworthiness of a user effectively”. Ursino et al. 
[56] stated that “if a thing can have a profile and a behaviour like a human, it is not 
out of place to extend the concept of trust and reputation to things and to define ad 
hoc approaches for their computation”. The authors studied trust and reputation of 
a “thing” in multiple IoTs scenario proposing a context-aware approach to evaluate 
them. However, they’ve modelled differently the way things and persons are consid-
ered. In fact, they have observed that “the number and the variety of available things 
is leading researchers to model the existing reality as a set of IoTs interacting with 
each other, instead of a unique IoT.” This is an interesting point to be taken into con-
sideration during the development of a smart IoT entity.

Equally to trust management, reputation management can be centralized or dis-
tributed [43]. In a centralized architecture there is a node that contains all the repu-
tation values of all the nodes. On the other hand, in a distributed architecture each 
node must store separately the reputation values of all the other nodes of the system. 
In a reputation system, when an IoT device wants to establish a connection with 
another device, it needs a reputation value to instantiate its starting trust level. In a 
centralized architecture (i.e. with a central IoT hub), to obtain the reputation value of 
the other IoT device, the requesting IoT entity asks to the central hub the reputation 
value. Once the value is obtained, the requesting IoT device will decide if proceed 
with the exchange of information. On the other hand, in a distributed architecture, 
every IoT device possesses some information about the other entities and if a new 
connection is about to be created the IoT entities exchange their information among 
them. In both architectures, trust is crucial in order to decide which node to trust 
and interact to or not. Summarizing, we can state that in a centralized approach the 
amount of data that must be computed by the single IoT devices are less, but this 
creates a bottle neck in the communications. On the other hand, in the distributed 
apporach, the IoT devices needs more computational power.

However, there are researchers investigating how it is possible to reduce the 
amount of data to be computed in IoT. Li et  al. [57] focused on the fact that IoT 
allow the connection among many heterogeneous devices and trust is fundamental 
in order to assess the quality of the different available services. Moreover, they con-
sider context crucial because it is possible to trust a service for a particular pur-
pose and not for another. They proposed a “new context-aware trust model for light-
weight IoT devices” without storing information about the past behaviours of the 
nodes because of their limited computational power. In fact, the model needs only 
a limited amount of stored information and it can resist to several attacks such as 
badmouthing and on-off.

Another possibility is presented by Fortino et al. [58], where they suggest to “use 
the capabilities of nearby devices having suitable resources, given that they make 
their resources available for free or with a determined cost”. They propose a solution 



	 D. Ferraris et al.

1 3

“where each IoT device is associated with an agent that helps its device in choosing 
reliable partners for its tasks”. They use reputation as a “countermeasure against 
malicious IoT devices”.

In a subsequent work, Fortino et  al. [59] have also analysed the up-to-date IoT 
architectures explaining how to integrate them with nodes belonging both to the fog 
and edge computing paradigms. Edge computing is strongly used in IoT, Sadique 
et  al. [60] investigated an integration of distributed trust management in the IoT 
through edge computing technology, considering scalability and heterogeneity of 
the IoT devices. Moreover, Junejo et al. [61] proposed a “trust management system 
for fog-enabled cyber physical systems”. They consider the trust values computed 
by their model in order to assess a credibility factor for each node of the system. 
This factor helps to avoid and isolate malicious fog nodes and preserve the others.

Furthermore, about Fog computing and trust, Alemneh et  al. [62], proposed a 
two-way trust management system for fog computing. The authors aim that guaran-
teeing trust you can also provide security and privacy. More specifically, they pro-
posed a “logic-based trust management system that enables a service requester to 
verify whether a service provider can give reliable and secure services and lets the 
service provider check the trustworthiness of the service requester”.

Summarizing, in the state of the art trust and IoT have been investigated by 
several authors and some of them have proposed different frameworks in order to 
include trust in a system or a software. In the next part, we will both present frame-
works developed to include trust in the IoT and also some general frameworks (not 
specific for the IoT) that can be used (even if with a lower impact) in the IoT.

4 � Frameworks for trust and IoT

In this section, we present frameworks developed in the state of the art to include 
trust in the IoT. We have chosen these works, because each of them presented inter-
esting approaches in order to compute trust in different ways and using several 
architectures. Even if some of them are not recent, to the best of our knowledge the 
insights presented by them are still valuables. However, each of the work that we 
will present here has flaws. We will discuss them in Sect. 6, where we compare all 
the frameworks provided in this section according to six important parameters.

However, we have highlighted how IoT is a dynamic and heterogeneous environ-
ment, for this reason determining the real intention of the devices is a fundamental 
dilemma for a human. Thus, in order to assist devices to join an IoT network in 
a correct way, Køien [63] proposed a subjective logic system to model human-to-
device trust interaction. Hence, the author studied trust in an IoT device and services 
in multi-faceted software/hardware approaches considering trust properties such as 
transitivity, integrity, or benevolence.

In IoT, we can also consider Cloud of Things (CoT). Abualese et al. [64] stated 
that CoT is a paradigm strongly used by e-government and, in this aspect, trust is of 
critical importance and also a challenge. Thus, they proposed a framework in order 
to enhance trust among IoT devices connected to the cloud. Their framework is com-
posed of four layers. One of them is dedicated to trust in order to authenticate the 
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IoT devices. They used several authentication methods “to differentiate the access 
control for each device”. In order to tackle the low-power of the IoT nodes, Fortino 
et al. [65] defined a CoT virtualizing physical devices over the cloud environment 
and integrating them with software agents to honour their responsibilities. Consider-
ing parameters and an adequate number of participants, they demonstrated that their 
CoT Agent Grouping (CoTAG) algorithm rapidly converged to deal with untrusted 
agents and computation overhead. CoTAG considers mutual trust such as local repu-
tation and suitable voting.

Considering Wireless Sensor Network (WSN), Ali et  al. [66] outlined a trust 
scheme for WSN, where data aggregation has been considered for external mobile 
components for distributing the data towards the base station. Such components 
were either portable sensors or smart mobiles representing clusters in IoT networks. 
The authors employed a beta distribution cluster-based routing algorithm, and a 
dynamic forgetting factor in reducing trust manipulation by malicious components.

Mendoza et  al. [67] proposed an IoT distributed trust management framework 
considering direct interaction such as neighbors discovering and indirect obser-
vation (i.e. trust table exchanging, evaluate recommendation, and refresh scores). 
Local trust calculation mechanisms were divided into different phases initiated by 
the assignation of negative/positive values to honest/dishonest nodes.

Pal et al. [68] proposed a trust management framework focusing on access con-
trol mechanisms (i.e. decision models) improving decision-making processes under 
uncertainty. They provided an attribute-based identity management. In their pro-
posed trust model, the access control decision has been made considering three dif-
ferent types of trust: direct, recommended and derived. Then, Bernabe et  al. [69] 
proposed a trust-aware access control mechanism (TACIoT). In order to perform 
authorized decisions, this approach considers four parameters: quality of service, 
reputation, security, and social relationships. Therefore, to handle the information 
uncertainty, a fuzzy logic method is used, which relies on historical trust evidence. 
However, due to scarcity of evaluation on trust accuracy, they also planned experi-
ments on identity features to ensure secure interaction and shared data within com-
munities in a trusted way. In addition, Mahalle et  al. [70] proposed a fuzzy trust-
based decision-making model for access control (FTBAC). In order to compute a 
trust value, the framework considers parameters such as experience, knowledge, and 
recommendation. They are outlined to obtain access privileges in a loT network. The 
authors demonstrated the flexibility and scalability of their work. In fact, the number 
of devices does not deteriorate its efficiency.

On the other hand, considering evaluation models and analysing the fact that 
mobile technologies are enablers for IoT, Bica et al. [71] proposed a security frame-
work with a multi-layer architecture addressing trust evaluation of sensing enti-
ties based on reputation scores computed by a Bayes algorithm. Moreover, DeMeo 
et  al.  [72] proposed a Reputation Framework for the IoT embedded with a Repu-
tation Agent (RA) acting inside an entity. This RA is separated from its belong-
ing entity in order to estimate an “honest” reputation value. This is an interesting 
approach, but it is vulnerable to self-promotion attacks in the case that the device 
is manipulated. Surely, a reputation score given by another trusted entity is more 
reliable. Furthermore, they state that it would be infeasible to effectively apply an 
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approach based only on authentication deal with trust issues in a wide environment 
such IoT.

Ruan et al. [73] proposed a trust management framework for IoT that is based on 
the measurement theory  [74]. However, the authors considered only two metrics: 
trustworthiness and confidence. An interesting aspect is that they have modelled 
interactions between the IoT entities dividing them into four types of interactions: 
human/human, things/things and human/things interactions (in both directions). 
Moreover, they have considered reputation in order to calculate a trust level show-
ing how trust can be helpful in recognizing which nodes are malicious or trusted. 
However, they have analysed only two types of attackers, so their framework is use-
ful only against certain types of threats. Moreover, Ruan et al.  [31] proposed a gen-
eral trust management framework. It is composed of three phases. The first one is 
called “Trust Modeling”, in this phase the available trust raw data are collected from 
the fields and computed with trust metrics. The second phase, named “Trust Infer-
ence”, focuses on propagating and aggregating the obtained trust values over the 
system. The final phase, “Decision Making”, will use the trust values computed in 
the previous phases in order to support the decision making process. Each of these 
phases is dependent on the context. This is a focus point to take into consideration. 
However, this framework was not developed specifically for IoT and it covers only 
one phase of the SDLC (the modelling phase). Then, Sharma et al. [75], have pre-
sented a generic framework to manage trust in the IoT considering both qualitative 
and quantitative parameters. They have proposed a trust management solution con-
sidering all the requirements useful to perform trust management. This framework 
is interesting but its main weakness is that there is only one feedback from the very 
last phase coming back to the first phase. This is a huge limitation in the case any 
issue is encountered in the middle of the framework. In addition, another disadvan-
tage is that the context has never been taken into consideration. Moreover, Bahutair 
et al. [76] considered an adaptive trust model for IoT services. The trustworthiness 
of these systems is assessed by the users utilization. In order to determine if a sys-
tem can be trusted or not, an algorithm process several trust factors through four 
different stages. The first stage predicts the trust factors. The second stage compute 
these parameters in order to predict the trustworthiness of the system. Then, in the 
third stage, a “usage-to-factor model” is built to detect how important is each factor 
for different scenarios. Finally, the last stage is composed of two models. Their aim 
is to compute a trust value according to the scenario chosen in the previous phase.

Recently, Battah et  al. [77] proposed a general trust framework to regulate IoT 
service interactions using reputation systems and blockchain technology. They pro-
posed a reward-penalty scheme through a customizable architecture for IoT devices. 
In order to guarantee this, they implemented smart contracts to store information 
without using centralized models.

According to SDLC there are only a few works considering it for trust and IoT. 
One of them has been presented by Fernandez-Gago et al. [3]. They moved for-
ward with respect to the previous works introducing a framework to help design-
ers and developers in considering trust in the IoT. They stated that privacy and 
identity requirements must be taken into consideration during trust and reputa-
tion management in order to enhance trust. However, in this framework there is 
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no feedback between phases and there is no connection among privacy, trust and 
identity requirements. Finally, they model only the first phases of SDLC. Start-
ing from this work, Ferraris et al. developed a trust-by-design framework for the 
IoT  [6]. The authors proposed a framework in order to guarantee trust during 
the development of an IoT entity considering the whole SDLC. Moreover, this 
framework guarantees a careful planning from the developer perspective. In addi-
tion, starting from the fact that trust is strongly related to other properties such as 
privacy and security, it is considered the possibilities to connect them since the 
requirement phase. Other two important aspects are traceability and the context. 
The former is provided among the different requirements and among the different 
phases of the framework. The latter is fundamental in order to consider trust in a 
particular IoT interaction.

Privacy in the IoT has been considered also by Dwarakanath et  al. [78]. The 
authors proposed a trust-based approach for distributed complex event processing 
(TrustCEP). The authors leveraged trust among different users according to their 
past interactions. However, this trust management model is effective in the case 
adversaries are a minority of the total nodes.

Other works focusing on context are the following. Wang et al. [79] developed 
a context-aware trust management model (CATrust). It can be used both for P2P 
and IoT and it analyses the behaviour pattern if the context changes, instead of esti-
mating truthfulness considering satisfactory/unsatisfactory history data. By taking 
into consideration recommendation filtering mechanisms and quarantining dishon-
est nodes, CATrust recognizes colluded nodes. Then, Saied et  al. [80] designed a 
context-aware and multiservice trust management system for the IoT to mitigate the 
lack due to the heterogeneity of entities. Their model provided the IoT nodes with a 
dynamic trust value based on past behaviours in order to achieve a required task in 
cooperative service and then convinced the most suitable partners for the coopera-
tion. The authors claimed that the proposed system detached malicious nodes intru-
sions. Moreover, Neisse et al. [81] presented a dynamic context-aware trust frame-
work for the IoT. They have also considered privacy and security, together with 
identity requirements. They focused on the fact that a tradeoff between privacy and 
security exists and it must be tackled not only by the researchers, but also by society 
in general. However, they recognized that a limitation of their approach lies on the 
fact that the perception of the context can be ambiguous according to the data col-
lected by the sensors used. Thus, they confirm that the consideration of the context 
is crucial as a pre-requisite for an effective framework for IoT.

Finally, we consider frameworks related to trust in the growing segment 
of Social Internet of Things (SIoT)., Lin and Dong [82] developed an SIoT 
dynamic trust model composed of fundamental factors such as trustor and trus-
tee, context, trustworthy estimation, and its consequences). Unique features of 
SIoT trust are considered mutual protection of trustor and trustee. Infers trust by 
exploring historical features. Update trust with delegation results of both pos-
itive and negative factors, and adjust it considering the influence of dynamic 
environments. Moreover, Magdich et  al. [83] proposed a work regarding a 
study on the effectiveness of trust management in relation with social attacks. 
They proposed a trust model that classify the nodes behaviours using machine 
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learning algorithms. Through this aspect, they want to limit the possible interac-
tions both with attacker nodes and poor service provider nodes.

5 � Methodology

In this section, we will present the six parameters that we believe are fundamen-
tals in order to consider trust properly in IoT. Such, parameters will be then used 
in order to analyse the existing frameworks.

The first of the six parameters are related to which trust models are used in 
the frameworks. The models can be related to the main ones considered in [26] 
or they can be related to adaptive trust models similar to the one presented in 
[41]. We have deeply described them in Sect. 2.2.

Then, we will consider trust attributes such as the characteristics of trust that 
we have identified in the state of the art. We will present them in the following 
sub section.

Thirdly, we will take into account which IoT architecture has been considered 
in the selected paper. The more known architectures are usually centralized and 
distributed as discussed in [1]. We have described them earlier in Sect. 3.1 and 
we believe that SDLC can be helpful in carefully planning solutions for trust in 
the IoT.

Thus, we believe that analysing the SDLC and how the existing frameworks 
apply to it, and in which phases trust is considered is of paramount importance. 
It could aid to adapt the development of the entity to the multiple aspects of 
trust. In fact, if we consider trust early in the SDLC, we can start building 
requirements according to it [84] and such requirements can be helpful in the 
following phases such as the model phase, where the requirements can be used 
in order to create diagrams and models that predict how the IoT entity will 
behave and interact with other IoT entities under a trust perspective. These pre-
vious phases will be fundamental to develop [85], verify and validate [86] the 
IoT entity. Finally, it is acknowledged by the research community that consider-
ing properties such as security or trust earlier in the SDLC, we can avoid prob-
lems later in the final phases. This process is called left-shift [87, 88].

Therefore, we consider also that trust can be enhanced if other properties are 
considered such as security or privacy. We call them domain as we have done 
when developing the TrUStAPIS methodology in [84]. We will present them in 
the following subsections.

Finally, we will consider different activities connected to trust that can 
enhance it in the IoT. They are related to the context consideration, traceability, 
decision-making, risk and threat analysis.

In the following subsections, we will analyse the aforementioned parameters 
that were not described earlier: trust characteristics, trust connected properties 
and activities related to trust.
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5.1 � Characteristics of trust

In order to properly consider trust in a system such as the IoT, it is important to 
elicit trust characteristics. In fact, according to them, it is possible to model different 
aspects of IoT.

We have identified fifteen characteristics of trust that must be taken into consid-
eration in order to implement trust in a system such as the IoT. We have summarized 
them in Table 1 where the first column is about the characteristic and the second one 
contains the works defining such characteristic.

The characteristics of trust are here presented and described: 

	 1.	 Direct. This property means that trust is based on direct experiences between 
the trustor and the trustee [34]. In this case, we can say also that trust is history-
dependent.

	 2.	 Indirect. We can talk of indirect trust, when the trustor and the trustee did not 
have past interactions. In this case, trust is built on the opinion and the recom-
mendation of other entities trusted by the trustor [89].

	 3.	 Transitive. We can also refer to the possibility that trust is transitive [90]. In 
fact, trust is conditionally transferable, as Yan stated, we can imagine the pos-
sibility to transmit/receive trust information along a chain of recommenda-
tions [15]. However, in this case context is fundamental.

	 4.	 Directed. Trust is also directed because there is an oriented relationship between 
the trustor and the trustee [15]. This means that if A trusts B, we cannot also 
imply that B trusts A.

	 5.	 Dynamic. Trust can change over time, but it is not strictly time dependent. 
Chang [91] stated that “trust builds with time”. In fact, a trustor could trust the 
trustee about something in a period of time, but this trust level could change 
in a following period because something could have happened [5] in order to 

Table 1   Characteristics of trust
Direct [34]
Indirect [89]
Transitive [15, 90]
Directed [15]
Dynamic [5, 9, 91]
Context-dependent [26, 89]
Local [89, 90]
Global [89]
Specific [92, 93]
General [92, 93]
Asymmetric [94]
Subjective [9, 15]
Objective [89]
Composite-property [9, 15]
Measurable [15]
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modify the original trust level. Moreover, as Grandison stated [9], trust must 
be able to adapt to the context in which a trust decision has been made and can 
change according to different contexts.

	 6.	 Context-dependent. As we mentioned before, trust can change depending on 
the purpose where it is used. “In general, trust is a subjective belief about an 
entity in a particular context [15].” and more specifically “where the trust of a 
node i in a node j varies from one context to another [89]”.

	 7.	 Local. Trust can be local [89] because it depends on the considered couple of 
trustor and trustee (i.e. Alice and Bob) and if we consider other two couples 
(i.e. Alice and Charlie, and Bob and Charlie), it is possible that Alice distrust 
Charlie, even if Bob trusts Charlie [90].

	 8.	 Global. As Abdelghani stated “trust also called reputation means that every 
node has a unique trust value in the network which can be known by all other 
nodes [89]”.

	 9.	 Specific. We can state that trust can be specific [92, 93]. This happens because it 
is possible that the trustor trusts the trustee only for a specific action or service.

	10.	 General. On the other hand, trust can be general [92, 93]. Trust is general if the 
trustor trusts the trustee generally and not only for a specific action.

	11.	 Asymmetric. This means that two entities tied by a relationship may trust each 
other in different ways, so the fact that A trusts B does not imply that B should 
trust A [94]. This is connected to the definition of “directed”.

	12.	 Subjective. Trust is subjective because it is related to a personal opinion based 
on various factors (i.e. past experience) and these factors can have different 
weights [9]. Trust is different for each individual in a particular situation [15].

	13.	 Objective. On the other hand, trust can be also objective “such as when trust 
is computed based on Quality of Service (QoS) properties of a device [89]”. 
Furthermore, an objective parameter to compute trust is also known as reputa-
tion.

	14.	 Composite-property. Trust is usually a composite-property because can be 
composed of many different attributes. For example as Grandison [9] stated it 
can be composed of “reliability, dependability, honesty, truthfulness, security, 
competence, and timeliness”. Thus, compositionality is an important feature for 
trust calculations [15] and every attribute could have different weight.

	15.	 Measurable. Finally, trust is measurable. In fact, “trust values can be used to 
represent the different degrees of trust an entity may have in another. [15].” This 
characteristic is the basis for the computation of a final trust value during trust 
management.

The aforementioned characteristics and their relationships are explained in Fig. 2.
The external circle means that the characteristics written there are always present. 

Then the characteristics inside the internal circle are still important in every aspects 
(i.e. directed and asymmetric). Transitive is written in italic because it is not always 
true and it is filled in a separated rectangle. Finally, we can see that there are three 
couples connected by dotted lines. These couples are mutually exclusive. In fact, 
trust can be specific or general, subjective or objective and local or global. In the 
same time, trust can be for example specific, objective and global. Finally, in the 
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centre of the diagram there is the final couple: direct and indirect. In this case, we 
have an arrow moving from indirect to direct and it means that sometimes it is pos-
sible that the indirect trust can create the direct trust. This situation happens when 
there is no direct knowledge (i.e. no past interactions), thus in order to start building 
a trust value, we need an indirect parameter and this interaction is represented by the 
arrow.

5.2 � Trust connected properties

In this sub section, we focus on trust connected properties such as security and pri-
vacy, we will refer to them also as domains. In the state of the arts, several authors 
highlighted the importance of considering trust together with other properties.

According to Hoffman et  al.  [4] and Pavlidis  [5] trust is strongly dependent 
on other properties or domains (i.e. privacy, identity and security). Moreover, in 
the state of the art, there are several works about trust properties that proposed a 
classification of them [15, 95]. Some of these properties have been considered by 

Fig. 2   Trust characteristics and their relationships
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multiple authors in the following years. However, we will focus on the ones pre-
sented by Hoffman and Pavlidis that basically contains also the others.

Hoffman   [4] proposed a trust model which considers the following proper-
ties related to trust: reliability & availability, privacy, audit & verification mecha-
nisms, security, usability and user expectations.

Reliability, privacy, security and usability are also considered by Pavlidis [5]. 
The author considers also availability as a sub-property of security. Moreover, he 
takes into consideration safety and maintainability.

We focus on the properties taken into consideration by both authors. They are 
the following:

•	 Availability. It means that the actions of the systems are not paused or stopped 
for long periods.

•	 Privacy. Privacy concerns some features like granting confidentiality or ano-
nymity. This property can enter in conflict with accountability [96]. Moreover, 
privacy is also important, because nowadays the information systems can col-
lect very easily a huge amount of personal information, this aspect raises a 
risk about the possibility that those data can be accidentally or intentionally 
disclosed. This situation can affect users’ trust negatively. For Pavlidis, pri-
vacy has four sub properties: anonymity, unobservability, pseudonimity and 
unlinkability. Anonymity is the ability to not be identified, unobservability is 
related to the possibility to not be observed and pseudonimity gives the possi-
bility to use aliases. Unlinkability can be derived by anonymity and unobserv-
ability.

•	 Security. Security is composed of sub properties like to grant that the enti-
ties involved in a process are authenticated, that they have rights to access 
data and that the data are not corrupted. However, it is not only a property 
of trust as Yan stated: “trust is beyond security. It is a solution for enhanced 
security [15]”. In fact, for Pavlidis, security must be taken into consideration 
especially in the case we do not consider trust in the design of a system. In 
this case, we need to make the system secure as much as we can because it 
is the only defence against malicious entities. On the other hand, if we con-
sider trust, it is possible to relax some security features because the users will 
be trusted to perform particular activities. For Pavlidis, security has five sub 
properties. Confidentiality, integrity and availability are known as the CIA 
triad. Authentication and authorization are very important properties also for 
trust.

•	 Usability. This property is important because, according to Hoffman, if a system 
is difficult to be used and understood, a user trust could be affected. Furthermore, 
if a system is difficult to use in a correct way, it is possible to use it incorrectly. 
This may lead to problems and, as a consequence, this can lower the overall trust 
level on the system itself [95].

•	 Reliability. It is an attribute that is very important for a system trustworthiness. 
In fact, reliability has been defined as “the probability that a system will perform 
a specified function within prescribed limits, under given environmental condi-
tions, for a specified time” [97]. Anyway, we will consider it as a sub-set of trust.



1 3

A survey on IoT trust model frameworks﻿	

•	 Safety. Safety is strongly related to the physical domain. Preventing a user to be 
harmed will increase the trustworthiness of the system, because the user will per-
ceived the system as safe and trusted.

Hence, we can affirm that trust can be connected to other domains or properties (i.e. 
privacy or security) and these domains have characteristics fundamentals to define 
them. This aspect shall be taken into consideration for trust management. Ferraris 
et  al. [84] took the works of Hoffman and Pavlidis into consideration and moved 
forward specifying six domains connected to trust: safety, security, privacy, identity, 
availability and usability.

5.3 � Activities

In the state of the art, many authors discussed about how trust can be enhanced not 
only by other properties, but also by other activities such as decision-making [98, 
99], traceability [100, 101], risk management [102], threat analysis [103] and con-
text considerations [79].

•	 Decision-Making: This property can significantly enhance trust management. 
Especially in an ecosystem such as IoT. In fact, in this complex and intercon-
nected environment, trust can play a critical role in guiding decisions. Decision-
makers can rely on trusted IoT data to optimize processes, predict outcomes, 
and respond effectively to changing conditions. As we have discussed earlier, 
dynamicity is crucial for trust and IoT. Moreover, trust management systems can 
assess and quantify the credibility and reliability of IoT entities, ensuring that 
decisions are based on data and interactions that are reliable and secure [99]. 
Ferraris et  al. proposed a decision-making process in order to solve conflicts 
among requirements elicitation in IoT [98]. This process is based on Analytic 
Hierarchy Process (AHP) initially proposed by Saaty [104].

•	 Traceability: Traceability plays an important role in trust management in vari-
ous domains [100]. By providing a transparent and auditable record of actions 
and transactions, traceability provide accountability and integrity within systems 
and processes. This transparency is essential for building trust among stakehold-
ers. In the IoT, traceability enhances trust by providing transparency, account-
ability, and verification of data, actions, and interactions. It is a vital component 
for ensuring that IoT systems operate reliably and securely while meeting regula-
tory and user trust expectations.

•	 Risk Management: Risk management and trust management are closely inter-
twined concepts, particularly in the fields of cybersecurity, business and deci-
sion-making [102]. Risk management entails the identification, assessment, and 
mitigation of potential threats and vulnerabilities within a system or organiza-
tion. Trust management is the opposite as we described in Sect.  2. The con-
nection between the two lies in the fact that a robust trust management system 
can be instrumental in effective risk management. By assessing and quantify-
ing trustworthiness, organizations can make more informed decisions about who 
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or what to trust, thereby mitigating risks associated with untrusted entities. A 
strong foundation of trust and credibility is essential for effective risk manage-
ment, ensuring that risks are managed prudently and trust is maintained through-
out the decision-making process.

•	 Threat analysis: Threat analysis is a fundamental component of trust manage-
ment in the realm of cyber security and risk assessment [103]. By systemati-
cally identifying potential vulnerabilities and malicious actors, threat analysis 
provides the necessary insights to perform trust and security measures. Through 
a comprehensive examination of potential threats and their potential impact on 
a system, trust management can address and mitigate the possible attacks. By 
understanding the landscape of threats, trust management can make informed 
decisions about access control processes. Threat analysis assists in building 
trust by creating a safer digital environment, ensuring the integrity of data, and 
increasing the confidence of users and stakeholders. Finally, the synergy between 
threat analysis and trust management is crucial for maintaining the security and 
reliability of digital systems in an increasingly interconnected world such the one 
called IoT.

•	 Context: Context is at the centre of trust and IoT considerations as we have dis-
cussed in the previous sections. For example, the context of use, environmental 
factors, security and privacy considerations and the history of a device perfor-
mances can influence the level of trust that the final users will place in IoT tech-
nologies. For example, a healthcare IoT device may require a higher level of trust 
due to the critical nature of the data it handles, while a smart home device may 
have different trust requirements according to different possibilities as presented 
in [41]. Understanding and adapting to the context in which IoT systems will 
behave, it is an essential part for building and maintaining trust among entities. 
Additionally, context-aware trust management can help mitigate risks, improve 
user experiences, and ensure the reliable operation of IoT solutions [79].

All these definitions are strongly connected among them. Thus, we can see how 
these connections can improve them especially in trust and IoT which can be 
enhanced from their implementations.

6 � Analysis of IoT trust frameworks

As we have proposed in Sect. 5, we have identified six parameters that we believe 
are important when considering trust in the IoT. In Table 2, we have collected them 
in six columns. The first one is related to which kind of models have been developed 
in the selected work (i.e. trust decision model). The second column contains trust 
attributes where are collected the characteristics of trust summarized in Sect. 5.1, 
trust metrics such as data aggregation, trust actors (i.e. trustor and trustee) and trust 
parameters such as reputation. Then, there is the IoT Architecture developed within 
the selected framework. The fifth column is related to the SDLC and if it has been 
considered in the selected work. Then, there are the domains identified by [4, 5, 84] 
related to trust (i.e. privacy or security) and that we have summarized in Sect. 5.2. 
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Finally, in the last column we consider activities that are not strictly related to trust 
but they are important in order to maximize its level in each framework (i.e. trace-
ability, decision-making), we have presented them in Sect. 5.3.

For each line of Table 2, we have written the first author of the paper presenting 
the frameworks explained in Sect. 4. In this table, we show which work covered the 
parameters, where the parameters has been considered we put an X. Otherwise, the 
field is left in blank. The table is located in the Appendix Section.

For each framework, we will explain in detail which parameters are considered 
and how they have been implemented.

6.1 � Frameworks analysis

In Table 2, we can observe the composition of the frameworks according to the six 
parameters (if they are considered).

We start with a generic analysis in order to check the parameters implemented in 
the works. Then, we will analyse the frameworks more in details.

Table 2   Frameworks properties

Authors Models Trust attributes IoT architecture SDLC Domains Activities

Abualese et al. [64] X X
Ali et al. [66] X X
Bahutair et al. [76] X X X
Battah et al. [77] X X X X
Bernabe et al. [69] X X X X
Bica et al. [71] X X
De Meo et al. [72] X
Dwarakanath et al. [78] X X X
Fernandez-Gago et al. [3] X X X X X X
Ferraris et al. [6] X X X X X X
Fortino et al. [65] X X X
Lin et al. [82] X X X
Køien [63] X X X
Magdich et al. [83] X X X X X
Mahalle et al. [70] X X X
Mendoza et al. [67] X X
Neisse et al. [81] X X X X X
Pal et al. [68] X X X X
Ruan et al. [73] X X
Ruan et al. [31] X X X X
Saied et al. [80] X X X X
Sharma et al. [75] X X
Wang et al. [79] X X X X
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Thus, we can observe that only in [3] and [6] all the parameters that we have 
identified have been considered, however if we go into details both of the work lack 
in fulfil the six parameter completely. The other works focus only on several aspects 
without considering a specific IoT architecture such as in [68, 71–73, 75] or without 
a clear consideration of trust attributes [64, 76]. Moreover, the SDLC is considered 
only in [3, 6, 31, 75], but only one of them have represented all the phases [6], the 
other three implemented only early phases [3, 31, 75].

Then, in [69], even if SDLC and trust related activities are not considered, all the 
other parameters have been investigated (i.e. models, trust attributes, IoT architec-
tures and trust related domains). On the other hand, there are works that consider 
only two parameters, for example [64, 66] or even only a single parameter, for exam-
ple the trust attributes in [72].

About context, it is directly considered in [79–81], but it is the only activity taken 
into account by the same authors. Moreover, trust attributes such as reputation are 
considered in [67, 77, 79, 105] or past history relationships in [78, 80, 82]. Finally, 
there are a few authors that did not considered a model specification [66, 67, 71–73, 
75].

We will now present more specific considerations about the works showed in 
Table 2.

Starting with Fernandez-Gago et al. [3], we can state that the authors proposed 
both decision and evaluation models for trust. We have described them in Sect. 2.2. 
However, the trust attribute considered is mostly reputation, which is the higher fac-
tor that the decision maker will take into consideration in order to perform a choice 
among different operators. The “winner” is the one that has the higher rank among 
the available ones. The architecture is strongly related to the scenario. In their 
example, they propose a system composed of several IoT devices communicating 
with a central hub. Thus, we can define it as a centralized architecture. However, 
as the authors suggested, it is also open to a distributed one. A weakness is that the 
SDLC is considered only for the early phases (i.e. requirements, model and devel-
opment). Even if these phases are fundamentals in order to create the right system, 
other phases should be taken into consideration such as verification and validation. 
Moreover, it considers only privacy and identity as connected properties to trust. 
Even if they are very important, other domains should be taken into consideration 
such as security and safety in order to holistically consider the system. Finally, we 
can observe that the context is taken into consideration. This is a very important 
parameter, because it can delimit the trust parameters according to the chosen con-
text context and we can state that trust change according to the context. Finally, they 
implement decision-making in order to choose the most trusted operator to fulfil a 
particular goal.

Another interesting work is the one developed by Ruan et  al.  [31]. This work 
considers several phases of the SDLC and analyse trust with its characteristics and 
related activities such as decision-making (that is crucial for one of the three phases 
considered). However, it is not specific for IoT, thus it does not propose any particu-
lar architectures and it does not consider any of the other domains connected to trust. 
This aspect has been tackled by another work of the same author [73] where, even if 
the SDLC is not considered and they do not propose a specific model, they take into 
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consideration the differences among the possible interactions among actors in an IoT 
environment. For example, if we have a Device-to-Device (D2D) communication, 
the rules and the implementations will be very different from a Human-to-Device 
(H2D) interaction. About trust attributes, as we explained before, they have con-
sidered metrics and trustworthiness. However, this work considers only two param-
eters, but the two works combined can partially cover all the parameters except the 
connected domains.

More generally, if we consider Wireless Sensor Network (WSN), Ali et al. [66] 
have implemented a framework that considers data aggregation of the composite 
properties of trust in order to create a trusted area where the nodes can exchange 
information among them. In order to discriminate among good nodes and bad nodes, 
the authors implement a threat model under the perspective of the attackers. How-
ever, without a full consideration of other important domains such as security, the 
work cannot cover properly this aspect.

Then, Pal et al. [68] considered an important aspect belonging to a trust relation-
ship, especially for an IoT environment where it merges a direct and an indirect rec-
ommendation system. This is useful because it is possible that two IoT entities know 
each other and can interact according to what happened in a direct experience, but 
it is also possible that two entities that does not know each other wants to interact. 
In this case, a derived trust must be considered in order to allow or not this kind of 
communications. However, they did not present a complete architecture and they did 
not consider at all the SDLC.

In Ferraris et al. [6], the authors proposed an adaptive trust model that is mostly 
explained in [41]. This, model is important especially in a smart home environment, 
but it can be specified also for other environments (i.e. smart grid), but not for dis-
tribute architectures. Basically, it is divided into three different phases: join, stay 
and leave. These phases are always present in an IoT environment. In the first case, 
a trust decision is performed for new devices joining the network. Thus, analys-
ing the device (i.e. reputation and known issues), another important parameter that 
is considered is the context in which it will behave interacting with other devices. 
Then, the stay phase is a continuous monitoring on the behaviour of the devices. If 
a suspect behaviour will be performed by an entity of the network, a trust decision 
will be performed. This decision is similar to the join procedure and in the case 
it produces a negative output, the device will be banned from the network or put 
into quarantine. Finally, the leave procedure is basically a disconnection from the 
network. According to trust attributes, the authors consider reputation and a large 
set of the characteristics presented in Table 1. The IoT Architecture is strongly con-
nected to the adaptive trust model discussed before. In fact, according to the trust 
decision and the typology of the IoT device, it can be connected to an internal or an 
external network. The internal network provides a better protection for IoT devices 
that have a limited computational power. Moreover, the trust level for this network 
is higher than the external network. In the external network, there will be considered 
also devices belonging to the Bring Your Own Device (BYOD) paradigm [106]. 
However, the trust monitoring is the same for the internal or external network. In 
this work, the SDLC is fully considered since the early phases of it to the final ones. 
Thus, in the need phase it is analysed why an IoT device should be developed. Then, 
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in the requirements and model phases, the IoT device is strictly analysed in order to 
design all the possible functionalities and interactions. In the development phase, 
these functionalities are built and developed. Then, in the verification and validation 
phases, test and checking are performed to analyse that the IoT device functionali-
ties properly work and to reflects its intended purpose. Finally, the utilization phase 
is the one where the IoT device will interact with other devices and users for its 
intended purpose. The domains analysed are a combination of the ones proposed 
by Hoffman and Pavlidis [4, 5]. Finally, the activities proposed by this IoT frame-
work wants to cover a wide range of possible aspects. Traceability allows the con-
nections among phases and among elements of the IoT device under development. 
Decision-making, threat modelling and risk management are strongly connected in 
order to perform trust decisions. Then, documentation is collected in each phase and 
the gates are the activities allowing the continuation of the flow during the SDLC 
phases.

Related to the joining process in an IoT network, Køien [63] proposed a trust 
model for the interaction between humans and IoT devices. Moreover, the author 
considered trust attributes such as transitivity, integrity, or benevolence. According 
to them, the author encouraged Trust Network Analysis-Subjective Logic (TNA-SL) 
models analysing the behaviour of an entity in an asymmetric network where tryst is 
asymmetrically propagated as well as reputations/opinions broadcasting. However, 
according to the fact that his research lacked of other important activities such as 
risk management, he inspired other researchers in this area [107].

About the SDLC, Sharma et al. [75], have presented a generic framework to man-
age trust in the IoT where they focused especially on the requirements phase consid-
ering qualitative and quantitative parameters, the following phases are just for the 
development of the requirements. However, even if the framework is interesting, it 
has some flaws such as a single feedback from the final phase to the first one and it 
never consider context that is a crucial aspect when considering trust and IoT.

On the other hand, context has been considered by Bahutair et al. [76]. In their 
work, the authors considered an adaptive trust model for IoT. It compute the trust-
worthiness of an entity following a four stages architecture. This is an interesting 
work, with only a few limitations depending on the fact that it does not consider 
trust-related domains such as security, privacy or identity.

According to the framework developed by Mendoza et al. [67], they have consid-
ered how trust can be useful using discoveries protocols in an IoT architecture where 
the neighbors use indirect trust in order to start computing a direct trust value. Some 
disadvantages are higher network traffic and energy consumption due to higher 
update interval, otherwise this method will suffer of long delayed false diagnosis. 
This can be a problem in other connected research lines such as the growing Green 
IoT [108] paradigm. However, their work did not consider other parameters and 
probably the SDLC consideration could have helped in finding a different solution 
with a lower energy consumption.

About the framework proposed by Abualese et  al. [64], it has considered spe-
cifically IoT under the perspective of Cloud of Things (CoT). Thus, from this point, 
he enhanced the possibilities for IoT devices connected to the clouds to enable 
their interactions following trust decision models rules. Even if the work is very 
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interesting and highly focused on a particular area, it does not consider specifically 
any trust attributes, neither the SDLC, nor trust connected domains or activities. In 
the same area, Fortino et al. [65] defined CoT but from another perspective. In fact, 
the authors implemented trust evaluation models especially considering reputation 
parameters instead of decision models. With their experiments, they showed that 
in small groups of IoT nodes, their algorithm rapidly converged according to the 
reputations of the agents. Allowing the trusted nodes to deals with untrusted nodes. 
Their approach considers that trust is computed starting from local reputation. How-
ever, SDLC is not considered, neither trust connected activities or domains, limiting 
the overall contribution.

Accoring to the evaluation models, Bica et al. [71] proposed an interesting frame-
work that addresses trust evaluation in a mobile architecture considering security 
and reputation. It is valuable even if it is not specific for IoT, but this work can be 
useful for future frameworks that can implement missing aspects such as a SDLC 
consideration and trust connected activities.

Focusing on reputation, De Meo et al. [72] proposed a framework fully based on 
reputation where a general entity has inside a reputation agent. However, it acts as 
a separated entity in order to evaluate the behaviour of the entity. Even if the frame-
work considers only a general idea on how trust and reputation can be used, it can 
be considered as a starting point for works that consider root of trust [109] for IoT 
devices.

Another work that major consider reputation has been developed by Mahalle 
et al. [105]. The authors performed an interesting analysis about their IoT architec-
ture. In fact, they proposed an algorithm to explore nodes following recommenda-
tion systems and shared knowledge. Thus, it is possible to compute a trust value to 
allow IoT entities exchange communications among them. Then, in order to perform 
this activity, reputation is a fundamental parameter according to the trust level that 
an IoT device has in the other known IoT entities. In fact, it they trust another entity, 
they can start the computation of a trust value following the recommendation sys-
tem, otherwise they will explore other nodes in order to compute a trust value for an 
unknown IoT entity.

Moreover, reputation has been considered in the recent work developed by Battah 
et al. [77]. The authors proposed a decentralized architecture that take into consid-
eration also trust related domains such as privacy and security.

Moving forward, we analyse another study starting from a completely differ-
ent approach. In fact, Dwarakanath et al. [78] considered only history dependence 
among devices avoiding reputation analysis. Moreover, they restrict the possible 
interactions only to H2D and D2D, avoiding the consideration of H2H, because they 
consider that a human user, in order to interact with another human (under an IoT 
perspective), must use a device. Thus, for them, H2H is a subset of D2D.

According to decision-making, an interesting work is the one proposed by Bernabe 
et al. [69]. The authors perform a decision model analysis considering mostly access 
control. However, they implement also particularity of evaluation models such as repu-
tation and history dependencies among entities. Connecting to this aspect, they pro-
pose an IoT architecture that is strongly connected to the social relationship among the 
entities. Thus, an IoT device belonging to a user can trust another user if the latter has 



	 D. Ferraris et al.

1 3

a social relationship with the former. On the other hand, if there are no social relation-
ships, the IoT devices cannot trust the user avoiding the interaction. Overall, we can 
state that important domains such as privacy are not considered and we believe that 
especially in a social IoT environment, it must be taken into consideration. However, 
they consider important domains such as identity and security in order to guarantee that 
the interactions are secure and performed with identified entities.

A most recent work proposing a framework that considers trust in the SIoT is the 
one presented by Magdich et  al. [83]. They focus especially on reputation aspects. 
However, they considered separately an important parameter such as the context only in 
relation to a specific attack (i.e. Opportunistic Service Attack (OSA)).

According to the context considerarion, we want to highlight the works of Saied 
et al. [80] and Wang et al. [79]. They consider context precisely and according to it, 
they compute a different trust value. But they did not consider other domains related to 
trust such as privacy or identity. However, we found a more recent work where Neisse 
et al. [81] fill this gap considering some domains in addition to the context. However, 
as we mentioned before, we believe that also the consideration of the SDLC could have 
improved the effectiveness of these works.

Finally, an important aspect that is not always directly considered in IoT frameworks 
is delegation. Lin et al. [82] define precisely trustor and trustee actors and in order to 
decide if a trustor-trustee interaction can be fulfiled, they analyse the trustworthiness of 
the trustee and the history among them. Thus, if the trustor trusts the trustee, the former 
can delegate the latter in order to perform a particular activity. However, the interac-
tions are performed only in a SIoT environment.

Summarizing, in most frameworks, SDLC is not considered. Only several authors 
mentioned it [3, 6, 75]. We believe that this is a strong limitation. In fact, in order to 
properly consider trust in the IoT, it is better to implement it since the first phases. 
Moreover, trust is strongly related to other domains such as privacy and security. Only 
some papers consider them [3, 6, 68, 69, 77]. This is a weakness, because a holistic 
consideration of these domains increases trust in a virtuous circle increasing each of the 
domains considered. Then, six papers avoid to propose a specific model [66, 67, 71–73, 
75].

To conclude, we believe that in order to consider holistically trust in an environment 
such as the IoT, we have to consider related properties, the context and we have to care-
fully planning it through a complete SDLC. We have analysed a lack of this aspect in 
the literature and we want to encourage its utilization in the future works related to this 
field. Moreover, we believe that considering the strong points presented in this survey, 
it will be possible to create a complete framework that can be helpful for the develop-
ment of IoT devices. We will now present possible lines of research that we believe 
must be tackled by the research community in order to effectvely consider trust in the 
IoT.
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7 � Challenges and open issues

In this paper, we have collected and analysed different works and we have pro-
posed an approach that should be taken into account to include trust in an IoT 
entity. However, IoT and trust cover different aspects and there are open research 
issues about this two topics that need to be tackled by the researcher communi-
ties. We list next those that we believe could be interesting to solve and be tackled 
in the future:

Integration of security, trust and reputation requirements and model 
methodologies

Methodologies for security requirements elicitation (i.e. TROPOS, Secure 
TROPOS, I*, TrUStAPIS [84, 110–112]) can be merged in order to provide 
developers with a complete tool for requirements elicitation leading to well-
established best practices. This consideration can also be useful for the model-
ling phase, where our model-driven approach [113] and other existing method-
ologies such as UMLTrust [114], or SecureUML [115] can be analysed together 
to explore different methodologies that can be helpful in the SDLC of any system. 
Investigating a way to integrate these methodologies for including security, trust, 
and reputation can lead to an excellent benefit for SDLC and developers.

Configuration and visual support for trust and reputation implementation
Several works have proposed supports for developers or stakeholders to visual-

ize data related to the development of trust in the IoT [84, 116]. Anyhow, extra 
steps in this direction can boost productivity by focusing on the core functionali-
ties of a trusted IoT entity. It can also be a way to provide developers with tools 
that will help them writing code to create libraries or frameworks into a well-
known practice to be implemented during the development phase. This could be 
more effective if the frameworks were also integrated into other phases of the 
SDLC to enable an automatic verification of the entities under development.

Creation of a standard trust model for the IoT
With part of our research [117], we have analysed the trust models of three dif-

ferent manufacturers (Google, Amazon, Philips), finding that their trust models 
are very different among them. For this reason, we believe that according to the 
future work that we have mentioned earlier, it is essential that in the near future 
a standard trust model will be created to be implemented for IoT entities in order 
to improve trust and security aspects. In fact, differences among IoT entities will 
lead to difficulty in implementing both trust and security among IoT entities and 
users. If a standard protocol is taken into consideration and developed, it will 
increase trust in IoT devices and their users [43].

Trust and Social Internet of Things
Social Internet of Things (SIoT) is a new concept binding the IoT entities 

and their users with the IoT entities and users of their friends, family members, 
or colleagues. This is an emerging field tackled by several authors [83, 89, 94, 
118, 119], and the SIoT concept must be further clarified and explored. More-
over, this line of research can be merged with the previous one because SIoT 
can be considered as two dimensional, where also the relationships among users 
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are important and must be considered in a trust model. Typically, in IoT para-
digms, this dimension is not considered. However, in a strongly connected world 
where users have many relationships among them, this parameter can be help-
ful for developing trust models that take these connections under consideration. 
Besides, exploring where and how the SIoT can be applied both in the profes-
sional and consumers IoT is needed. In fact, SIoT can also be helpful in business 
IoT (i.e. industrial IoT [120]), specifying the interaction of IoT entities and users 
according to their duties. Moreover, it is also considered together with Machine 
Learning [121, 122].

Machine Learning for Trust Computation
Machine learning offers a promising avenue to address the inherent uncer-

tainty associated with trust metrics in various domains, such as online recom-
mendations and social networks. Trust is a complex, multifaceted concept influ-
enced by dynamic and context-dependent factors. Machine learning algorithms 
can help analysing vast datasets and identifying hidden patterns, enabling more 
accurate and adaptive trust predictions. These algorithms can learn from histori-
cal interactions, user behaviour and context information to build more sophis-
ticated trust models. Additionally, machine learning can aid in the detection of 
trust violations, potentially mitigating risks associated with misleading or mali-
cious actors. By continually refining and adapting trust metrics based on real-
time data, machine learning provides a valuable tool for enhancing trust assess-
ment and management in an increasingly interconnected digital world [121, 
122].

Trust ontology in the IoT
A trust ontology in the IoT is a structured and semantically defined frame-

work that captures and represents the complex and multifaceted concept of 
trust within the IoT ecosystem [123]. An ontology provides a systematic way to 
model and analyse trust relationships, trustworthiness attributes and the factors 
that influence trust in IoT devices. Thus, by using ontologies, IoT systems can 
achieve a shared understanding of trust-related concepts and facilitate commu-
nication and decision-making processes among various entities. Trust ontolo-
gies help in standardizing the representation of trust data, making it easier to 
exchange and integrate information about the trustworthiness of IoT entities. 
They can serve as an important tool for developing context-aware and adaptive 
trust management systems that enhance the security, reliability, and transpar-
ency of IoT environments.

Green IoT and Trust
Another important topic that must be tackled by the research community is 

related to the energy efficiency consumption of the IoT devices. The growing 
numbers of devices will become an energy consumption issue. Thus, it will 
be fundamental to guarantee trust considering also the energy aspect. Several 
authors [108, 124–126] have already started investigating this field, but the 
research community should consider it in the near future, in order to provide a 
sustainable IoT environment for the planet. The green IoT can bring important 
changes in the world helping reducing the greenhouse effect enabling a sustain-
able world.
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8 � Conclusion

In this paper, we have delved into how trust and IoT have been presented in the 
state of the art by different authors. Even if research on the fields of trust and 
IoT have been conducted, it is necessary to improve this effort. We have analysed 
works where trust and IoT have been considered together focusing on frameworks 
for trust and IoT. Analysing them, we have classified several parameters that we 
believe are fundamentals such as SDLC, domains connected to trust and different 
characteristics of trust. Thus, we have collected the identified works highlighting 
which parameters are considered and which ones are missing in order to provide 
a novel guide to properly consider trust in the IoT. Finally, we have provided a 
set of challenges and open issues that in our opinion should be tackled by the 
research community.

For future work, we will follow the guidelines proposed in this survey in order to 
provide a whole trust management framework. Moreover, we will contribute on the 
challenges proposed at the end of the paper. In fact, we think that these issues must 
be tackled and solved in order to improve the IoT environment.
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