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ARTICLE INFO ABSTRACT

Keywords: The security of state-of-the-art Bluetooth pairing relies on Elliptic Curve Diffie-Hellman (ECDH),
Post-Quantum Cryptography which is vulnerable to quantum attacks. However, the feasibility of integrating standardized
Bluetooth Classic Post-Quantum Cryptographic (PQC) primitives into the controller-level Bluetooth Classic (BC)
Quantum-Resistant Protocols protocol stack remains an open question. This paper presents the first comprehensive evaluation of
Embedded Systems integrating a post-quantum secure key exchange for BC pairing. We analyze the impact of replacing
Constrained Devices the existing ECDH-based key establishment with NIST-standardized PQC Key Encapsulation Mech-

anisms (KEMs), focusing on protocol-level packetization, over-the-air transmission overhead, and
execution performance in constrained hardware. Using BC’s Link Manager Protocol (LMP) and DM1
packet structure, we quantify Public Parameter Transmission (PPT) latency for classical and post-
quantum schemes. We further benchmark ECDH and ML-KEM implementations on an ARM Cortex-
M4 microcontroller with characteristics comparable to those of constrained Bluetooth controllers.
Our results show that ML-KEM is computationally feasible on such hardware, often matching or
outperforming classical ECDH in execution time. However, PQC significantly increases over-the-
air overhead. Under ML-KEM, PPT accounts for 60-75% of total key exchange latency, compared
to less than 10% for ECDH. Code-based schemes such as HQC are shown to be impractical due to
excessive memory and transmission requirements under provided hardware constraints. These findings
indicate that the primary obstacle to post-quantum Bluetooth pairing is not computation but wireless
packetization, reliability, and energy consumption; facilitating a safe and efficient quantum-secure
migration of resource-constrained wireless communication settings.

1. Introduction (BLE) key exchanges, typically focusing on packet-level
feasibility rather than providing a fully operational protocol
[9]. No prior work systematically examines the technical,
protocol-level, and performance implications of migrating

?V.l t)é actrgsls billions (l)f Cllfwc,eds’ fid()mtf:onsulrlier ilectron%(t:s BC pairing to standardized PQC schemes. Furthermore, to
o industrial sensors [1]. Its wide adoption makes its security the best of our knowledge, this is the first accurate compar-

1Efrastruct1$r§ a critical target for.eme;imi threatlsl, mclu(lhng ison between ML-KEM and the Bluetooth-mandated P-192
t, 0S€ posec. by quantum corgputmg. © ,ey exchange algo- and P-256 curves on ARM Cortex-M4 class hardware un-
rithms currently employed in Bluetooth’s latest and safest der realistic Bluetooth memory constraints, expanding the

security mode, Secure Connections (SC), rely on Elliptic existing benchmarking literature regarding the comparison

Curvei Crgp togrgp h.y. (ECC) [2’1 VOIBIZ Secst}llon’H]i anﬁe- of PQC algorithms against their classical counterparts. Due
quently, these primitives are vulnerable to Shor's algorithm to the limited research concerning the PQC migration of

[3] once a Cryptographlcally Relevant Quantum Computer BC, our study focuses precisely on that, where pairing
(CRQC) becomes available. As a result, ensuring the long- . .
. ; o operations occur at the controller level and are constrained
term security of Bluetooth networks requires migrating the b . . o oL
y strict over-the-air packetization and resource limitations.

key exchange 1n\{olved during Bluetooth’s pairing processes We quantify both the computational feasibility and the com-
to a quantum-resistant scheme. . . . .

Despite sienificant ad i POC standardization [4 munication overhead introduced by standardized lattice and

espite significant advances in PQC standardization [4, code-based KEMs, providing concrete performance bench-

31, the 1nt§grat10n of quantum-safe Z.IIg.OI‘ltth 1r1.to Blue- marks for ARM Cortex-M4 microcontrollers representative
tooth remains largely unexplored. Existing work either ap- .
of resource-constrained Bluetooth controllers.

plies non-standard or experimental PQC primitives without The remainder of this paper is organized as follows.

practical implementation [6], or restricts post-quantum pro- Section 2 provides background knowledge on Bluetooth con-
tections to application-layer communications after pairing, cepts, cryptographic mechanisms, and the PQC standards.

;uch as TLS ;;ndéh,ake; [7. 8]. To fdla;tle, only haLfew ]i:tudles Section 3 reviews related work on PQC integration in Blue-
ave analyzed PQC in the context of Bluetooth Low Energy tooth and IoT' communication, as well as the contributions

Bluetooth is one of the most widely adopted wireless
communication technologies, enabling short-range connec-
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experiments, evaluates performance, packetization, and tim-
ing implications of PQC key exchanges on the proposed test-
ing architecture. Section 6 contextualizes our results within
the Internet of Things (IoT) ecosystem and analyzes the
impact of our study on other IoT protocols. Finally, section
7 summarizes the findings, discusses practical implications,
and outlines directions for future research.

2. Background

2.1. Bluetooth Types

Bluetooth is a widely adopted technology used for short-
distance wireless communication, maintained by the Blue-
tooth Special Interest Group (SIG). As outlined in Blue-
tooth’s specification document (version 6.2 as of today)
[2], there exist two types of Bluetooth: BC and BLE. Both
versions work on the 2.4GHz microwave spectrum, dividing
it into a set of channels depending on the Bluetooth type.
Through a pairing algorithm, a sequence of channels is out-
lined, and the devices hop on and off the different channels
to communicate information. A channel is used for a very
short period, followed by a hop to another channel desig-
nated by a pre-determined pseudo-random sequence; this
process is repeated continuously in the frequency hopping
sequence. Devices operating in the communication process
are assigned roles depending on their engagement during
the protocol and capabilities. The central scans for poten-
tial devices to communicate with and initiates the security
procedure, whereas the peripheral advertises its availability
to connect and accepts a connection request from a central.
As the technology evolved, the two previously mentioned
variants of Bluetooth emerged, each designed for a specific
communication purpose.

2.1.1. Bluetooth Classic

First released in 1999 with Bluetooth 1.0, this was the
first version of Bluetooth ever designed, mainly used for
audio-streaming and data transfer purposes [10] . It is also
referred to as "Basic Rate" with an option for "Enhanced
Data Rate" (BR/EDR) which improves data throughput to 2-
3 Mb/s using more efficient modulation schemes for larger
multi-slot packets [2, Vol. 2 Section A, Chapter 3]. How-
ever, due to the packets used for Bluetooth pairing, the
EDR option does not provide any enhancement during the
cryptographic key exchange, which is the main focus of
the presented research. BC breaks down the 2.4 GHz band
into 79 channels, 32 of which are inquiry channels. The
central creates a hopping sequence generated from its static
and unique Bluetooth address (48 bits) and its clock. This
combination creates a pseudo-random hop pattern across the
79 channels that both devices will follow during commu-
nication. The procedure starts with the peripheral sending
inquiry packets into the 32 inquiry channels in "inquiry scan
mode" of the central. When the central receives an inquiry
packet from the peripheral, it responds with its Bluetooth
address and clock, initiating the connection request. With
that information as input, the peripheral accepts the request
and obtains the hopping path through the hop selection

kernel deterministic algorithm outlined in the specification
[2, Vol. 2 Part B Section 2.6].

2.1.2. Bluetooth Low Energy

BLE was introduced in 2009 (Bluetooth 4.0), although
BC versions continued to be released. This type of Bluetooth
is oriented towards low-power devices, such as fitness acces-
sories. It breaks down the 2.4 GHz band into 40 channels.
It reserves three special advertising channels (number 37,
38, and 39) to spread across the 2.4 GHz band. To start,
the peripheral sends out advertising packets on those three
channels. The central listens and sends the peripheral a
connect request through that same channel. This request
contains the channel map, the hop increment, the starting
channel, and the timing information so that the peripheral
can accurately follow the streamed information provided by
the central. Then, they switch to channel 37 and start hopping
based on the predefined route set by the central in the connect
request.

2.2. Cryptography in Bluetooth

When two devices communicate over Bluetooth, the
cryptographic procedures differ depending on whether the
relationship is temporary or long-term. For a one-time con-
nection, the devices can establish a temporary encryption
key that is discarded after disconnection. If the intention
is to communicate during future connections, the devices
go through the pairing procedure, where they agree on a
common Link Key (LK) (in BC) or Long Term Key (LTK)
(under BLE) after they have been synchronized through the
channel-hopping process. During bonding, the LK or LTK is
stored so that future connections between the same devices
can be re-established without repeating the full pairing pro-
cedure, reusing the stored key material to derive encryption
keys for subsequent sessions.

Over time, several security mechanisms have been pro-
posed to verify that the communication process carried by
Bluetooth is cryptographically secure. These mechanisms
vary depending on the type of Bluetooth, yet both BC
and BLE cryptographic security are very similar except for
some minor differences, as outlined by the official Bluetooth
specification and emphasized by National Institute of Stan-
dards and Technology (NIST) [11]. Although each Bluetooth
type had several previous mechanisms, they both share the
latest released version, SC, which enjoys the highest security
features of all Bluetooth security mechanisms. Furthermore,
SC proposes different association models that allow devices
to authenticate engaging in the pairing process to establish
trust before deriving cryptographic keys. These association
models are enabled depending on the devices capabilities:

e Numeric Comparison (NC): Designed for settings in
which both devices have input/output capabilities to
display 6-digit numbers and to select OK/Reject. The
user is asked whether the numbers displayed on both
machines match and should click "OK" if they do, a
common example when pairing a mobile phone with
a vehicle’s Bluetooth system. It should be noted that
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Table 1
BC and BLE SC underlying security primitives.

Security Aspect Classic Low Energy

Bluetooth Versions v4.2 onwards v4.2 onwards

Key Exchange P-192/P-256 P-256
Device Authentication HMAC-SHA-256 AES-CMAC
Encryption AES-CCM AES-CCM

Association Models JW, NC, PE, OOB JW, NC, PE, OOB

the six-digit number is not related to the private key
required to decrypt the communication, but it is rather
a confirmation value derived from the shared secret.

e Passkey Entry (PE): One device has a keyboard but
no display, while the other has at least a display
option. The device with the display outputs a number,
which must be entered into the other device using the

keyboard. This is the classic scenario of connecting a
PC and a keyboard.

o Just Works (JW): Designed for situations in which one
of the devices does not have a display nor keyboard,
such as wireless earphones. Because the user does
not have any way to check the validity of the pairing
process through a display, this association model is by
design subject to Man-in-the-Middle (MITM) attacks.
This is the case when pairing a mobile phone with an
audio speaker.

e Out-of-Band (OOB): Cryptographic values needed for
Bluetooth pairing (public keys, nonces, or temporary
keys) are exchanged over a separate communication
channel such as NFC or QR code scanning, rather than
using the Bluetooth radio itself.

Table 1 below summarizes the underlying security prim-
itives of SC in BC and BLE [11]. As observed, the use of
ECDH during key agreement opens the door to potential
quantum attacks such as the one suggested by Shor in [3].
Consequently, the security mechanisms globally adopted
since Bluetooth version 4.2 (for both BC and BLE) will be-
come obsolete once quantum computers can execute Shor’s
algorithm to solve the underlying elliptic curve discrete
logarithm problems.

2.3. Post-Quantum Cryptography

NIST has recently published drafts of the Federal Infor-
mation Processing Standards (FIPS) that establish the next
generation of post-quantum cryptographic algorithms. The
standardization process comprehended a competition across
a wide range of quantum-secure key exchange and digital
signature algorithms. Specifically, FIPS-203 defines the
Module-Lattice Key Encapsulation Mechanism (ML-KEM),
the current quantum-secure standard for key-exchanges.
Nonetheless, recently, the NIST IR-8545 announced the
selection for standardization of the Hamming Quasi-Cyclic

Key Encapsulation Mechanism (HQC), a code-based al-
ternative relying on decoding hardness assumptions [4][5].
Consequently, the soon-to-be standardized HQC algorithm
relies on a distinct mathematical foundation from that of
ML-KEM, thereby ensuring that, in the event lattice-based
schemes become vulnerable to future breakthroughs, a
quantum-resistant alternative remains available for key ex-
change protocols.

ML-KEM originates from the CRYSTALS-Kyber lattice-
based algorithm, which is founded on the Module Learning
with Errors (MLWE) problem, and believed to be secure
against quantum attacks. This problem consists of finding a
secret vector s € R’; in the polynomial ring Z,[x]/(x" + 1)

given (A, b) suchthatb = A-s+e mod g where A € R’;X"

is a random matrix, e € R* a random vector and g a prime
number. ML-KEM converts a regular Public-Key Encryp-
tion (PKE) scheme based on the MLWE problem into a KEM
using the Fujisaki-Okamoto (FO) transform, providing the
resultant primitive with IND-CCA2 security [12][13]. Ta-
ble 2 specifies the parameter sets for each security level of
ML-KEM. The parameter k determines the dimension of
the polynomial vectors and matrices, thereby expanding the
effective dimension of the MLWE problem. Parameters #,
and 7, control the distribution for generating s, e, e, e, and y
during key generation and encryption. Finally, parameters d,,
and d,, are the parameters and inputs for several intermediate
functions within the encryption and decryption process of
ML-KEM. Furthermore, ML-KEM includes different fea-
tures that accelerate the value computation process, such as
Number-Theoretic Transform (NTT) accelerated multiplica-
tion, SHAKE-derived parameter derivation, and sampling
from the centered binomial distribution. These refinements
result in a fast and lightweight cryptographic system ideal
for securing resource-constrained devices against quantum
attacks.

Table 2

Parameter sets for ML-KEM and HQC-KEM.
Algorithm n k q n 1 d,.d,)
ML-KEM-512 256 2 3329 3 2 (10, 4)
ML-KEM-768 256 3 3329 2 2 (10, 4)
ML-KEM-1024 256 4 3329 2 2 (11, 5)
Algorithm n n, n k 0 0=,
HQC-128 46 384 17669 128 66 75
HQC-192 56 640 35851 192 100 114
HQC-256 90 640 57637 256 131 149

HQC derives its security from the hardness of the de-
cisional Quasi-Cyclic Syndrome Decoding (DQCSD) prob-
lem. The scheme relies on systematic double-circulant quasi-
cyclic codes with parity-check matrix H = (I, | rot(h))
which in polynomial representation corresponds to (1 | h) €
R?, where R = F,[X]/(X" — 1). During key generation,
the secret key consists of low-weight vectors x,y € R,

P. Gutierrez-Felix et al.: Preprint submitted to Elsevier

Page 3 of 14



Quantum-Resistant Pairing Evaluation for Resource-Constrained Bluetooth Classic

.SI-:?LIJerits;/ level, variable sizes (bytes), and decapsulation failure rates for ML-KEM and HQC variants.
Algorithm NIST Security Level Public key Secret key Ciphertext Failure rate
ML-KEM-512 1 800 1632 768 213838
ML-KEM-768 3 1184 2400 1088 21648
ML-KEM-1024 5 1568 3168 1568 2-1748
HQC-128 1 2249 2289 4481 2-128
HQC-192 3 4522 4591 9026 2712
HQC-256 5 7245 7331 14469 27256

while the public key contains 2 € R and the syndrome
s = x4+ h -y, which is equivalent to the syndrome H (x, y)".
While security relies on the hardness of quasi-cyclic syn-
drome decoding, decryption correctness is achieved using an
auxiliary concatenated Reed—Muller/Reed—Solomon code.
HQC also transforms the original IND-CPA PKE scheme
into a IND-CCA2 KEM by using the salted FO transform
with implicit rejection. Table 2 lists parameters for HQC,
where n| represents the length of the Reed-Solomon code
and n, the length of the Reed-Muller code, yielding con-
catenated code C of length n = n;n, and dimension k.
Parameter n denotes the ambient space length, the smallest
primitive prime exceeding n;n,. Meanwhile, o, w,, and o,
specify Hamming weights for key vectors (X, y), encryption
randomness (r{, I,), and error vector e, respectively [14].

ML-KEM and HQC represent complementary design
families in post-quantum cryptography. Table 3 contains
further details concerning their security level, variable sizes,
and decapsulation failure rates. Although inherently larger in
variable sizes than its lattice-based counterpart, HQC pro-
vides diversification across distinct post-quantum hardness
assumptions, reason why it is in process of standardization
as a backup algorithm for ML-KEM.

3. Related Work

Some previous work has introduced PQC constructions
into Bluetooth and the environment surrounding it. Although
not many of them tackle the pairing process, significant
progress has been made in combining Bluetooth construc-
tions and PQC constructions for standardized use.

An example is the paper introduced by [6], where the
authors utilize the lattice-based algorithm NewHope, which
has not progressed beyond the second round of the NIST
competition. However, they provide a theoretical approach
to constructing a Bluetooth pairing process around a key
encapsulation mechanism. Several works have delved into
the migration process of the TLS handshake performed once
the Bluetooth key exchange has taken place. Providing secu-
rity through post-quantum TLS to a Bluetooth Link is not
inherently a wrong approach in the near-term, but they only
cover Bluetooth use cases engaging in TLS connections.
Furthermore, once quantum computers are widely available,

the objective must be securing the entire protocol on its
own, rather than relying on external protocols for Bluetooth
security. In [7], the authors test the performance of several
PQC KEMs and signatures when used in communications
over the internet using BLE and Wi-Fi. Later, in [8], they
migrated the TLS handshake between a Bluetooth IoT device
and the gateway, providing experimental results tested on
two Raspberry Pis. However, rather than redesigning the
Bluetooth pairing process, these approaches apply PQC
algorithms in the TLS handshake over different network
types, notably BLE and Wi-Fi, after the devices have already
paired. With respect to the PQC migration of the pairing
process and the key exchange, the only existing work that
was found is [9]. Throughout the study, the authors focus on
aPQC-based key exchange for BLE using Kyber512. The ex-
periments analyze the pairing time by altering the Attribute
Protocol Maximum Transmission Unit (ATT MTU) size so
that Kyber’s 800-byte public key and 768-byte ciphertext
are successfully transmitted given the 512-byte constraint
posed by ATT MTU. The results show that larger ATT MTU
sizes result in a faster PQC key exchange. Nonetheless,
this paper does not present an operable quantum-resistant
protocol, but rather an analysis of the sizing and timing
of packets carrying the public-key and ciphertext exchange
over BLE. Moreover, the study explicitly utilizes the Just-
Works security mechanism, which does not prevent MITM
attacks.

In addition to Bluetooth’s migration to PQC, this paper
focuses on its feasibility in constrained embedded environ-
ments, as is the case of widespread Bluetooth controllers
[15]. Originally, many proposals approached the challenge
of implementing PQC primitives in constrained devices,
such as [16] and [17] for lattice-based primitives. The pgm4
framework and accompanying studies encompassed these
and other NIST PQC candidates into a single work, provid-
ing cycle-accurate measurements, as well as memory and
stack usage on ARM Cortex-M4 devices [18][19]. Nonethe-
less, the results portrayed are limited to PQC schemes in
isolation and do not include direct comparisons with clas-
sical elliptic curve primitives such as the SIG-mandated
secpl92rl or secp256rl. In [20], a performance evaluation
of Kyber (ML-KEM’s foundational primitive) is conducted
on the Raspberry Pi 3 Model B, including a comparison with
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the binary curves sect283r1, sect409rl, and sect571r1. Un-
fortunately, these classical curves are irrelevant to Bluetooth
pairing. The authors in [21] provide a broad performance
evaluation of PQC in next-generation consumer electronics,
measuring execution time, communication overhead, and
throughput of PQC schemes relative to classical ECC/RSA
across platforms. However, this study is not focused on
cycle-accurate evaluation on microcontrollers and does not
target Bluetooth-specific elliptic curves, leaving a gap that
our work addresses. Other non-peer reviewed industry com-
parisons between classical and PQC exchanges have been
conducted, such as the one posted by WolfSSL [22], illus-
trating the clear need for further benchmarking data in the
PQC research ecosystem.

3.1. Contributions

Despite significant progress, the quantum-safe migra-
tion of Bluetooth’s pairing processes remains largely un-
explored. This study provides a comprehensive evaluation
of the challenges and feasibility of integrating standardized
PQC schemes into BC pairing. The main contributions of
this work are:

o Controller-level PQC analysis: We present the first
detailed study of migrating the key exchange in BC
to NIST-standardized PQC KEMs at the controller
level, explicitly considering the Bluetooth SIG proto-
col stack and LMP-layer mechanisms.

o Packetization and over-the-air evaluation: We quan-
tify the transmission requirements for pre-quantum
(P-192 and P-256) and post-quantum (ML-KEM and
HQC) key exchanges, including DM1 packet counts,
LMP encapsulated PDU usage, and corresponding
pairing latency. This analysis identifies the signif-
icant communication overhead introduced by PQC
and highlights its impact on reliability and energy
consumption.

o Empirical performance benchmarking: We per-
form cycle-accurate measurements of ECDH and
ML-KEM algorithms on an ARM Cortex-M4 plat-
form representative of constrained Bluetooth con-
trollers. The results demonstrate that PQC execution is
computationally feasible for ML-KEM variants, with
key generation and cryptographic operations complet-
ing within acceptable time frames. We also identify
the infeasibility of implementing HQC in highly-
constrained environments due to RAM insufficiency.

o Identification of protocol-level challenges: We show
that, while computationally outperforming traditional
algorithms in execution time, an ML-KEM-based
migration significantly increases pairing payloads
and airtime, introducing heightened vulnerability to
packet loss, retransmissions, and potential DoS at-
tacks. This finding underscores the need to consider
wireless reliability and energy constraints alongside
cryptographic strength.

e Comparative contextualization within the IoT ecosys-
tem: We provide a comprehensive cross-protocol
analysis of ten major wireless standards against the
insights obtained from the experiments performed in
this study, thus providing a foundational approach for
the quantum-safe transition of diverse IoT wireless
protocols.

Taken together, these contributions provide a rigorous
technical evaluation into the efficient migration of BC pair-
ing to quantum-safe cryptography.

4. Internal Migration of BC

To establish a Bluetooth connection between several
devices, Bluetooth’s protocol stack is organized in different
layers. Each of these layers is tasked with specific objectives
that enable wireless communication using Bluetooth. Simi-
lar to the TCP/IP model, these layers can be progressively
structured from lower-level hardware-related layers (also
referred to as the controller) to higher-level software-related
layers (host). The controller is implemented into a hardware
module within the Bluetooth device, and the host is embed-
ded through the operating system [23]. The Host Controller
Interface (HCI) layer is tasked with integrating the Bluetooth
controller and the Bluetooth host. It is essentially a protocol
that physically sends data over USB/UART/SD through a
physical bus and is present in the host as a driver and in
the controller as firmware, which successfully connects both
ends.
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Figure 1: Bluetooth system architecture.

Each layer contains different elements depending on the
Bluetooth type at hand. Whereas BC and BLE share many
similarities in the controller architecture, they may execute

P. Gutierrez-Felix et al.: Preprint submitted to Elsevier

Page 5 of 14



Quantum-Resistant Pairing Evaluation for Resource-Constrained Bluetooth Classic

radically different host protocols. Therefore, as depicted in
Figure 1, the Bluetooth protocol stack is complete from the
hardware to the software level. Due to structural differences
in the construction and implementation of each Bluetooth
type, particularly in the cryptographic aspect, BC and BLE
must be analyzed separately. This is mainly because BLE
handles the cryptographic exchange at the host level, while
BC at the controller level. As a result, the analysis provided
in this study solely focuses on BC.

Under BC, most of the cryptographic work takes place in
the LMP layer, within the controller. Each vendor utilizes the
Bluetooth SIG specification to develop Bluetooth hardware
and firmware. With respect to the cryptographic guidelines,
all details regarding the key exchange in BC is thoroughly
detailed in [2, Vol. 3 Section C Chapter 4]. Migrating BC
to support post-quantum key establishment would therefore
require modifications to the controller such that the LMP
layer can execute the operations of a PQC-KEM. In the
current ECDH design, the peers exchange public keys and
derive a shared secret independently, as illustrated in Figure
2.

Alice Bob

sk 4, PK, < KeyGen()
PK,
T " sky, PKy < KeyGen()
ss « Combine(PK 4, skp)
PKpg

B

ss < Combine(PKyp, sk )

Figure 2: ECDH protocol.

Unlike ECDH, KEMs operate differently. In a typical
KEM protocol, Alice first transmits her public key to Bob.
He then generates a random secret, encrypts it (usually
referred to as encapsulating) using Alice’s public key, and
sends the resulting ciphertext back to Alice. Upon receiving
it, Alice decrypts (or decapsulates) the ciphertext with her
private key to recover the shared secret. Figure 3 outlines the
steps of a KEM protocol. Noticeably, the number of message
exchanges carrying public information is not altered, since
both ECDH-based and KEM-based approaches rely on a
single round trip. The variables exchanged do increase in
size substantially in the case of PQC-KEMs, nonetheless,
posing a significant challenge for the LMP layer handling
the cryptographic key exchange.

Similar to ECDH, PQC-KEMs are subject to MITM
attacks, an issue that is tackled through the aforementioned
association models. It is crucial to highlight that Bluetooth
does not rely on any PKI to authenticate the ends engaging
during the communication process. As a result, no PQC
signatures are required for Bluetooth, reducing the migration
task to the integration of a PQC-KEM instead of ECDH.

The LMP layer transmits the key exchange public pa-
rameters using DM1 baseband packets, a specific type of
Asynchronous Connectionless (ACL) packet comprised of
3 elements under the mandatory mode Basic Rate: Access

Alice Bob

sk, PK, < KeyGen()

PK,
T~ ss < RandomBytes()
ct < Encaps(PK 4, ss)
ct

ss « Decaps(sky, ct)

Figure 3: KEM protocol.

code (68/72 bits), header (54 bits), and payload (18 bytes).
The payload, where the cryptographic data will be stored,
is formed by a payload header (1 byte), user payload (17
bytes) and 16 bits used for CRC [2, Vol. 2 Section B Chapter
6]. The LMP uses the LMP_ENCAPSULATED_HEADER (4 bytes)
and LMP_ENCAPSULATED_PAYLOAD (17 bytes) PDUs to send the
public parameters of the key exchange, where the first byte
in both cases is reserved for the packet’s opcode which
helps identify the PDU. The first PDU mentioned is used
to announce the start of an encapsulated PDU, while the
second is used to relay the actual data [2, Vol. 2 Section
C Chapters 2 and 4]. Figure 4 depicts the composition of
these LMP PDUs within DM1 packets. By using this 2-PDU
approach, the LMP is able to transmit larger sets of data, such
as ECDH public keys, which are significantly larger than the
user payload allowed by a DM1 packet.

PAYLOAD
ACCESS i
PAYLOAD
ACCESS =
cope |HEADER | g | '8 PAYLOAD g

DM1

LMP_ENCAPSULATED_HEADER

LMP_ENCAPSULATED_PAYLOAD

Figure 4: BC PDUs used for cryptographic PPT.

Consequently, the cryptographic public parameters must
be sent 16 bytes at a time using the LMP_ENCAPSULATED_PAYLOAD
PDU. Table 4 presents the byte sizes of the public parame-
ters used by the classical algorithms currently employed in
BC for the ECDH key exchange. Note that, the Bluetooth
documentation specifies that a valid public key is of the
form Q = (X0, YQ), suggesting the use of uncompressed
public keys for ECDH [2, Vol. 2 Section H Chapter 6].
Thus, ECDH public keys are formed by the X and Y co-
ordinates of the curve point, where each coordinate has a
size in bytes equivalent to the field size. The ML-KEM
and HQC schemes are included as the post-quantum coun-
terparts, since, as noted earlier, NIST selected them as the
PQC KEMs standards. Besides, Table 4 also reports the
number of DM1 packets required in order to exchange each
instance of the public parameter. This metric includes 1
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Table 4
Packetization of public parameters for classical and PQC KEM
algorithms in DM1.

Algorithm Public Key  Ciphertext DM1 Packet Count
P-192 48 - 4!
P-256 64 - 5°
ML-KEM-512 800 768 51/49
ML-KEM-768 1184 1088 75/69
ML-KEM-1024 1568 1568 98/98
HQC-128 2249 4433 142/279
HQC-192 4522 8978 284 /563
HQC-256 7245 14421 454/903

packet for the LMP_ENCAPSULATED_HEADER PDU and the rounded
up number of LMP_ENCAPSULATED_PAYLOAD PDUs required to
successfully transmit the entirety of the PPT. Observe that
PQC schemes incur PPT overhead for one public key plus
a ciphertext, whereas ECDH requires two public keys (one
per party) but no ciphertext, owing to the inherent protocol
design. In ECDH, each device independently generates its
public/private key pair; the initiator sends its public key first,
followed by the responder’s reply only after receipt [2, Vol. 2
Section H Chapter 7.1]. Both parties compute the key gener-
ation process simultaneously during pairing (relevant later),
but they engage in a sequential transmission of the public
keys doubles the exchange time in PPT measurements.

Bluetooth devices utilize a native clock to manage
various communication processes. This clock divides time
into slots of 625 ps, which devices use to synchronize
data packet transmissions. The central device transmits in
even-numbered slots, while the peripheral transmits in odd-
numbered slots [2, Vol. 2 Section B Chapter 2]. DM1
packets occupy a single transmission slot and are protected
by ARQ, a baseband mechanism for packet acknowledgment
and retransmission in case of corrupted content within
DM1 packets. After a sender transmits a DM1 packet, the
receiver must respond in the subsequent slot with an ARQN
acknowledgment bit. A negative acknowledgment (ARQN =
0) indicates an unsuccessful packet reception, typically due
to payload CRC failure, packet loss, or header corruption.
This prompts a retransmission of the same packet. Upon
successful checks, the payload is accepted and positively
acknowledged (ARQN = 1) in the following transmission
slot. Because ARQ is mandatory for all DM packets, each
DM1 transmission requires a return slot. Therefore, under
ideal channel conditions, each DM1 packet consumes a
minimum of two 625 ps slots, one for the corresponding
DMI packet containing the cryptographic material and one
for the ARQ acknowledgment, totaling 1.25 ms per DM1
packet transmitted [2, Vol. 2 Section B Chapter 6].

Figure 5 compares the total time required for PPT
for each analyzed algorithm in the described scenario.

IThe total roundtrip packets exchanged is 8, since each party must share
their public key with the other party.
2Similarly, the total packets transferred is 10.

Intuitively, larger parameter sizes naturally lead to longer
transmission times. This is especially pronounced in high-
security variants: ML-KEM-1024 executes it in 245 ms,
HQC-256 in more than 1.5 seconds, while the classical P-
256 needs only 6.2 ms. The time taken by ML-KEM variants
is evenly distributed between the public key and ciphertext
exchange, each consistently accounting for approximately
50% of the total latency. In contrast, HQC spends about % of

the total time sending the public key, with the remaining %
allocated to the ciphertext.

= Public Key
1600 1 mmm Ciphertext
1400
1200
1000
400
567.5
200 H 3850
H 1775
H 938 1225
0 = == =) ; : . : :
®

Figure 5: Comparison of LMP packet transmission times during
PPT for ECDH, ML-KEM, and HQC variants.
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Thus, PQC algorithms may require more over-the-air
overhead, raising several potential concerns. Increased DM 1
packet usage during the exchange increases the pairing
process’s vulnerability to packet interference, linearly in-
creasing the probability of corrupted packets with the total
amount of DM 1 packets exchanged. Corrupted DM1 content
results in CRC failures, prompting the receiver to issue
negative acknowledgments and request retransmissions. For
PQC schemes involving large public keys and ciphertexts,
this could occur multiple times during PPT, significantly
increasing the pairing process latency. Another concern is
the intensive use of radio-frequency signals during PPT,
which may substantially increase radio power consumption
during pairing. This is particularly problematic for low-
power peripherals with limited battery life. Finally, longer
PPT times under PQC schemes also provide more oppor-
tunities for DoS attacks, as attackers have a wider window
to disrupt communication through selective jamming or by
forcing retries and timeouts, potentially leading to a "pairing
never completes" scenario.

5. Experiments

PPT is only one variable influencing the timing analysis
of the protocol. The execution times of each algorithm’s
internal functions also significantly impact the total time
required for the key exchange. Therefore, several experi-
ments were conducted to accurately portray the execution
details under both classical and post-quantum settings. The
ARM Cortex-M4 processor was chosen for testing due to its
widespread adoption in Bluetooth modules across various
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Table 5

Cycle counts (cc) and execution time (ms) per algorithm function.

Algorithm Build PPT (ms) keygen (cc) keygen (ms) combine (cc) combine (ms) encaps (cc) encaps (ms) decaps (cc) decaps (ms) TOTAL (ms) PPT%
P-192 default 10.0 3742977 104.0 3741528 103.9 - - - - 217.9 5%
P-192 optimized 10.0 1974939 54.9 1973691 54.8 - - - - 119.7 8%
P-256 default 12,5 9933674 275.9 9931275 275.9 - - - - 564.0 2%
P-256 optimized 125 5763536 160.1 5761502 160.0 - - - - 3325 4%

ML-KEM-512 clean 125.0 642211 17.8 761987 21.2 962941 26.7 190.8 66%
ML-KEM-512  méfspeed 125.0 430087 11.9 426644 11.9 464116 12.9 161.7 7%
ML-KEM-512 méfstack 125.0 430468 12.0 429188 11.9 467040 13.0 161.9 7%
ML-KEM-768 clean 180.0 1070422 29.7 1248926 347 1521015 423 286.7 63%
ML-KEM-768  mé4fspeed 180.0 701045 195 716417 19.9 765580 21.3 240.6 75%
ML-KEM-768 méfstack 180.0 702992 19.5 722778 20.1 772746 21.5 241.1 75%
ML-KEM-1024 clean 245 1667847 46.3 1879878 522 2218146 61.6 405.2 60%
ML-KEM-1024  méfspeed 245 1108155 30.8 1117974 311 1181828 32.8 339.7 2%
ML-KEM-1024  mé4fstack 245 1117490 31.0 1133514 315 1198272 333 340.8 2%

applications, including home automation, medical and fit-
ness devices, and industrial systems using both BC and BLE
[15]. The algorithms were tested using the STM32F3 Mi-
crocontroller Unit (MCU), which features an ARM Cortex-
M4 CPU, 40KB of RAM, and 256KB of flash memory
[24]. This setup enabled a comprehensive performance anal-
ysis of the algorithms under constraints similar to those of
Bluetooth chips, such as the BT122 BC and BLE controller
from Silicon Labs, a common choice for several different
Bluetooth applications [25]. This module utilizes the Texas
Instruments CC2564C dual-mode controller [26]. In these
legacy architectures, cryptographic operations like ECDH
are typically executed as black-box functions within the
controller’s internal firmware. In this case, the firmware
runs on an integrated ARM7TDMI core and utilizes fixed-
function microcoded hardware accelerators. While this de-
sign is efficient for established standards like P-256, it lacks
the flexibility to incorporate lattice-based PQC algorithms.
Consequently, achieving quantum resistance in such sys-
tems necessitates offloading the pairing procedures from the
fixed-function controller to the programmable ARM Cortex-
M4 host or directly replacing them with ARM Cortex-M4
processors. By benchmarking on the proposed processor,
this study captures the performance impact of this necessary
architectural transition. While Bluetooth controllers with
more RAM and flash memory exist, our focus was on highly
constrained Bluetooth controllers supporting both BC and
BLE, allowing for a complete analysis within the Bluetooth
ecosystem.

The analysis employed two open-source libraries tar-
geting the ARM Cortex-M4 family: micro-ecc for ECDH
schemes and pgm4 for PQC KEM primitives. The former
provides side-channel-resistant elliptic-curve-based schemes
for MCUs in C and inline assembly. Among the supported
primitives are the P-192 and P-256 curves (secpl92ri and
secp256rl, respectively) used by the Bluetooth specifica-
tion [27]. The latter, pgm4, is a well-known repository
containing ARM Cortex-M4 implementations for several
PQC algorithms [19], including ML-KEM and HQC. The

experiments presented can be reproduced using the publicly-
available GitHub repository for this project’, given that the
user has access to the same target board used during the
experimentation process outlined in this work [24].

The selected MCU lacks the RAM capacity to execute
HQC tests, since this algorithm requires up to 66,560 bytes
in its low-security variant and 205,824 bytes in its high-
security variant, while the STM32F3 only has 40KB of
RAM. Consequently, HQC was excluded from the tests due
to its impracticality given the resource limitations of the tar-
geted Bluetooth controller family. As a result, implementing
HQC in constrained environments can be a challenge, mak-
ing ML-KEM the only standardized PQC KEM available
for such applications. Nevertheless, researchers are actively
exploring strategies to reduce peak RAM usage and stage
memory (particularly for machine learning) between flash
and RAM [28]. For instance, RAM-optimized deployment
techniques can enable the execution of large models with
minimal RAM usage by storing most state in non-volatile
memory and carefully structuring execution.

Table 5 presents the average CPU cycles and correspond-
ing milliseconds required to execute the LMP key exchange
round-trip for each analyzed algorithm. The tests involved
100 runs per operation, from which average CPU cycles were
calculated. A CPU frequency of 36.864MHz was set during
testing, achieved by multiplying the HSE source frequency
(7.37MHz) by 5 using PLL integer multipliers, including
one wait state during execution. This configuration closely
replicates the 40MHz CPU frequency found in common
Bluetooth modules such as the BT122 Silicon Labs module
mentioned earlier. The total time in milliseconds was derived

. _ cycles .
using the formula ¢, = CPU frequency” Finally, the last

column indicates the percentage of the total key exchange
time attributed to the PPT process. The same compilation
parameters were used for both the ECDH and PQC KEM
tests, employing the arm-none-eabi-gcc compiler with the
-03 and -g3 flags, which are the default settings for speed
tests in the pgm4 framework [29]. Both repositories provided
clean and optimized implementations, all of which were
included in the tests. The ECDH tests compare a baseline

3https://github.com/pablo-gf/pgbt-eval

P. Gutierrez-Felix et al.: Preprint submitted to Elsevier

Page 8 of 14


https://github.com/pablo-gf/pqbt-eval

Quantum-Resistant Pairing Evaluation for Resource-Constrained Bluetooth Classic

cdean mafspeed mdfstack
ML-KEM-768

clean mdfspeed mdfstack
ML-KEM-1024

700 A
[0 Cryptographic operations
== PPT

600

500 1
W 400 A
E
L)
£
F 300 4 551.8

200 {

3201 57
36.7 36.9
100 4 2079
109.7 1250 1250 1250
10.0 10.0 125 13.5
0 ‘ . = . : ‘
default opt default opt clean mafspeed mafstack
P-192 P-256 ML-KEM-512
Figure 6: Per-algorithm comparison of the time spent on PPT and operations execution during a BC key exchange.
Table 6

Experimental scenarios for statistical analysis.

Scenario  Operation Sec. Level Algorithms Implementations

1 Keygen Low P-192 Default
ML-KEM-512 Clean

2 Keygen High P-256 Optimized
ML-KEM-1024  mé4fspeed

3 Secret Deriv.  Low P-192 Default
ML-KEM-512 Clean

4 Secret Deriv.  High P-256 Optimized
ML-KEM-1024  mé4fspeed

generic C implementation against an optimized version with
curve-specific modular reduction and ARM assembly for
addition/subtraction operations, as well as single and multi-
curve multiplication. The ML-KEM implementations in-
cluded the clean implementation from PQClean [30], along
with optimized implementations m4fspeed and m4fstack, in-
corporating ARM Cortex-M4F specific optimizations using
assembly floating-point registers to improve speed and stack
usage, respectively.

The results obtained during testing were analyzed to
show their statistical significance with respect to the hy-
potheses proposed during experimentation. We focused on
total handshake costs measured in clock cycles, accounting
for ECDH as key generation plus two shared secret compu-
tations, and ML-KEM as key generation plus encapsulation
and decapsulation. This reflects that under ECDH, as dis-
cussed in Section 4, both parties generate their key pairs
simultaneously but compute shared secrets independently,
whereas ML-KEM performs the three operations sequen-
tially. Due to the high amount of data gathered, we focused
on four specific scenarios to compare the statistical relevance
of the results obtained. These are detailed in Table 6.

To rigorously evaluate the results in Table 5, we first per-
formed Kolmogorov-Smirnov (KS) and Levene tests to char-
acterize the underlying data distributions. As shown in Table
7, the ECDH scenarios exhibit a normal distribution (p >
0.05), whereas ML-KEM introduces a non-normal, bimodal
distribution (p < 0.001). This behavior, visually depicted in
Figure 7, indicates that while the majority of cryptographic
operations execute within a consistent cycle range, a minor
portion of ML-KEM operations require additional cycles.
This variance is attributed to rejection sampling, which
occasionally necessitates additional iterations to complete
the operation. Furthermore, the Levene test results (p <
0.001) indicate a significant lack of homogeneity in variance
between the two groups. These findings strictly justify the
use of the non-parametric Mann-Whitney U test, providing a
robust measure of significance given the probabilistic nature
of the gathered data. The resulting p-values (p ~ 2.56 X
1034) confirm that the performance gap is not an artifact of
system noise or measurement error. Beyond the significance
of the p-value, a Cliff’s Delta of 6 = 1.0 across all scenarios
demonstrates the fundamental superiority of ML-KEM over
ECDH. Even accounting for rejection sampling overhead,
ML-KEM handshake operations are approximately 5x faster
than those of ECDH, proving that the post-quantum transi-
tion offers a significant computational dividend for the ARM
Cortex-M4 architecture.

Overall, these results indicate that migrating the internal
cryptography of BC to PQC would significantly increase the
time for the PPT process, but not the overall key exchange
time. This is primarily due to the time required for the
ECDH key generation and combine functions. Comparing
the lower-security variants, ML-KEM-512 notably outper-
forms P-192, reducing the time by 50 ms for the clean/default
implementations. It also remains below the 100 ms for
the optimized implementations, whereas the P-192 curve
slightly exceeds the 200 ms and 100 ms thresholds for the
default and optimized implementations, respectively. At a
higher NIST security level, the ML-KEM-768 key exchange
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Table 7
Statistical validation of the proposed scenarios: Normality, variance, and significance analysis.
Scenario KS ECDH (p) KS ML-KEM (p) Levene (p) MW (p) Cliff’'s 6 Speedup
1 0.982 1.47 x 107" 2.64x 10717 2.56x 1073 1.0 5.83%
2 0.858 5.26 X 10715 292x 10719 256 x 1073 1.0 5.20%
3 0.760 1.16 x 1077 323x 107 2.56x 1073 1.0 4.34x
4 0.457 3.5x 1078 230x 1071 2.56 x 1073 1.0 5.01x
P-192 (default) P-256 (opt) P-192 (default) P-256 (opt)
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Figure 7: CPU cycles distribution

takes approximately 100 ms more execution time than the
P-192 curve. For the high-security variants, the clean imple-
mentation of ML-KEM-1024 reduces the time required by
150 ms compared to the P-256 algorithm. However, their
optimized implementations perform similarly, with P-256
performing marginally better by 8 ms. Figure 6 illustrates
that 60-75% of the time taken by the PQC algorithms to
perform the key exchange is spent on PPT, a stark contrast
to the ECDH variants, where it is always well below 10%
of the total time. These results align with [31], which sug-
gest that Kyber (the precursor of ML-KEM) is the most
efficient lattice-based scheme for secure communications
under constrained-resource environments. They also follow
the trends depicted in [20], where Kyber clearly outperforms
different set of binary ECDH curves. Besides, works like
[32] and [33] also claim similar behavior under TLS, where
Kyber and ML-KEM clearly outperform ECDH algorithms
in terms of the total throughput of completed key exchanges
at the protocol level.
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over the compared scenarios.

6. Cross-Protocol Implications

The results obtained throughout this exploration provide
critical insights into the PQC migration of other IoT pro-
tocols operating under resource-constrained environments.
This transition is particularly vital as the industry shifts
toward utilizing edge devices for Al and data-collection
purposes. While traditional IoT devices function primarily
as gateways for sharing data with remote servers, edge
computing decentralizes this architecture by processing and
storing data locally. By bringing computational resources
to the information source, edge devices enhance both the
latency and quality of data insights [34]. Whether an edge
device collects data directly or is placed next to a sensing
IoT node, the entire ecosystem must support quantum-secure
cryptographic protocols to safeguard the transmission and
handling of sensitive information.

A diverse array of wireless protocols exists to serve vary-
ing communication requirements. While our work primarily
addresses short-range Bluetooth communication, numerous
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Table 8

Comparison of widely-adopted wireless loT protocols analyzing their use cases, key exchange, range, PPT fragmentation, and

ARM Cortex-M4 availability in mainstream implementations.

Protocol Use Cases Key Exchange Range PPT Frag. ARM Cortex-M4

BC [2] High-fidelity ECDH 10 — 150m High Common
Audio, Medical (P-192/P-256)
Telemetry,
Wearables

Wi-Fi [35] High-bandwidth ECDH 30 - 100 m Low Sometimes
Multimedia, (WPA3-SAE)
Video Streaming,
Enterprise WLAN

Z-Wave [36] Residential ECDH 30 - 100 m High Sometimes
Lighting, HVAC, (S2 Framework)
Security Sensors

Thread [37] Low-latency Mesh ECDH 10-30m High Common
Home Automation,  (J-PAKE)
IP-based loT

Matter [38] Interoperable ECDH Depends on Depends on Common
Smart Home (SPAKE2+) Transport Transport
Ecosystems, Cross-
vendor Device
Control

WI-SUN [39] Smart Utility ECDH 200 m = 1 km High Common
Grids, Smart (EAP-TLS)
Cities, Mesh
Sensing

ZigBee [40] Smart Lighting, Pre-Shared Keys 10 — 100 m Not Required Common
Industrial
Monitoring

LoRaWAN [41]  Agriculture, Pre-Shared Keys 2 — 15 km Not Required Common
Long-range Asset
Tracking

NB-loT [42, 43] Smart Metering, SIM Contains Keys 1 - 10 km Not Required Not MCU-
Deep-indoor dependant
Industrial Sensing

LTE-A [42, 43] Edge Computing, SIM Contains Keys 1 -5 km Not Required Not MCU-
Vehicle-to- dependant
Everything

other standards offer distinct specifications that directly in-
fluence their security architectures. For this study, the most
prominent protocols were selected based on their widespread
adoption across industrial and consumer sectors. Table 8
summarizes these protocols, highlighting the technical char-
acteristics most relevant to the variables examined in our
PQC analysis.

As detailed in Table 8, protocols such as ZigBee, Lo-
RaWAN, and cellular-based standards (NB-IoT, LTE-A)
often rely on pre-shared keys or SIM-based credentials

provisioned during manufacturing or through physical out-
of-band exchange. Because these do not utilize traditional
Diffie-Hellman-based handshakes for session establishment,
they are inherently shielded from the Harvest Now, Decrypt
Later threat targeting asymmetric key exchanges. By con-
trast, protocols that rely on ECDH, such as Wi-Fi, Z-Wave,
Thread, and WI-SUN, must follow a migration path similar
to the one proposed for Bluetooth in this study. For these
standards, the transition to ML-KEM is not merely a trivial
update, but a fundamental shift in how the pairing phase
handles increased cryptographic overhead. Protocols with a
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high fragmentation label, such as Thread or WI-SUN, will
require a significant increase in packet volume to transmit
cryptographic material during PPT. This increased airtime
has a cascading effect:

e RF Interference: In long-range scenarios (e.g., WI-
SUN’s 1 km range), an increase in packet count sig-
nificantly raises the probability of collision and packet
loss, potentially stalling the pairing process.

e Energy Constraints: Since radio-frequency opera-
tions are typically the most power-consuming compo-
nent of a constrained system, the increased reliance
on the wireless medium for PPT will lead to a propor-
tional decrease in battery life.

The computational analysis using the ARM Cortex-M4
in this study is highly representative of the mid-tier IoT
market, where this processor is widely used in different IoT
deployments, as suggested by Table 8. For high-performance
modules, the ARM Cortex-M4 often acts as a controller,
offloading heavy mathematical operations to dedicated hard-
ware cryptographic sub-engines. However, devices utilizing
smaller processors or different architectures will require
a distinct migration approach. Many current systems may
be forced to shift toward updated system-on-chip modules
with hardware acceleration for lattice-based cryptography,
or adopt a rearranged execution scheme similar to the one
demonstrated for Bluetooth in this exploration.

Though the results of this study establish a critical base-
line, the diversity of the IoT landscape requires further
research into the specific structural, packetization and cryp-
tographic design of each individual protocol. As summa-
rized in Table 8, many of these standards utilize distinct
authentication mechanisms that will interact uniquely with
PQC primitives. Matter, for example, operates by encap-
sulating security at the application layer, typically running
over a transport layer such as Thread, Wi-Fi, or Bluetooth.
Therefore, it executes a double handshake: one to secure the
underlying transport and a subsequent exchange to establish
the Matter fabric. If both layers migrate to PQC, the PPT
effort is effectively doubled. Furthermore, protocols that uti-
lize Password-Authenticated Key Exchanges (PAKEs), such
as Wi-Fi, Thread, and Matter present a unique migration
challenge. These protocols do not merely perform a key
exchange; they bind the process to a user-provided password
to prevent offline dictionary attacks. Transitioning these to
a quantum-safe equivalent requires a thorough analysis of
post-quantum PAKE algorithms and their feasibility under
the provided scenarios. Consequently, while this exploration
provides the foundational groundwork, future work must
conduct a deep-dive into the internal functioning of each
individual scheme to ensure a seamless and reliable PQC
transition of IoT systems.

7. Conclusion

This study offers the first comprehensive analysis of
post-quantum migration in BC pairing, combining protocol-
level modeling, over-the-air timing analysis, and practical
implementation benchmarks. Our findings yield three key
takeaways. First, standardized PQC schemes are computa-
tionally feasible on constrained Bluetooth controllers. The
experiments carried out in this study show that ML-KEM
implementations complete key generation and encapsula-
tion/decapsulation operations within practical timing bud-
gets, often matching or exceeding the efficiency of classical
ECDH schemes. This demonstrates that CPU limitations are
not the primary obstacle to PQC adoption in BC. Second,
the dominant bottleneck in PQC migration arises from com-
munication overhead. The larger public keys and ciphertexts
inherent to PQC substantially increase DM1 packet usage,
over-the-air transmission times, which may increase the
need for ARQ retransmissions. The time spent on Public
Parameter Transmission (PPT) for PQC algorithms accounts
for 60-75% of total key exchange latency, compared to less
than 10% for classical ECDH, highlighting that migration
challenges are primarily a wireless protocol issue rather
than a computational one. Third, not all standardized PQC
KEMs are suitable for constrained BC devices. While ML-
KEM can be deployed effectively, HQC exceeds RAM ca-
pacities of resource-constrained Bluetooth controllers and
imposes prohibitive transmission delays, rendering it im-
practical without architectural modifications. This distinc-
tion has significant implications for Bluetooth implementers
and standards organizations considering post-quantum mi-
gration strategies. As a result, this work demonstrates that
the safe integration of post-quantum key exchange in BC is
achievable with carefully selected schemes. However, suc-
cessful adoption requires careful consideration of over-the-
air packetization, energy consumption, and protocol reliabil-
ity; issues native not only to Bluetooth, but to general wire-
less communication protocols. This analysis lays ground-
work for future research on less constrained Bluetooth con-
trollers, which may support other KEM-based schemes, as
well as hybrid, staged, or application-layer PQC deployment
for wireless systems.
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