1. Agudo, et al., “Cryptography Goes to the Cloud”, 1st International Workshop on Security and Trust for Applications in Virtualised Environ-
ments (STAVE 2011), Communications in Computer and Information Science vol. 187, pp. 190-197, 2011.
http://doi.org/10.1007/978-3-642-22365-5_23

NICS Lab. Publications: https://www.nics.uma.es/publications

Cryptography goesto the Cloud

Isaac Agudo *, David Nufiez *, Gabriele Giammatteo 2, Panagiotis Rizomiliotis?,
Costas Lambrinoudakis *

1 Department of Computer Science, E.T.S. Ingenieria Informética,

University of Malaga, E-29071 Malaga, Spain
2 Research and Development Laboratory, Engineering Ingegneria Informatica S.p.A.

ViaRiccardo Morandi, 32 00148 Roma - Italy

8 Laboratory of Information and Communication Systems Security,

Department of Information and Communication Systems Engineering,
University of the Aegean Samos, GR-83200, Greece
“ Department of Digital Systems, University of Piraeus,
Piraeus, Greece
{isaac,dnunez} @lcc.uma.es, gabriele.giammatteo@ena.it, prizomil @aegean.gr, clam@unipi.gr

Abstract. In this paper we identify some areas where cryptography can help a
rapid adoption of cloud computing. Although secure storage has aready
captured the attention of many cloud providers, offering a higher level of
protection for their customer’s data, we think that more advanced techniques
such as searchable encryption and secure outsourced computation will become
popular in the near future, opening the doors of the Cloud to customers with
higher security requirements.
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1 Introduction

The wide adoption of cloud computing is raising severa concerns about treatment
of datain the cloud. Advantages of cloud storage are enormous: 1) ubiquitous access:
anywhere, anyhow, anyti me access to your data, ii) high reliability, iii) resilience and
iv) scdability, v) cost efficiency. But, unfortunately, to date, also several security and
legal risks should be considered: i) unauthorized access, ii) sensitive data disclosure,
iii) IPR protection, iv) communication threats and loads in transferring data, v) data
integrity. As stated in [17][18], cloud data security is the most worrying issue of cloud
technology and before enterprises or public authorities will fully outsource their data
management to cloud vendors replacing their internal facilities, security has to
improve to acceptable levels. This is dso the opinion of the European Commission
[16].

Cryptography could help increasing adoption of Cloud Computing by skeptic or
more security concerned companies. The first level of security where cryptography
can help Cloud computing is secure storage and this is the focus of Section 2. There
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are dready some cloud providers that have started providing secure storage services
but offering different levels of protection.

The major handicap of secure storage is that we cannot outsource the processing of
this data without decrypting it before or without reveding the keys used for
encryption. If we want companies to use the full potentia of Cloud Computing we
cannot restrict our effort to secure storage but aso to secure processing or
computation. The first steps in this direction are directed to enable search on
encrypted data, see Section 2.2. This dlows companies to store confidential
information in the cloud whilst still being able to access it partially without having to
decrypt it. In this model many companies could share a dataset, update and query it
without lesking any information to the cloud provider. By using these techniques,
governments could store their citizen databases in the Cloud and access individual
records without worrying about disclosure of persona information.

The last measure we discuss in this paper is Secure Computation (Section 3). By
secure computation we understand not only that the Cloud Provider cannot get any
confidential data used in the computation but also that the output of the computation
isverifiable.

2 Secure Storage

The main concern around data storage is the protection of information from
unauthorized access. In severd usage scenarios the risk of data being disclosed, log,
corrupted or stolen is unacceptable. Until data is stored on resources owned,
controlled and maintained by the data owner, the possibility of unauthorised accessis
reduced by any physical countermeasure or trust in authentication/authorisation
mechanism put in place by him/her sdf (e.g. physicaly located in room at the
establishment, behind closed doors and installing network firewalls and ACLs at
software levd).

Things radically change when moving from resources fully controlled by the data
owner to resources administrated by third party entities like public clouds. Resources
that sit outside the user's domain are resources not owned and not controlled by the
user and even trusting the resources' provider, the risk that someone (e.g. an employee
of the resources vendor) can access and disclose/corrupt data is considerable. In the
literature this risk is usually known as insider abuse or insider threat [18][19][20].
This is the mgjor risk that, presently, is preventing the large adoption of cloud-based
solutions by enterprises. Before companies move their data to the cloud, benefitting
from the cloud storage advantages, al issues deriving from storing data on un-owned
and un-trusted resources must be addressed, including the inconsistencies with this
new model, put there by the legal frameworks.

The secure storage approach aims to avoid insider threats using encryption
techniques to protect data from unauthorised access. The core concept of secure
storage is the encryption of data in the trusted environment before sending it outside
to the un-trusted cloud storage resource. There are a wide range of encryption
agorithms at the cutting edge which have been proved to be secure that can be used
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to perform encryption/decryption operations (e.g. AES, Serpent, Blowfish).
Theoretically both symmetric and asymmetric agorithms can be used, but, since the
latter are much slower than the former, for performance reasons symmetric
agorithms are preferred. The usage of encryption as a technique to secure data
guarantees the confidentiality of data and helps to detect any corruption in data

The main issue in the secure storage approach is the management of encryption
keys. In fact, once datais encrypted, keys become the true bits to protect! If keys were
stored in the un-trusted environment along with data, an attacker could have at his/her
disposa both data and the keys to decrypt the data, with disastrous consequences.
Keys are stored on a keystore that can be implemented either on a i) portable device
(eg., an usb pen-drive) owned by the user who can plug it anywhere (within the
trusted environment) or ii) in a specialised server which sits somewhere in the trusted
environment. The last solution is the most flexible schema which would allow the
user to access data from any location within the trusted environment and would also
enable scenarios in which keys could be shared by multiple users (e.g. see Adi
Shamir's How to share a secret [21] work on the sharing of keys).

A basic architecture of a secure storage systemis presented in fig. 1: when the user
wants to store data on an un-trusted resource: i) encrypts data at an encryption point
(it may be either the user's machine or a service offered within the trusted
environment), ii) encrypted data is sent to the storage service and iii) keys are stored
on the keystore. Inverse procedure is applied when data must be accessed: it is
transferred from the un-trusted storage to the encryption point, here keys are
retrieved, the decryption takes place and original datais sent back to the user.
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Fig. 1. Basic architecture of a secure storage system

Starting from this basic architecture a more complex one can be developed, for
instance to replicate data on multiple storage services (even coming from different
vendors) to augment data integrity and reliability in case of failure or corruption of
one of the storages.

2.1 Cloud storage offerings

All commercia cloud providers offer to their customers at least one cloud storage
servicee Amazon' S3 and SimpleDB, Microsoft Windows Azure Storage services,
Google App Engine Datastore, just to cite the most popular. All these products are
very powerful for their scalability and storage capacity, but their security mechanisms
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are based on authentication of users and the ACLs attached to the data stored. That
said, these security mechanisms are too wesk in a distributed and un-trusted
environment since therisk of data disclosure and corruption still exists. In order to fill
the gap between common storage services offered by cloud vendors and security
requirements, a secure storage system can be built on top of bare cloud storage.
Implementing such a system, al data stored on the cloud is encrypted and illegible,
addressing, in this way, security requirements while still keeping the advantages of
cloud storage.

Two good examples of commercial secure storage services which encrypt data
client-side before transmitting it outsde the user's machine (reasonably considered
trusted) are: i) Spideroak, that is a cloud based backup and file synchronisation
service which uses client-side encryption and implements a so called zero knowledge
system where keys (neither the master passwords nor encryption keys) are never
transmitted to the service's provider and ii) GoldKey — Cloud Sorage Security Key
with the peculiarity of storing keys on the GoldKey Token: a portable device very
similar to a usb pen-drive instead of the user’'s machine. In contrast, an example of an
ineffective secure storage service is Dropbox. It offers its users an online space to
store data using Amazon's S3 as a back-end storage service. Users' data is encrypted
before being stored on S3, but it has to be considered that Dropbox encrypts data in
its servers keeping the keys in its servers. This, in fact, nullifies the added value of
encryption since, unless for particular use cases, users consider Dropbox' servers as
trusted as S3 servers.

Looking at the open source panorama, a promising project released under GNU
License named Tahoe-L AFS amsto provide components to build adistributed secure
storage system. Besides the encryption mechanism, it aso implements an algorithm
[22] that splits datain n chunks storing them on different nodes. At retrieval time only
m<n nodes are needed to rebuild the origina data. This algorithm makes the system
more resistant to server failures and/or attacks, by increasing data integrity assurance.
A similar approach is used by EncryptMe: a proof of concept secure storage system
realised for grid infrastructures [23].

2.2  Searchable Encryption

Searchable encryption is a broad concept that deals with searches in encrypted
data. The godl is to outsource encrypted data and be able to conditionaly retrieve or
query data without having to decrypt al the data.

An interesting problem related with searchable encryption is Private Information
Retrieva (PIR) [8][9]. The problem here is for the user to retrieve information from a
database without reveding any information about the requested data to the server.
Searchable encryption goes one step further by allowing the user not only to retrieve
information privately but aso to search it.

The first searchable encryption scheme was defined in 2000 [10]. It makes use of
symmetric encryption and provides:

e (uery isolation for searches
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e controlled searching
e hidden queries

Those three properties guarantee that the server is not able to learn anything more
about the plaintext than the search result, it needs the user’ s authorisation to search for
an arbitrary word and the user need not reveal the word they are searching for. There
are some other symmetric schemes for searchable encryption that enhance security
and efficiency [11].

Another approach for searchable encryption is to use asymmetric encryption. The
first scheme for searchable encryption that makes use of public key cryptography is
the Public-Key Encryption with keyword Search (PEKS) scheme, proposed by Boneh
et al. [12]. By using public key cryptography it is possible for multiple persons to
encrypt data but only the owner of the private key will be able to search for a
keyword. This scheme has been enhanced in [13][14]

More advanced solutions aso alow searching with wildcards [15]. Most of those
schemes use hidden vector encryption (HVE). We can see HVE as an identity-based
encryption where both the encryption and the decryption key are derived from a
vector.

3 Secureoutsourcing of computation

Computation outsourcing is applied when an entity has to perform a task that
requires computation power and resources that the entity cannot dispose and the
delegation of this task to an external provider is the only option. Secure outsourcing
refers to such an outsourcing in which security requirements, and sometimes privacy
requirements can be met. The main chalenge of a secure outsourcing is to delegate a
computation to a set of service providers that are either distrusted or partidly trusted
without exposing and revealing either the input data or the computed output.
Moreover, the client wants to be able to verify the correctness of the result in order to
trust the new data that they possess.

The concept of computation outsourcing can be seen as the core of the cloud
computing model. However, such a modd of outsourcing, i.e. a distribution of
computations under rather loose restrictions cannot be applied in al cases. Indeed,
there is a plethora of applications for which there are strong security and privacy
requirements and there are companies and research institutes that avoid at any cost a
Cloud infrastructure due to security scepticism. Hospitals and hedth service
providers, clinica research institutes, stockbrokers and capital investment companies
are just afew examples. It is clear that the design of secure outsourcing computation
schemesis a very challenging research area.

3.1 Technical Solutions

Severa secure computation outsourcing techniques have been proposed and there
are classic results for the problems of secure two-party and multi-party computation.
In most cases, the main idea is that the client performs some pre-processing over the
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input data before sending it to the entity in charge of the computation. This pre-
processing adds some structured randomness. After the computation some post-
processing is required to remove the added randomness and reved the fina
computation output. These technica solutions can be divided into two main
categories. The first that a third trusted party (TTP) plays a vitd role in the security
and solutions so the presence of the TTP is not necessary. We will concentrate on the
second category. The computing can be performed either by using specia encrypted
functions, called garbled circuits, or by using encrypted input data, with a specia
form of encryption, called homomorphic encryption.

The notion of garbled circuits was introduced by Yao [1]. Initidly, the function to
be computed is first encrypted by an entity, called the constructor, with symmetric
cryptography. Then, another party, caled the evauator, decrypts the function using
the keys that correspond to the input data. The use of symmetric encryption
agorithms endows efficiency in terms of implementation to the garbled circuits.
However, this procedure is one-time-pad like. That means that the garbled circuits can
be used only once and their size is proportiona to the size of the function to be
computed. Several hardware i mplementations have been proposed to accelerate the
procedure.

Homomorphic encryption has severd applications including e-voting systems. It
alows the computation of encrypted data with requiring any additional information.
The first homomorphic encryption schemes were designed to perform specific
operations (e.g., multiplications for RSA, additions for Paillier, or additions and one
multiplication [4]), alowing the outsourcing of encryption or digital signing. These
schemes are very useful for another critica cryptography related secure cloud
challenge, the secure storage (see next section). However, over the last few years,
fully homomorphic encryption schemes that have been proposed alow for arbitrary
computations on encrypted data [5, 6]. However, these schemes are not yet practical,
as shown in fully homomorphic encryption which is not yet efficient enough to be
used in practical applications.
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Fig. 1. The Trusted/Commaodity Cloud Architecture. [7]

Several of the existing solutions have been adapted to the cloud modd. The
magjority of these solutions are lacking either in generality or practicality and
scalability [3]. As a genera architecture, a multi-cloud approach has been proposed,
i.e. two or more clouds that can be used for securing the outsource computation. More
precisdly, in one of proposals, a trusted cloud is responsble for the security critical
operations, i.e. the pre-processing and post-processing encryption and decryption (see
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Fig. 2). Then, the main operations can be performed by any untrusted cloud. In this
approach, any existing MPC solution can be used, but there is no guarantee
concerning the correctness of the result.

The second architecture aims to fill this gap. It is based on the cheap computational
power that cloud offers, and it uses the core of error correction codes theory, i.e.
redundancy. Instead of using only one cloud provider to perform a given computation,
two or more different clouds are used. If at least one of them is honest, then the user
can either verify the correctness of the result or identify an incorrect output.

As adirect generaisation of the problem of secure outsourcing one can look at the
case where a group of clients, that trust each other, want to use a cloud based
computation service that they do not fully trust. In this scenario, the proposed fully
homomorphic encryption schemes do not apply [2] and additional assumptions are
required.

4  Conclusions

We have reviewed in this paper the recent advances in crypto that we foresee will
add a new layer of security to Cloud Computing and boost its adoption. As we have
shown in the paper, most cryptographic primitives are ready to be used. We only need
to convince Cloud Providers to implement them or produce efficient i mplementations
that could easeitsinclusion in open source Cloud Computing platforms.

Wethink that Europeisin a good position to lead this activity. There are many EC
funding projects working on Cloud Computing and we expect that collaboration
between them can produce the drive needed for this development.
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