R. Rios and J. A. Montenegro, “Post-Quantum Cryptography: A Multi-layer Bottleneck Analysis”, International Journal of Information Security,
2026.
NICS Lab. Publications: https://www.nics.uma.es/publications

(will be inserted by the editor)

International Journal of Information Security manuscript No.

Post-Quantum Cryptography: A Multi-layer Bottleneck

Analysis

Ruben Rios - José A. Montenegro

Received: date / Accepted: date

Abstract Advances in quantum computing have led
the research community to develop new post-quantum
cryptographic algorithms. While most efforts have fo-
cused on designing and analyzing the security of these
algorithms, their integration into real-world systems de-
mands a multi-layer performance analysis to identify
and mitigate potential bottlenecks. Aligned with NIST’s
post-quantum transition strategy, this work addresses
that need by introducing a performance evaluation frame-
work that enables to assess and analyze the impact of
post-quantum key encapsulation mechanisms (KEMs)
and signatures at multiple layers of the protocol stack—
from standalone cryptographic primitives, to their in-
tegration into the TLS handshake, and finally into full
application scenarios such as VPNs—on two hardware
platforms. Our results show that signature and verifi-
cation operations dominate the overall cryptographic
cost, while KEMs such as MLKEM introduce minimal
overhead. In contrast, hybrid and HQC-based solutions
significantly increase handshake duration, particularly
on ARM platforms. Notably, the relative performance
between platforms shifts when comparing these crypto-
graphic primitives in isolation versus their integration
into higher protocol layers. This highlights the critical
need to evaluate post-quantum algorithms in realistic,
system-level scenarios.
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1 Introduction

The rapid progress in quantum computing poses a sig-
nificant threat to traditional cryptographic algorithms
[1], such as elliptic curve cryptography (ECC) and RSA,
sparking a global effort to develop and standardize post-
quantum cryptographic (PQC) algorithms capable to
resist quantum attacks. A leading role in this effort was
taken by U.S. National Institute of Standards and Tech-
nology (NIST) who initiated a competition to standard-
ize PQC algorithms [2], culminating in several FIPS
standards for key encapsulation (KEM) and digital sig-
natures.

While the primary focus of the research community
has been on the security guarantees of these new al-
gorithms, evaluating the impact of their deployment in
real-world systems is critical to a post-quantum transi-
tion strategy [3]. Modern systems and applications will
heavily rely on secure communication protocols, and
the integration of PQC algorithms are not sufficiently
explored and may significantly affect latency, scalabil-
ity, bandwidth, resource consumption and even proto-
col operation [4].

Effective integration of PQC into existing protocols,
such as Transport Layer Security (TLS), and applica-
tions, such as Virtual Private Networks (VPNs), re-
quires a thorough understanding of performance trade-
offs across different layers of the communication stack
and across various hardware platforms. Consequently,
in this work, we present a comprehensive performance
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evaluation framework tailored for the post-quantum tran-
sition. We systematically assess the performance of post-
quantum KEMs and digital signatures—both in isola-
tion and within different layers of the protocol stack—
on two representative hardware platforms. Our evalua-
tion allows exploration of architectural differences and
their influence on cryptographic performance, provid-
ing insights into potential bottlenecks.

Our analysis spans from low-level cryptographic prim-
itive benchmarks to evaluations in TLS handshakes and
TLS-based VPN deployments, revealing that signature
and verification operations dominate cryptographic over-
head, while certain post-quantum KEMs (e.g., ML-KEM)
introduce minimal latency. In contrast, hybrid and HQC-
based solutions significantly increase handshake dura-
tion, particularly on ARM platforms. This multi-layer
evaluation demonstrate that performance rankings can
shift dramatically when primitives are embedded in real-
world contexts, with some signature schemes introduc-
ing notable overheads. These findings underscore the
critical need for system-level evaluations to guide the
practical adoption of post-quantum cryptography.

The structure of this paper is organized as follows.
Sec. 2 analyzes related work and positions our main
contributions. Sec. 3 presents our evaluation setup, in-
cluding the selection of cryptographic primitives, proto-
cols, and applications selected for evaluation, as well as
the details of evaluation framework for performance as-
sessment at different layers of the communication stack.
Sec. 4, 5 and Sec. 6 present our performance analysis
at the primitive, TLS handshake, and VPN application
levels, respectively. Sec. 7 discusses the key cases in our
work. Finally, Sec. 8 concludes with key findings and
outlines future research directions.

2 Related Work

The development of PQC algorithms has been an active
area of research, particularly after the announcement of
the NIST competition in 2016 [2]. Several works have
focused on the analysis of these algorithms from a se-
curity perspective (e.g., [5, 6]) while others have con-
centrated on their applicability and cost.

Some authors have focused on benchmarking differ-
ent aspects of PQC algorithms. For example, an ex-
tensive compilation of performance metrics across var-
ious families of algorithms is presented in [7]. Other
works have analyzed the energy consumption of these
algorithms [8]. In particular, some studies have exam-
ined their suitability for power-constrained scenarios,
such as the Internet of Things [9]. Similarly, other au-
thors have worked on the optimization and benchmark-
ing of PQC algorithms. For instance, Dang et al. [10]

implemented three lattice-based KEMs from the sec-
ond round of the NIST PQC standardization process,
showing that hardware acceleration can substantially
improve their execution times. In [11], two competi-
tion finalists—one KEM and one signature scheme—are
benchmarked on a cryptoprocessor optimized for their
execution.

The integration of post-quantum KEMs and digital
signatures into security protocols has also been exten-
sively studied. Notably, [12] evaluates NIST signature
algorithm candidates at that time and investigates the
latency they impose on TLS 1.3 connection establish-
ment. [13] goes one step further and analyzes the im-
pact of both several post-quantum key encapsulation
and signature algorithms in TLS. In [14], the authors
devise a modular framework to evaluate the impact
of integrating post-quantum and hybrid cryptographic
primitives in the TLS protocol under various network
conditions. Similarly, [15] presents an evaluation across
three security levels, based on the traditional and post-
quantum candidate algorithms available at the time of
the study. Their work includes a breakdown of library-
level computational workload, highlighting an increased
CPU usage at the protocol level, but without a detailed
analysis of the underlying cryptographic primitives. In-
terestingly, Farooq et al. [16] observed that some KEMs
in TLS implementations— particularly BIKE and Classic
McEliece—performed better on Linux platforms than
on Windows on x86 systems. Additionally, the authors
in [17] focus on analyzing vectorized instruction sets
on x86 platforms, demonstrating performance improve-
ments over non-vectorized implementations. However,
these improvements are not reflected when integrated
into the TLS protocol. That work conducts a two-level
analysis, whereas our study performs a three-level anal-
ysis across two different platforms.

Some works have also investigated the impact of in-
tegrating PQC algorithms in virtual private network
applications. [18] evaluated the number of CPU instruc-
tions of several post-quantum cryptography from the
NIST competition in OpenVPN and HTTPS. Similarly,
[19] compared execution time of OpenVPN with tradi-
tional RSA and with Dilithium. Paquin et al. [20] have
also worked on the integration of PQC algorithms into
the OpenVPN protocol. Some authors have focused on
different types of VPN. For example, Bae et al. [21]
evaluate the execution speed of PQC algorithms from
NIST Round 3 finalists into IPSec. Wireguard VPNs
have also received attention lately [22, 23].

The analysis of the literature reveals that the per-
formance of PQC algorithms is influenced by hardware
platform; however, most works tend to focus on a single
platform. In general, research also tends to concentrate
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on a single layer of the protocol stack and does not trace
the impact of these algorithms across multiple layers. In
contrast, our analysis is not only multi-layered but also
considers two widely used hardware architectures. Ad-
ditionally, we focus on standardized PQC algorithms or
those recently selected for standardization. Compared
to our previous work [14], this study extends the anal-
ysis by incorporating performance comparisons across
CPU architectures and evaluating the latest PQC stan-
dards. Most notably, it introduces an additional layer
of complexity to the assessment of PQC impact on net-
work protocols, namely the VPN layer.

3 Evaluation setup

This section first presents the selection of cryptographic
primitives—traditional, hybrid and post-quantum— pro-
tocols and tools to be evaluated. Next, it describes the
software platform devised for the evaluation of the se-
lected primitives, protocols and tools.

3.1 Primitives, protocols and applications

Cryptographic primitives are typically categorized based
on the level of security they provide, which reflects the
computational effort required to break them. In tradi-
tional cryptography, this is expressed in terms of bits of
security, whereas post-quantum cryptography uses se-
curity levels—from Level I to V. Although there is no
exact correspondence between these two metrics, they
are conceptually aligned: for instance, a Level I post-
quantum cryptosystem offers resistance to quantum at-
tacks comparable to the resistance of AES-128 against
classical attacks. Similarly, Levels III and V correspond
approximately to the security offered by AES-192 and
AES-256, respectively.

Table 1 presents the cryptographic primitives se-
lected for evaluation. A baseline set of primitives for
both key exchange and authentication has been cho-
sen. Schemes based on elliptic curves are prioritized
over finite-field alternatives due to their superior ef-
ficiency [24]. For post-quantum cryptography, we se-
lected efficient algorithms that have been standardized
or selected for standardization in the NIST competi-
tion [2]. Hybrid algorithms combining traditional and
post-quantum primitives were considered for key en-
capsulation, but not for digital signatures. This reason
for this is that hybrid schemes are primarily designed
to mitigate “harvest now, decrypt later” attacks, which
do not pose a significant threat to signature schemes.

These cryptographic primitives are commonly used
in security protocols to provide authentication and to

Table 1: Cryptographic primitives selected for evalua-
tion.

Security KEM Signature
Level Trad Hybrid Post Trad Post
1 X25519 ﬁggigj‘“};‘fgzu ;‘;ﬁggu Ed25519  mldsa44
111 X448 ﬁigiéﬁgw ﬂ;ﬁgsg secp384rl mldsa6s
v p-521 gg;igz'géom :;1:;'22024 secp52irl mldsa87

ensure confidentiality and integrity following key ex-
change mechanisms. Among the various protocols that
incorporate key exchange and authentication, we se-
lect the Transport Layer Security (TLS) protocol due
to its widespread adoption and versatility across di-
verse application scenarios. TLS functionality is imple-
mented by various cryptographic libraries, each offer-
ing different levels of performance, configurability, and
support for algorithms. For our evaluation, we select
OpenSSL, an actively maintained open-source library
that supports the integration of external cryptographic
providers, enabling the use of both traditional and post-
quantum cryptographic primitives.

Several applications leverage the TLS protocol to
provide security at higher layers of the protocol stack.
Many application-layer protocols—such as HTTP, SM-
TP, and FTP—rely on TLS to secure their communica-
tion channels and ensure confidentiality, integrity, and
authentication. Among the various use cases, we select
Virtual Private Networks (VPNs) as the target appli-
cation for testing. In particular, we choose OpenVPN,
a widely used open-source VPN solution that employs
TLS for secure key exchange and authentication, mak-
ing it suitable for our evaluation.

3.2 Evaluation Framework

A systematic evaluation of post-quantum cryptography
bottlenecks demands for a benchmarking platform that
facilitates the configuration, deployment, execution and
analysis of cryptographic primitives, protocols and ap-
plications.

Fig. 1 presents a layered structure of the tools and
libraries that compose the framework, where each layer
fulfills a specific function. These components are encap-
sulated within a containerized environment to ensure
consistent deployment of both client and server sys-
tems, regardless of the platform architecture. By lever-
aging containerization, the framework maintains a stan-
dardized environment across all experimental setups.
For this purpose, Docker has been adopted as the core
container technology.
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Fig. 1: Evaluation Framework Components

Cryptography layer: this layer provides the primi-
tives (signatures and KEMS) necessary for the proto-
cols to perform the cryptographic handshake. While
both OpenSSL and MsQuic include traditional signature
and KEM primitives, they do not include post-quantum
primitives by default. This layer relies on the libogs
library, from the Open Quantum Safe (OQS) Project,
which provides numerous post-quantum cryptographic
implementations, including algorithms standardized by
NIST as well as proposals from previous standardiza-
tion rounds.

The integration of these post-quantum primitives
into both OpenSSL and MsQuic is facilitated by their
modular architecture, which supports the use of cryp-
tographic providers. The ogsprovider acts as bridging
component, allowing both protocol implementations to
access the primitives offered by libogs.

Protocols Layer: this layer comprises the protocols

under evaluation, in this case, TLS. Specifically, OpenSSL
has been selected due to its widespread adoption and

robust support for cryptographic standards. It provides

implementations for both client and server components,

enabling precise measurement of handshake performance
with minimal development effort.

Application Layer: this layer hosts the applications
that rely on the TLS protocol implemented in the Pro-

tocols layer. In this work, we selected Open VPN as the
representative application for evaluation. However, the
specific choice of application is not critical, as long as it
employs TLS-based authentication to establish a secure
communication channel. The primary objective at this
layer is to enable a comparison of the TLS handshake
duration when executed directly at the protocol level
versus during the application runtime, with the aim of
analyzing how the handshake time is distributed across
both contexts.

Network Layer: this layer provides the capability to
emulate various network conditions between the client
and server. This makes it possible to evaluate hand-
shake performance in both ideal and realistic scenarios,
including packet loss and latency.

Emulating ideal conditions allows for isolating the
performance of cryptographic primitives during the hand-
shake, eliminating external factors that could obscure
the analysis. Nonetheless, it is equally important to as-
sess performance under realistic network conditions. To
this end, our framework integrates Pumba, a flexible and
powerful tool for manipulating network behavior at the
container level.

In addition, the network layer incorporates Edge-
Shark, which enables Wireshark to capture packets di-
rectly within Docker containers. This facilitates the ver-
ification of protocol-compliant message exchanges, the
calculation of actual network traffic generated by each
configuration, and the validation of handshake dura-
tion measurements based on packet transmission times-
tamps.

Orchestration and Analysis Layer: this layer is re-
sponsible for managing scenario execution and coordi-
nating all components of the framework via a set of
bash scripts. Execution logs and captured network traf-
fic are processed using Python scripts, which generate
CSV files containing the relevant data. These files serve
as the basis for generating plots and performing statis-
tical analyses for each evaluated scenario. In addition to
basic statistical metrics, our analysis includes the com-
putation of the coefficient of variation, and outliers.

The evaluation framework is available at https://
github.com/montenegro-montes/TLS-VPN. The repos-
itory contains all the necessary files to run the platform,
including Docker installation instructions, scenario ex-
ecution scripts, and analysis tools. Additionally, it pro-
vides access to the logs and plots generated and used
in this work.
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3.3 Hardware Platforms and Execution Environment

The evaluation was conducted on two hardware plat-
forms: an ARM-based system and an x86-based sys-
tem. The ARM platform is a Macbook Pro 13 fitted
with an Apple M2 System on Chip that offers 8 cores:
4 performance cores (up to 3.5 GHz), and 4 power-
efficiency cores (up to 2,4 GHz). The x86 system is a
server with two Intel Xeon Silver 4214 CPUs, each with
12 physical cores running at 2.20 GHz, but it can run at
Turbo speed (3.20 GHz) on demand. The experiments
were run on a virtualized Ubuntu Desktop machine with
24 logical cores running on top of the VMware ESXi
version 8.0 hypervisor. The x86 processor supports ad-
vanced vector instruction sets, including AVX, AVX2,
and AVX-512 (F, DQ, BW, and VL extensions). No
CPU frequency scaling or turbo boost mechanisms were
active during the experiments, ensuring stable and de-
terministic performance measurements.

Both platforms running Ubuntu 24.10, aligned with
cloud-native and container-oriented deployment prac-
tices. To ensure reproducibility and prevent ABI in-
compatibilities among cryptographic libraries, the com-
plete evaluation environment is encapsulated within a
Docker container. The cryptographic stack relies on
OpenSSL 3.4 and libogs v0.12.0, with ogsprovider
v0.8.0 acting as the integration layer between both
components. All software is compiled using GCC 14.2.0
with using -03 optimization.

A core design principle of the framework was to
minimize modifications to standard software distribu-
tions. This approach ensures compatibility with up-
stream updates and avoids introducing dependencies
on custom or patched software components, thereby
enhancing maintainability and ease of integration. Al-
though only standard software distributions are used,
all components are locally compiled, enabling platform-
specific optimizations based on the underlying hard-
ware and available CPU instruction sets.

For the evaluation of cryptographic primitives, each
benchmark consisted of fifty consecutive executions of
the openssl speed command, automated through the
framework. All signature and KEM operations were ex-
ecuted within a containerized environment configured
with strict CPU and I/0O isolation to minimize system-
induced variability. For each primitive, fifty latency sam-
ples were collected to compute the mean execution time.

For the measurement of TLS handshake duration,
we developed a minimal custom program based on s-
_client from the OpenSSL toolkit. This tool estab-
lishes multiple handshake connections within a config-
urable time window and reports the mean duration of
successful handshakes over that period. Although this

approach allows for automated and repeatable measure-
ments, it introduces a relatively high degree of vari-
ability due to concurrent execution and internal timing
mechanisms.

For the application-level measurements, we adhered
to the principle of avoiding any modifications to the
original OpenVPN distribution. Consequently, the eval-
uation was conducted by capturing network traffic and
analyzing packet timestamps to determine connection
establishment durations. This strategy enhances the fra-
mework’s adaptability to future versions of the applica-
tion, as it avoids introducing software dependencies or
requiring changes to the source code. However, it also
incurs additional delays due to the overhead introduced
by packet capture and logging mechanisms. This effect
becomes particularly evident when comparing the TLS
handshake durations measured during VPN connection
setup with those obtained using the custom measure-
ment tool.

3.4 Metrics and Statistical Analysis

In all experiments, in addition to computing the mean
and standard deviation (SD) of the connection dura-
tion, we also calculate the median and Interquartile
Range (IQR) as well as the coefficient of variation (CV),
and the percentage of outliers. We use Tukey’s method
for the identification of outliers, which establish as out-
liers those values outside 1.5 x IQR below the first
quartile or above the third quartile. All our results
are obtained from continuous executions (‘hot’ runs),
as suggested by [25], and warm-up runs are excluded
from the reported data.

The mean and median are measures of central ten-
dency and comparing them indicate the skewness (asym-
metry) of the distribution. The SD and IQR quantify
spread in the original data units, while the CV normal-
izes this spread. In case the SD is disproportionately
large compared to the IQR, it confirms that the out-
liers are heavily influencing the overall variability. The
CV, calculated as the ratio of the SD to the mean, is a
unitless measure often express as a percentage.

A low CV (below 10%) indicates stable and pre-
dictable handshake timing, whereas higher values re-
veal greater variability and jitter, which could impact
the reliability of real-world handshake performance.

4 Cryptographic Primitives Evaluation
This section evaluates the execution time of key encap-

sulation/exchange mechanisms (KEMs) and signature
schemes across two processor architectures—ARM and
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x86— quantifying the computational overhead of each
primitive.

The evaluation consists of fifty consecutive runs of
OpenSSL’s speed command for each of the algorithms
introduced in Sec. 3.1. These executions were launched
using the evaluation framework inside a container with
strict CPU and I/O isolation. Precise evaluation details
are provided in Sec. 3.3.

4.1 Benchmarking KEM primitives

Key encapsulation mechanisms consist of three main
operations: (i) KeyGen, a probabilistic algorithm that
generates a public/private key pair (pk, sk); (ii) Encaps,
a probabilistic algorithm that takes pk as input and
outputs a ciphertext ct along with a shared secret ss;
and (iii) Decaps, a deterministic algorithm that recov-
ers ss from sk and ct. The results of executing these
operations on both ARM and x86 architectures are de-
tailed in Table 2. Additional statistical metrics, includ-
ing median, IQR and outlier percentage, are provided
in Table A.1 in Appendix A.

The results show that ARM outperforms x86 across
all cryptographic algorithms and security levels, except
for ML-KEM, which consistently runs faster on x86—by
a factor of 1.5 to 2.5x depending on the primitive. In
contrast, execution times exhibited by HQC, the other
post-quantum alternative, are up to 3 times better on
ARM but they are more stable on x86, as indicated by
dispersion metrics, particularly the coefficient of vari-
ation (CV), which is unitless and therefore well suited
for comparing relative variability across distributions
with different scales. In general, the CV stays below
1% on x86—except for ML-KEM which stays below 4%—
while, on ARM, it typically falls within 4.85% to 5.15%
(95% confidence interval). Outliers are generally lim-
ited —typically below 10% (see Table A.1)— although
higher outlier percentages appear more frequently on
ARM. Notably, ML-KEM exhibit the highest percentage
of outliers; however, this is largely attributable to its
extremely low central dispersion (IQR), particularly in
x86, causing minor timing deviations to be classified as
outliers despite highly stable central behavior.

Among all primitives, HQC variants exhibit the most
stable behavior, yet also the highest execution times,
with an overhead of up to 100x on ARM-—compared to
X25519 Decaps—and even higher on x86. The compu-
tational cost of HQC is so significant relative to other al-
gorithms that its combination with elliptic curves (i.e.,
hybrid HQC) has a negligible impact on overall execution
time. This is not the case for hybrid ML-KEM, whose ex-
ecution time increases by up to a factor of 25 when

combined with P521.Nonetheless, the execution perfor-
mance of hybrid ML-KEM is significantly superior to that
of plain HQC.

The transition from Level I to Level III reveals dif-
ferent behaviors. Classical ECDH-based schemes expe-
rience the steepest increase on both ARM and x86 ar-
chitectures: KeyGen slows down by approximately 6x,
Encaps by 5x and Decaps by 4x. ML-KEM shows a mod-
est latency increase of approximately 1.6x across all
operations, whereas HQC exhibits a more significant in-
crease of 2.5-3x. Hybrid ML-KEM combines the costs of
both components, resulting in a 4-5x penalty, while
hybrid HQC closely mirrors the increase of pure HQC.

Moving from Level III to Level V exacerbates these
trends. Classical schemes slow down significantly—Key-
Gen and Encaps approximately 10x, and Decaps up
to 12x. In contrast, both ML-KEM and the pure and
hybrid variants of HQC remain relatively stable, with
execution times increasing by only 1.4-2x. However,
hybrid ML-KEM incurs a 9-11x increase.

Overall, these results highlight the favorable over-
head and scalability characteristics of ML-KEM compared
to classical and other post-quantum KEMs. However,
hybrid deployments demand careful evaluation due to
their compounded overheads. Another important as-
pect is the improved efficiency of ML-KEM on x86 ar-
chitectures, where it performs approximately 2x faster
than on ARM.

4.2 Benchmarking signature primitives

Similar to KEMs, signature algorithms involve three
main operations: (i) KeyGen, a probabilistic algorithm
that generates a secret key sk for signing and a public
key for verification pk; (ii) Sign, an algorithm that re-
ceives a message m and a secret key sk and outputs a
signature o; and (iii) Verify, an algorithm that takes a
message m, a public key pk and a signature o, and out-
puts a bit b indicating whether the signature is valid.
Table 3 presents the execution times of the primitives
on both ARM and x86 architectures. Additional statis-
tical metrics are provided in Table A.2 in Appendix A.

The results indicate that, for elliptic curves, ARM
consistently outperforms x86 by roughly a factor of 2-
3x for all cryptographic operations. The performance
of signatures and verification is stable and predictable
on both architectures as indicated by a relatively low
CV. However, the execution times and CV of the key
generation operation (KeyGen) are significantly higher
and less stable, but still exhibits a low IQR and outliers
percentage (as shown in Table A.2). This is generally
not a concern, as this primitive is only barely used in
practice.
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Table 2: Comparison of KEM operations times on ARM and x86 architectures. SpeedUp values above 1 indicate
a performance improvement, whereas values below 1 indicate a slowdown.

ARM 86
Security Signature x SpeedUp ARM vs x86
Level Primitive KeyGen Encaps Decaps KeyGen Encaps Decaps
Mean+SD/CV ~ Mean+SD/CV  Mean+SD/CV Mean+SD/CV Mean+SD/CV Mean+SD/CV KeyG Enc Dec
0.024 £ 0.001 0.055 £ 0.002 0.030 £ 0.001 0.047 £ 0.001 0.106 £ 0.001 0.053 £ 0.000 p
I x25519 2.00x 1.93x 1.77x
2.17 3.41 4.81 2.07 0.96 0.69
. - .
111 <448 0.153 £ 0.005 0.267 £ 0.009 0.112 £ 0.004 0.304 £ 0.003 0.553 £ 0.005 0.243 £ 0.002 1.99%  2.07x 217x
3.51 3.45 3.98 0.87 0.95 0.94
1.333 4+ 0.048 2.675 £ 0.079 1.361 + 0.091 2.820 £ 0.021 5.676 £ 0.049 2.842 £ 0.030
v P-521 2.12x 2.12x 2.09x
3.63 2.94 6.72 0.75 0.86 1.04
0.045 4 0.002 0.076 £ 0.002 0.081 £ 0.003 0.070 £ 0.001 0.124 4 0.002 0.122 £ 0.002 y
I x25519 mlkem512 1.58x 1.64x 1.50x
3.82 3.20 3.44 1.28 1.29 1.51
T nlkem512 0.020 £ 0.001 0.022 £ 0.000 0.027 £ 0.000 0.013 £ 0.001 0.012 £ 0.000 0.011 £ 0.000 067%  0.55x 0.41x
2.66 2.11 1.82 3.74 1.99 3.84
I %448 m1ken768 0.200 £ 0.007 0.322 £ 0.010 0.326 + 0.012 0.368 £ 0.003 0.632 £ 0.006 0.632 £ 0.005 1.84% 1.96% 1.94%
3.40 3.17 3.54 0.91 0.93 0.85
0.034 4+ 0.002 0.036 £ 0.001 0.044 £ 0.002 0.021 £ 0.000 0.019 £ 0.000 0.018 £ 0.000 § .
III mlkem768 0.62x 0.53% 0.42x
4.47 3.83 5.11 1.97 0.74 2.67
v 521 mlken1024 1.899 + 0.049 2.789 £ 0.118 1.596 £ 0.067 3.971 £ 0.034 5.816 £ 0.069 3.304 £ 0.029 200%  2.09% 2.07x
2.60 4.23 4.20 0.86 1.18 0.88
5
v nlkem1024 0.052 & 0.002 0.052 £ 0.002 0.063 £ 0.004 0.029 £ 0.001 0.027 £ 0.000 0.027 £ 0.000 0.57x%  0.52x 0.43x
4.69 4.32 5.99 1.84 1.54 1.66
0.901 + 0.031 1.845 + 0.072 3.081 £ 0.098 2.619 £ 0.023 5.301 £ 0.050 8.367 £ 0.086
I x25519_hqc128 2.91x 2.87x 2.72x
3.44 3.92 3.18 0.88 0.94 1.03
. P " . . - - .
T hqc128 0.906 + 0.036 1.818 i 0.066 3.029 £ 0.069 2.560 £ 0.022 5.179 £ 0.049 8.260 £ 0.074 283%  2.85x 273%
3.93 3.61 2.29 0.87 0.95 0.89
I 448 hqc192 2.792 £ 0.099 5.562 £ 0.183 8.688 £ 0.289 8.141 £ 0.068 16.293 £ 0.140 24.807 £ 0.195 202%  2.93x 2,86
3.56 3.29 3.33 0.83 0.86 0.79
2.776 £ 0.057 5.459 £ 0.126 8.722 4 0.226 7.839 £ 0.070 15.713 £ 0.130 24.257 £ 0.245
I1I hqc192 2.82x 2.88% 2.78%
2.07 2.30 2.59 0.90 0.82 1.01
5.5 5 g 5.866 3 5 : ; ; o 3
v 521 hqe256 6.507 £ 0.098 12.125 4+ 0.093 16.866 + 0.132 18.101 + 0.156 34.186 + 0.264 47.522 + 0.339 278%  2.82x 2.82x
1.51 0.77 0.78 0.86 0.77 0.71
v hqc256 4.708 £+ 0.061 9.506 £ 0.069 15.410 £ 0.048 14.325 £ 0.139 28.819 £ 0.277 44.722 + 0.374 3.04x  3.03% 2.90x
1.29 0.72 0.31 0.97 0.96 0.84
Table 3: Comparison of Signature operations times on ARM and x86 architectures.
ARM x86
Security Signature SpeedUp ARM vs x86
Level Primitive KeyGen Sign Verify KeyGen Sign Verify
Mean+SD/CV ~ Mean+SD/CV  Mean+SD/CV  Mean+SD/CV Mean+SD/CV Mean+SD/CV KeyG Sign Verif
4.191 £ 0.137 0.024 £ 0.000 0.077 £ 0.002 10.930 + 0.932 0.048 £ 0.001 0.156 £ 0.002 . ;
I ed25519 2.61x 1.98x 2.03x
3.260 1.550 2.180 8.530 1.130 1.120
11 ecdsapasd 5.360 £+ 0.140 0.562 £ 0.007 0.470 £ 0.006 13.026 + 0.862 1.253 + 0.012 1.034 &+ 0.010 9.43% 2.93x 2.90x
5.378 1.240 1.270 6.620 0.990 1.000
7.031 £ 0.152 1.405 4+ 0.018 1.103 + 0.037 15.846 + 0.446 3.001 £ 0.046 2.351 £ 0.036 -
\ ecdsap521 2.25% 2.14x 2.13x
2.160 1.320 3.330 2.820 1.520 1.510
I mldsadd 4.220 £ 0.587 0.235 £ 0.002 0.060 =+ 0.002 10.742 £ 0.687 0.110 £ 0.001 0.039 £ 0.000 254%  0.46x 0.65x
13.920 0.950 3.360 6.400 0.850 0.610
111 nldsa6s 4.517 £ 0.173 0.383 £ 0.005 0.096 + 0.004 10.805 + 0.733 0.176 £ 0.001 0.066 + 0.000 239%  0.46x 0.68x
3.830 1.340 4.150 6.780 0.500 0.760
4.50¢ 1163 .46 .004 1 . 10.90¢ .47¢ 221 .001 .10¢ .001
v nldsag? 503 & 0.163 0.460 £ 0.00. 0.157 £ 0.005 0.905 + 0.479 0 =+ 0.00 0.105 £ 0.00 249%  0.48x 0.67x
3.630 0.920 3.180 4.390 0.600 0.510

In contrast, post-quantum ML-DSA exhibits a differ-
ent performance profile. While ARM remains faster in
key generation, it is slower than x86 (by a factor of
2-3x) in signing and verification across all security lev-
els. This is consistent with the results of ML-KEM in
Sec. 4.1, which may suggest that post-quantum algo-
rithms based on modular lattices can more effectively
leverage AVX2-enabled SIMD parallelism on x86 proces-
sors. Works such as [17] report performance improve-
ments enabled by AVX2 and AVX-512 vector instruc-
tions over non-vectorized code. While AVX-512 provides
additional benefits over AVX2, the major performance

gains stem from the adoption of AVX2, with reported
speedups between 6x and 9%, depending on the secu-
rity level and the ML-KEM operation.

Regarding scalability, moving across security levels
reveals different latency patterns between traditional el-
liptic curve-based signatures and post-quantum signa-
ture schemes. Elliptic curves exhibit a two-stage growth
pattern: the most significant increase occurs when mov-
ing from Level I to Level III on both ARM and x86,
where signing time increases by more than one order
of magnitude and verification nearly reaches one or-
der of magnitude. The subsequent transition to Level V
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leads to a further 2-3x increase in both operations. In
contrast, ML-DSA shows a more gradual increase, with
signing times roughly doubling and verification times
tripling from Level I to Level V, on both architectures.
Key generation times remain largely unaffected across
security levels.

5 Performance Evaluation in TLS Handshake

This section evaluates post-quantum cryptographic prim-
itives when integrated into the Transport Layer Secu-
rity (TLS) protocol. Prior to analyzing mutually au-
thenticated TLS handshake execution times, we present
an overview of the TLS handshake, describe the crypto-
graphic primitives involved, and provide a preliminary
assessment of their cost within the protocol.

5.1 Overview of TLS Handshake

The TLS protocol is a fundamental Internet security
protocol. It consists of a handshake phase followed by a
data transmission phase. During the handshake phase,
public-key cryptography is used for key exchange and
authentication. The resulting key material is then used
in the data transmission phase to secure communication
using symmetric-key cryptography [26]. Consequently,
our focus is on the handshake phase and its associated
cryptographic operations.

Fig. 2 illustrates the message flow and cryptographic
operations in a mutually authenticated TLS handshake,
based on certificates signed by a certificate authority.
This mode requires at least nine cryptographic oper-
ations, with additional certificate verifications poten-
tially required depending on the depth of the certificate
chain. We focus on mutually authenticated TLS as we
later investigate the performance of TLS-based VPNs,
which also rely on mutual authentication. An analy-
sis of TLS with server-only authentication is presented
in [14].

During the key exchange sub-phase, the client per-
forms KeyGen and Decaps, while the server executes
Encaps. During the authentication subphase, both par-
ties sign the handshake transcript and each performs
three verification operations—one for the peer’s hand-
shake signature and two for validating the certificate
chain. We used 1trace to validate that each party exe-
cuted the expected primitives according to the protocol
specification, and to measure the execution time of the
cryptographic primitives invoked during the handshake.

Client Server

b

1 KeyGen ClientHello :

s! o

%i ServerHello Encaps |

1 < 1

E Decaps E

L _—

EF EncryptedExtensions, i

'%: CertificateRequest, Certificate !

< < 1

o |

8! Verify(Cert o e Sign |

gi eri y(Cert) CertificateVerify, Finished 'an |

> H i

| Verify(CertVerify) H

1 1

| Certificate |

< >

3: Verify(Cert) E
T

oy Sign CertificateVerify, Finished |

2, i

O . o

! Verify(CertVerify) |

1 1

1 1

Application Data
N i

Fig. 2: Cryptographic operations involved in a mutually
authenticated TLS handshake

5.2 Mutually Authenticated TLS Handshake
Evaluation

This section analyzes the execution times of mutually
authenticated TLS handshakes —based on OpenSSL
v3.4— under ideal network conditions. While the eval-
uation framework supports realistic network conditions,
an ideal setting was used to isolate the impact of plat-
form architecture differences and to analyze the time
distribution between cryptographic and non-cryptogra-
phic operations.

Regarding the evaluation of TLS configurations in-
volving traditional signatures (Table 4 and Fig. 3)!,
the results show a consistent performance advantage for
ARM across all KEMs and security levels, with Speed Up
values ranging from 2.32 to 4.07. These results rein-
force the trend observed in Sec. 5.3. In general, tra-
ditional primitives and those involving ML-KEM exhibit
similar and stable handshake durations across all secu-
rity levels. In contrast, configurations using HQC result
in a significant handshake time increase and variabil-
ity. This cost becomes prohibitive on both platforms—
particularly on x86—when using Level V HQC variants.

The results of running TLS handshakes with post-
quantum signatures are presented in Table 5 and Fig. 4.

1 Figures are included to illustrate the distribution of exe-
cution times and highlight performance differences and vari-
ability across platforms. The signature algorithm used at each
security level is indicated at the top of the subfigures.
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Table 4: Handshake times (ms) for mutually authenticated TLS handshakes with traditional signatures. “SpeedUp”

is the performance advantage of ARM over x86.

Security ARM x86
Level
KEM Mean + SD Median IQR CV Out. % Mean + SD Median IQR CV Out. % SpeedUp
x25519 0.78 4+ 0.04 0.78 0.02 0.05 3.30 2.96 4+ 0.47 3.11 0.79 0.16 0.20 3.79x
x25519_mlkem512 0.99 4+ 0.03 0.99 0.03 0.03 2.05 3.10 4+ 0.48 2.94 0.70 0.15 0.10 3.14x
I mlkem512 0.83 4+ 0.03 0.82 0.03 0.03 1.45 3.36 &+ 0.42 3.52 0.45 0.12 6.05 4.07x
x25519_hqcl28 7.34 £ 0.10 7.34 0.11 0.01 1.50 24.99 £ 4.95 23.80 10.04 0.20 0.00 3.40x
hqc128 7.16 + 0.10 7.16 0.10 0.01 1.70 27.40 + 4.72 29.62 794 0.17 0.00 3.83x
x448 3.55 + 0.05 3.55 0.04 0.01 4.45 11.73 £ 1.95 12.50 2.89 0.17 0.00 3.30x
x448_mlkem768 4.08 + 0.06 4.07 0.05 0.01 2.90 11.55 + 2.41 10.58 4.77  0.21 0.00 2.83%
111 mlkem?768 3.24 4+ 0.05 3.24 0.04 0.01 5.65 11.28 £+ 1.56 11.71 1.09 0.14 15.90 3.48x
x448_hqc192 22.16 £+ 0.23 22.13 0.17 0.01 3.95 66.26 + 12.45 60.04 11.29 0.19 13.68 2.99x
hqc192 21.40 £ 0.46 21.31 0.18 0.02 6.00 63.63 £ 11.22 58.29 7.93 0.18 14.14 2.97x
P-521 11.96 £+ 0.21 11.93 0.12  0.02 4.30 27.76 £ 5.15 25.32 5.12  0.19 10.61 2.32x
p521_mlkem1024 16.05 £ 0.28 16.01 0.13 0.02 5.55 47.78 £ 6.62 50.26 10.59 0.14 0.00 2.98%
\Y% mlkem1024 6.89 + 0.10 6.88 0.10 0.01 2.00 21.16 + 3.31 22.28 2.72 0.16 19.36 3.07x
p521-hqc256 49.78 + 6.53 48.92 045 0.13 12.41 165.59 + 33.69 182.00 70.10 0.20 0.00 3.33x
hqc256 40.24 £ 0.99 39.82 0.61 0.02 17.45 137.57 + 29.37 138.65 59.85 0.21 0.00 3.42x
Impact of KEM on Handshake Time (ed25519) Impact of KEM on Handshake Time (secp384r1) Impact of KEM on Handshake Time (secp521r1)
Platform Platform 200 Platform
20 N ARM I x86 mm ARM mm x86 mm ARM m x86
80 175
o® _ 150
%ZO %60 %125
£ £ £
%15 £ £100
5 540 ]
§ § § 75
£ 2 £
_J ] 2 —J 1 50 g ? — e
5
;% e i N s e
0
x25519 x25519_  mkem512  x25519_ hqc128 0 x448 x448_ mikem768 x448_ hac192 0 P-521 p521_ mikem1024 p521_ hqc256
mlkem512 hqc128 mlkem768 hqc192 mikem1024 hqc256
(a) Level I (b) Level IIT (c) Level V

Fig. 3: TLS handshake using traditional signatures on ARM and x86

These settings consider future scenarios where both the
KEM and signature primitives are post-quantum. Tra-
ditional KEMs are included solely as a baseline refer-
ence. Although in these settings TLS handshakes con-
tinue to perform better in ARM, the SpeedUp values
are smaller—ranging from 1.33 to 2.60. This behavior
can be partly explained because post-quantum ML-DSA
signature performs better on x86, as shown in Table 3.

Finally, the influence of post-quantum signature al-
gorithms lead to narrower confidence intervals and CV
values on x86 compared to ARM, reversing the trend
observed in a setting with traditional signatures. This
shift aligns with the prior evaluation of signature primi-
tives, where x86 demonstrated better performance than
ARM for certain post-quantum schemes.

5.3 Execution time of TLS handshake primitives

This section examines the proportion of the overall TLS
handshake execution time attributable to cryptographic
primitives.

A baseline approach to tackle this task while min-
imizing code changes is to make an estimate based on
the aggregated execution times of the individual primi-
tives reported in Tables 2 and 3. This cost is represented
under the “baseline” columns in Tables 6 and 7, which
compare the overall TLS handshake time and the ag-
gregated cryptographic execution time, reporting their
ratio.

These results reveal a significant portion of the hand-
shake on ARM is due to cryptographic operations. De-
spite the lower relative cryptographic cost on x86, the
total handshake time remains significantly higher across
all configurations. Moreover, cryptographic operations
exhibit lower variability on ARM.
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Table 5: Handshake times (ms) for mutually authenticated TLS handshakes with post-quantum signatures.
“SpeedUp” is the performance advantage of ARM over x86.

Security ARM x86
Level

KEM Mean + SD Median IQR CV Out. % Mean £ SD Median IQR CV Out. % SpeedUp
x25519 1.16 £ 0.24 1.10 0.28 0.20 3.35 2.09 £+ 0.31 2.02 031 0.15 5.25 1.81x

I mlkem512 1.16 £ 0.25 1.10 027 0.22 2.80 2.04 £+ 0.30 1.96 0.27 0.15 6.25 1.76 %
hqcl128 7.43 + 0.32 7.38 0.21 0.04 4.40 19.12 + 1.83 1855  0.94 0.10 9.76 2.57x
x448 1.97 £ 0.42 1.90 045 0.21 3.60 3.01 + 0.37 292 033 0.12 6.35 1.52x

111 mlkem768 1.67 £ 0.40 1.57 0.47 0.24 3.15 2.34 £ 0.31 2.26 0.30 0.13 6.50 1.40x
hqgc192 20.13 £ 0.75 19.93  0.43 0.04 9.85 52.42 + 3.16 51.51 1.63 0.06 8.56 2.60x
P-521 6.90 £+ 0.48 6.80 0.37 0.07 4.25 12.79 £+ 1.20 12.43  0.65 0.09 9.25 1.86%

\% mlkem1024 1.93 £+ 0.37 1.82 043 0.19 3.90 2.55 + 0.28 248 0.26 0.11 5.75 1.33%
hqc256 36.29 + 0.70 36.16  0.42 0.02 4.30 94.28 + 5.91 92.51 2.12  0.06 10.89 2.60x

Impact of KEM on Handshake Time (midsa44) Impact of KEM on Handshake Time (mldsa65) Impact of KEM on Handshake Time (midsa87)
Platform Platform Platform
. | . l 100 p
» N ARM I x86 L o mm ARM mm x86 mm ARM m x86 L
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Fig. 4: TLS handshake using post-quantum signatures on ARM and x86.

These results suggest that non-cryptographic oper-
ations may introduce additional overhead on x86 under
ideal conditions, and that x86 generally shows greater
performance variability.

To validate these calculations without altering the
codebase, we rely on ltrace?, which allows us to mon-
itor the invoked cryptographic functions and measure
their execution time. This enables an independent es-
timation of the computational cost of each primitive.
For the percentage calculation, the aggregated primi-
tive cost is compared against the handshake execution
time obtained through ltrace, since the use of this
tool introduces a significant overhead, as shown in the
“Itrace” column in Tables 6 and 7.

The baseline evaluations and the measurements ob-
tained with ltrace exhibit strong correspondence on
ARM for both classical and post-quantum signatures,
whereas on x86 the discrepancies between the two be-
come more pronounced. This behavior is primarily due
to the optimizations that x86 applies when executing
cryptographic primitives in isolation, as well as the ad-

2 ltrace: library call tracer - Linux man page. https://www.
ltrace.org/

ditional overhead introduced by non-cryptographic tasks
during real handshake execution.

Focusing on the comparison between platform ar-
chitectures and 1trace measurement, ARM spends be-
tween 39% and 61% of the handshake time on cryp-
tographic operations, corresponding to Security Lev-
els I and V with traditional signatures, respectively.
In contrast, x86 allocates between 41% and 64%. Re-
garding handshakes involving post-quantum signatures,
both ARM and x86 exhibit very similar behavior across
security levels, with ratios ranging approximately from
40% up to 57%.

These results indicate that, despite architectural dif-
ferences, the relative cryptographic cost of post-quantum
signatures is remarkably consistent across ARM and
x86. Traditional signatures, however, show greater vari-
ability between platforms, suggesting that platform spe-
cific optimizations in x86 amplify non-cryptographic
overheads. Overall, post-quantum signatures introduce
a stable and predictable computational footprint that
is less sensitive to architectural differences.
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Table 6: TLS connection establishment with traditional signatures and the evaluation of handshake time spent on

cryptographic operations

ARM x86
Security
Level baseline ltrace baseline ltrace
KEM TLS + SD  Crypto + SD Crypto % TLS + SD Crypto + SD Crypto % TLS £ SD  Crypto + SD Crypto % TLS + SD  Crypto + SD Crypto %
x25519 0.78 + 0.04 0.31 % 0.01 38.79 565+ 019 224 +0.12 39.63 296+ 047  0.62 % 0.01 21.26 6.50 + 0.64 267 £ 0.30 41.05
x25519-mlkem512  0.99 + 0.03  0.38 + 0.01 37.83 740+ 038 4.00 + 0.34 54.00 310+ 048  0.71 %001 21.27 8374050 445+ 0.30 53.17
1 mlkem512 0.83+0.03  0.30 + 0.01 35.85 6.17 + 0.2 2.86 + 0.16 146.36 336+ 042 054 % 0.01 17.33 7.30 £ 0.57 344 £0.28 47.10
x25519_hqc128 7344010 4244010 58.28 13.94 £0.58 800 £ 0.31 57.42 24.99 £ 4.95  11.50 + 0.09 39.32 26.22 £ 247 15.04 + 1.77 57.30
hqcl28 716+ 0.10 419 % 0.09 59.34 1270 £ 0.64  6.85 £ 0.41 53.93 27.40 £ 472 11.34 %+ 0.08 41.73 2555 + 2.88  14.13 + 1.67 55.31
x448 3.55+0.05  2.24 +0.02 63.43 887+0.20 464+ 0.16 52.28 1173+ 195 490 +0.03 48.85 1318 +2.33  7.31+1.33 55.43
x448 mlkem768 4.08 £ 0.06  2.50 + 0.02 61.44 1093 +£0.22 651 +0.19 59.51 1155+ 241 536 % 0.03 41.77 1623+ 1.55  9.66 % 1.10 59.44
11 mlkem768 3.24+£0.05  2.05+ 0.02 63.56 9.08+0.22 510+ 0.16 56.19 1128+ 156 439 +0.03 43.88 12.84 + 1.37 748 4 0.96 58.19
x448_hqc192 2216 + 023 13.45 £ 0.37 60.60 20.04 £0.24  17.51 £ 0.20 60.28 66.26 + 1245  37.30 + 0.20 45.77 67.67 + 530 40.14 £ 3.31 59.34
hqel92 21.40 + 046 1347 + 0.23 62.59 27.07 £0.27 1595+ 0.20 58.94 63.63 £ 11.22  36.45 + 0.26 50.04 63.22 +3.39  37.52 + 2.65 59.32
P-521 11.96 + 0.21 7.41 4 0.15 61.69 17.58 £0.24  10.15 £ 0.17 57.75 27.76 £ 5.15  15.72 + 0.14 49.42 3006 + 1.74  17.68 £ 1.15 58.83
p52lmlkem1024  16.05 + 0.28  8.21 + 0.14 51.07 23.68 £ 0.82  14.23 £ 0.60 60.06 4778 £ 6.62  17.33 +0.15 40.16 41.33 £ 258 24.91 £ 1.75 60.28
v mlkem1024 689 £0.10 483+ 0.11 69.90 1279 £ 0.25  7.86 £ 0.20 61.44 2116 £ 3.31  10.11 %+ 0.14 48.42 2018 £ 217 12.93 + 1.46 64.08
p521_hqc256 49.78 + 653 28.09 + 0.20 56.99 56.38 + 0.55  34.47 + 0.36 61.13 16559 + 33.69  75.68 + 0.46 48.12 13295 £ 815 79.67 + 4.74 59.95
hqc256 40.24 £ 0.99  24.83 + 0.14 61.55 45.68 £ 0.56  28.09 % 0.37 61.50 137.57 £ 29.37  69.10 + 0.42 53.70 11298 £ 7.32  68.59 + 5.60 60.69

Table 7: TLS connection establishment with post-quantum signatures and the evaluation of handshake time spent

on cryptographic operations

ARM x86
Security
Level baseline Itrace baseline ltrace
KEM TLS + SD  Crypto + SD Crypto % TLS + SD Crypto + SD Crypto % TLS + SD Crypto + SD Crypto % TLS + SD  Crypto + SD Crypto %
x25519 1.16 + 0.24 0.47 + 0.01 40.41 6.02 + 0.21 2.49 + 0.18 41.30 2.09 + 0.31 0.33 £ 0.00 16.08 7.21 £+ 1.09 2.91 + 0.46 40.37
1 mlkem512 1.16 £ 0.25 0.46 + 0.01 42.80 6.50 +0.28  3.00 £ 0.23 146.18 2.04 +£0.30  0.25 £ 0.00 11.83 779+ 0.85  3.53 +0.48 45.28
hqc128 7.43 £0.32 4.35 + 0.09 58.51 12.96 + 0.31 6.93 £+ 0.25 53.45 19.12 + 1.83 11.05 &+ 0.08 57.37 25.83 + 3.23 14.20 + 2.08 54.88
x448 1.97 + 0.42 0.94 + 0.02 50.76 6.90 +0.38  3.10 + 0.30 44.76 3.01 4037 092+ 0.00 29.78 831+ 117 3.57 + 059 42.89
jais mlkem768 1.67 £+ 0.40 0.75 + 0.01 47.98 6.94 + 0.37 3.37 £+ 0.30 48.46 2.34 + 0.31 0.41 £ 0.00 17.63 7.84 £+ 1.01 3.58 + 0.48 45.68
hqc192 20.13 £ 0.75 12.17 £ 0.23 61.22 26.30 £ 1.17 14.60 £ 0.69 55.51 52.42 + 3.16 32,47 £ 0.25 61.75 61.59 + 4.43 34.63 £ 3.20 56.21
P-521 6.90 + 0.48 3.63 £+ 0.10 52.00 12.45 £+ 0.46 6.05 + 0.38 48.57 12.79 + 1.20 6.20 £ 0.04 48.65 18.71 + 1.80 8.74 £ 0.79 46.81
% mlkem1024 193 + 0.37 1.05 + 0.02 55.81 7504032 3.69 + 031 48.62 255 +£0.28  0.59 £ 0.00 23.11 8.63+0.85  3.93 + 0.43 45.53
hqe256 36.20 £ 0.70  21.05 + 0.08 58.15 42.22 4046 24.15 + 0.39 57.20 94.28 £ 591 59.58 + 0.39 63.06 105.58 + 8.26  60.58 % 6.30 57.31

6 Performance Evaluation in TLS-based VPNs

After evaluating the cryptographic primitives on both
platforms and analyzing their impact within the TLS
handshake, we now extend the study to a real-world
application that relies on TLS. Specifically, we focus on
VPNs, selecting OpenVPN as the target due to its wide
adoption and native support for TLS.

Firstly, a technical overview of the OpenVPN pro-
tocol is introduced, providing the necessary context to
understand system deployment and evaluation. Subse-
quently, the evaluation is conducted under two scenar-
ios: one representing the current state with traditional
signature schemes, and another envisioning a quantum
future that employs post-quantum signatures.

6.1 OpenVPN Protocol Overview

OpenVPN is a widespread, open-source protocol for es-
tablishing tunnels over TCP or UDP [27]. OpenVPN
encrypted tunnels can be based on a pre-shared static
key or public key certificates, using the Transport Layer

Security (TLS) protocol for session establishment, which
is the default option.

The message structure defined by OpenVPN con-
sists of a variable-length packet header and a payload.
The packet header indicates the message type along
with some optional fields to control de information flow,
especially when OpenVPN is transported over UDP.
Two main categories of messages are defined: control
and data messages. Control messages (P_CONTROL_* and
P_ACK) are used for tunnel management, authentication,
and key exchange, while data messages (P_DATA) carry
the actual VPN traffic payload.

The protocol operation is illustrated in Fig. 5. First,
the client and server agree on the key derivation method
to be used. Subsequently, P_.CONTROL_V1 messages en-
capsulate the TLS handshake between the client and
server. This handshake provides entity authentication
and establishes a shared master secret. The TLS mas-
ter secret is then used to derive the keys—according to
the previously agreed method—to secure data transmis-
sion through the tunnel. By default, modern versions of
OpenVPN derive four symmetric keys from the master
secret: two for encryption and two for integrity, with
one pair allocated for each communication direction,
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Fig. 5: OpenVPN Protocol

preventing key reuse. Older versions used only one pair
of keys.

Next, the client and the server exchange parameters
for the configuration tunnel using (e.g., cryptographic
primitives to be used) using P_CONTROL messages. Fi-
nally, application data can be securely exchanged en-
crypted using the keys derived within P_DATA messages.

6.2 OpenVPN Handshake Evaluation

The evaluation of OpenVPN focused on the establish-
ment phase as this is where post-quantum cryptographic
primitives are used. We used OpenVPN v2.6.12 and
relied on traffic capture tools—specifically Wireshark
and Edgeshark—provided by the network layer of our
evaluation framework to calculate the VPN establish-
ment time and the duration of the embedded TLS hand-
shake.

The results of our evaluation are presented in Ta-
bles 8 and 9 (and Fig. 6 and 7), which correspond to
current and future fully post-quantum scenarios, re-
spectively. These tables report some key statistical met-
rics relative to the overall VPN execution time—mean,
standard deviation, median, IQR, CV and outliers—
along with the mean duration of the TLS handshake
during the VPN connection phase on both platforms.
Additionally, the “SpeedUp” columns quantify the ex-
ecution time improvement of ARM over x86 for both
the overall VPN establishment and the embedded TLS
handshake.

In the current situation with traditional signatures
(Table 8 and Fig. 6), both traditional and ML-KEM-based

while those using HQC show an approximately threefold
time degradation. Across all configurations, the ARM
platform consistently achieves lower execution times,
resulting in speedup factors ranging from 1.4x to 2.1x
for the VPN establishment. This effect is especially pro-
nounced in hqc256 and its hybrid variant.

An analysis of the TLS handshake time relative to
the overall VPN connection establishment reveals the
expected trend on both platforms: as the complexity
of the KEM increases, the handshake accounts for a
larger portion of the total connection time—rising from
approximately 40-50% with lightweight schemes like
ML-KEM512 to around 80% with heavier ones like HQC—
underscoring its increasing impact on overall latency.

In the scenario involving post-quantum signatures
(Table 9 and Fig. 7), similar trends are observed: HQC
incurs the highest TLS handshake and OpenVPN con-
nection establishment times, while hybrid and ML-KEM-
based schemes result in moderate overhead. Across all
security levels, ARM consistently outperforms x86, with
speedup factors of approximately 1.5-2x for both VPN
establishment and TLS handshake execution.

A similar behavior exists with respect to the tra-
ditional signature scenario. Both the VPN connection
time and TLS handshake duration have increased across
nearly all KEMs, especially at higher security levels.
This growth stems from the additional computational
overhead introduced by post-quantum signature veri-
fication and key management during the handshake.
Moreover, while the TLS handshake accounts for ap-
proximately 50% of the total VPN setup time for tra-
ditional primitives and ML-KEM, this proportion exceeds
80% in the most demanding HQC-based configurations.

In conclusion, traditional and ML-KEM-based primi-
tives demonstrate similar behavior across both scenar-
ios, incurring only moderate latency. In contrast, post-
quantum schemes based on HQC introduce substantially
higher latency, directly affecting overall VPN connec-
tion performance and underscoring the importance of
carefully selecting post-quantum algorithms, particu-
larly for latency-sensitive applications.

6.3 OpenVPN Handshake Evaluation under realistic
conditions

This section illustrates the ability of our framework to
simulate realistic network conditions using the Pumba
tool. In this study, we selected moderately adverse sce-
narios, including a fixed delay of 10 ms and a stable loss
configuration based on the Gilbert-Elliott (GE) [28, 29]
model.

The GE model is a widely adopted two-state Markov

Conﬁgurations exhibit relatively moderate execution times, process for representing bursty network losses. It al-
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Table 8: VPN Connection Establishment (ms) and its embedded TLS handshake with traditional signatures for
ARM and x86. “SpeedUp” is the performance advantage of ARM over x86.

Security ARM x86 SpeedUp
Level
KEM Mean £ SD Median IQR CV Out. % TLS Hand. Mean £ SD Median IQR CV Out. % TLS Hand. VPN TLS
x25519 5.39 + 0.51 5.29 0.55 0.09 2.04 2.13 £0.28 10.18 + 1.19 9.76 1.10 0.12 8.16 4.06 + 0.49 1.89x  1.91x
x25519_mlkem512 5.95 + 0.82 5.79 1.00 0.14 2.04 2.57 £ 0.55 11.50 + 1.65 10.93 1.70 0.14 6.12 4.93 + 0.73 1.93x  1.92x
I mlkem512 6.04 + 1.75 5.65 1.01  0.29 2.04 2.35 £+ 0.37 10.84 + 1.22 10.32 1.36  0.11 8.16 4.54 £ 0.61 1.79%  1.93x
x25519_hqcl28 16.55 £+ 5.14 14.17 0.99 0.31 22.45 12.30 + 4.39 31.55 + 3.61 30.27 230 0.11 16.33 22.70 £+ 2.87 1.91x  1.85x
hqc128 15.44 + 4.19 13.87 1.43  0.27 12.24 11.15 + 3.44 32.66 + 3.87 31.50 3.69 0.12 10.20 23.31 £+ 2.99 2.12x  2.09x
x448 11.16 + 3.47 10.15 0.84 0.31 14.29 5.66 £ 0.48 19.47 + 1.84 18.89 1.40 0.09 12.24 10.87 £ 1.40 1.74x  1.92x
x448_mlkem768 12.10 + 3.21 10.98 1.36  0.27 10.20 6.88 4+ 0.60 21.60 £ 2.01 20.95 1.45 0.09 8.16 12.74 £ 1.43 1.78x  1.85x
1T mlkem768 11.47 + 7.56 10.07 1.00 0.66 6.12 5.92 + 0.60 19.68 + 1.63 19.12 2.26  0.08 0.00 11.18 + 1.02 1.72x  1.89x
x448_hqc192 37.90 £ 5.65 37.93 11.21 0.15 0.00 30.18 £+ 5.33 76.49 £ 4.43 75.32 2.70  0.06 10.20 60.53 £ 3.41 2.02x  2.01x
hqc192 41.46 + 5.26 43.61 171 0.13 24.49 34.49 £ 5.34 74.92 £ 3.68 73.74 3.47  0.05 6.12 59.32 £ 3.06 1.81x  1.72x
P-521 26.87 £+ 6.51 30.98 13.18 0.24 0.00 14.64 + 3.17 40.24 % 4.00 38.94 246 0.10 10.20 26.31 £+ 2.53 1.50x  1.80x
p521_mlkem1024 32.39 + 6.72 36.69 13.50 0.21 0.00 23.12 £ 6.20 48.25 + 3.79 47.15 2.88 0.08 8.16 32.14 £ 2.72 1.49x  1.39x
A% mlkem1024 16.37 + 2.87 15.46 0.47 0.18 14.29 10.37 £ 0.50 30.68 + 2.25 30.06 2.08 0.07 6.25 19.43 £+ 1.40 1.87x  1.87x
p521_hqc256 70.98 £ 5.49 73.59 3.84  0.08 24.49 56.88 + 5.70 148.26 + 9.02 146.03 4.78  0.06 8.16 119.21 + 8.83 2.09x  2.10x
hqc256 63.20 & 5.05 65.59 2.16  0.08 22.45 52.60 £ 4.99  132.82 + 11.36 129.41 7.17  0.09 8.16 108.29 £ 11.05 2.10x  2.06%
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Fig. 6: VPN connection establishment using traditional signatures on ARM and x86

Table 9: VPN Connection Establishment (ms) and its embedded TLS handshake with post-quantum signatures
“ 3
for ARM and x86. “SpeedUp” is the performance advantage of ARM over x86.
Security ARM x86 SpeedUp
Level
KEM Mean + SD Median IQR CV Out. % TLS Hand. Mean + SD Median IQR CV Out. % TLS Hand. VPN TLS
x25519 9.16 + 0.70 9.07 1.03 0.08 0.00 4.43 + 0.50 17.89 £+ 0.91 17.90 0.98 0.05 4.08 7.86 + 0.47 1.95x  1.78x
I mlkem512 9.30 + 0.96 9.15 0.98 0.10 2.04 4.58 £ 0.67 18.50 £ 1.13 18.24 1.51  0.06 0.00 8.29 + 0.62 1.99x  1.81x
hqc128 17.84 £ 3.11 16.97 1.22  0.17 8.16 12.35 &+ 3.09 38.41 £ 2.49 38.32 2.53 0.06 6.25 25.64 + 1.58 2.15x  2.08x
x448 13.42 + 2.83 12.99 1.75 0.21 6.12 5.91 + 0.84 22.25 + 1.49 21.72 141  0.07 6.12 10.14 £+ 0.94 1.66x  1.72x
111 mlkem768 13.90 £ 5.03 12.94 1.61 0.36 6.12 7.28 + 3.47 23.43 + 2.36 22.38 2.57 0.10 6.12 11.07 £ 1.43 1.69x  1.52x
hqc192 47.31 £ 7.05 46.72 2.63 0.15 10.20 38.48 £ 6.12 78.91 + 3.61 78.16 2.70  0.05 6.12 59.52 + 2.84 1.67x  1.55x
P-521 19.89 + 4.58 18.37 0.88 0.23 14.29 11.83 + 4.16 36.45 £ 2.78 35.92 1.95 0.08 4.08 19.63 +£ 1.27  1.83x  1.66x
\' mlkem1024 15.67 £+ 2.11 15.29 145 0.13 4.08 7.83 £ 0.79 28.22 + 1.78 27.83 1.95 0.06 6.12 13.55 £ 0.87 1.80x 1.73x
hqc256 66.83 £ 2.18 66.33 1.85 0.03 12.24 55.27 £ 1.94 128.66 + 7.65 127.41 4.09 0.06 4.08 101.18 £ 6.88 1.93x  1.83x

ternates between a Good state, characterized by a low
packet loss probability p,, and a Bad state, in which
the loss probability is substantially higher, p,. Transi-
tions between states occur with fixed probabilities, h
and k, allowing the model to capture temporal correla-
tions in loss patterns that are not reproduced by simple
i.i.d. loss models. This makes the GE model particularly
suitable for evaluating the robustness of cryptographic

handshakes and transport protocols under realistic and
time-correlated impairment conditions.

For our experiments, we employed the Stable GE-
model configuration, defined by p, = 10%, p» = 50%,
h = 70%, and k = 10%. This configuration provides
a controlled yet realistic environment in which network
impairments occur in short bursts rather than indepen-
dently.
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Fig. 7: VPN connection establishment using post-quantum signatures on ARM and x86

Table 10: VPN Connection Establishment (ms) and its embedded TLS handshake with traditional signatures for
ARM and x86, measured under 10 ms network delay. “SpeedUp” is the performance advantage of ARM over x86.

Security ARM x86 SpeedUp
Level
KEM Mean £ SD Median IQR CV Out. % TLS Hand. Mean £ SD Median IQR CV Out. % TLS Hand. VPN TLS
x25519 57.02 &+ 4.10 55.86 5.51  0.07 0.00 14.62 + 1.63 50.99 £+ 1.10 50.79 117 0.02 6.12 13.25+£ 0.35  0.89x  0.91x
x25519_mlkem512 55.30 & 4.08 53.87 4.66  0.07 4.08 14.45 + 1.41 51.63 £ 1.08 51.37 0.93  0.02 6.12 13.27 £ 0.37  0.93x  0.92x
1 mlkem512 57.14 + 4.31 55.87 7.21 0.08 0.00 14.69 + 1.65 51.46 + 0.89 51.37 1.31  0.02 0.00 13.00 £0.29 0.90x  0.89x
x25519_hqc128 61.37 &+ 3.08 61.01 2.63 0.05 10.20 15.67 + 0.95 68.92 £+ 3.00 67.78 2.07 0.04 12.24 20.78 + 1.69 1.12x  1.33x
hqc128 62.18 + 3.53 61.92 4.89  0.06 0.00 15.41 £ 0.49 68.54 + 2.52 68.09 1.73  0.04 8.16 21.26 £+ 3.53 1.10x  1.38x
x448 61.45 + 4.49 62.07 7.17 0.07 0.00 16.47 + 2.67 59.07 £+ 0.92 58.87 1.20 0.02 4.26 15.26 £ 0.36  0.96x  0.93x
x448_mlkem768 60.94 £+ 3.79 60.12 4.75  0.06 2.04 14.15 + 0.80 61.95 + 1.93 61.40 1.88 0.03 8.16 15.82 £ 1.03 1.02x  1.12x
11 mlkem768 61.17 + 3.84 60.95 6.55 0.06 0.00 14.33 £ 1.10 60.25 + 1.71 59.85 1.63 0.03 6.25 15.17 £ 0.60 0.99x  1.06x
x448_hqc192 97.61 + 5.03 98.86 8.83 0.05 0.00 40.38 + 2.73 117.95 £+ 4.81 117.05 3.63  0.04 8.16 66.29 + 10.60 1.21x  1.64x
hqc192 95.54 + 5.26 95.78 8.67 0.06 0.00 39.20 + 2.67 118.28 + 6.08 115.96 5.70  0.05 8.16 62.82 +£ 11.75 1.24x  1.60x
P-521 63.16 + 14.84 68.05 294 023 10.20 19.88 + 4.14 79.00 £4.67 77.49 2.57 0.06 16.33 25.97 + 2.39 1.25x  1.31x
p521_mlkem1024 70.60 + 14.30 74.29 5.81 0.20 8.16 21.43 + 4.10 85.34 £+ 3.92 84.66 3.49  0.05 8.16 27.00 £+ 2.35 1.21x  1.26x
N mlkem1024 64.65 + 3.00 64.24 4.54  0.05 0.00 14.89 £+ 0.41 71.67 £+ 3.01 70.67 3.13  0.04 6.12 17.76 + 1.09 1.11x  1.19x
P521_hqc256 145.16 + 6.83 144.60 9.15 0.05 0.00 82.46 + 4.42  202.18 £+ 11.32 197.49 15.04 0.06 4.17 136.92 + 9.87 1.39x  1.66x
hqc256 138.18 & 6.76 137.38  11.38  0.05 0.00 76.57 £ 4.21 186.90 + 9.26 184.20 10.25 0.05 6.25 122,92 889 1.35x  1.61x
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Fig. 8: VPN connection establishment with 10ms delays using traditional signatures on ARM and x86

Under delay-dominated conditions, network latency
becomes the primary contributor to the overall hand-
shake time, thereby reducing the relative impact of cryp-
tographic complexity across security levels and plat-
forms. For the selected delay of 10 ms, the ARM plat-

form remains advantageous for HQC-based configurations.

However,this advantage progressively diminishes as the
network delay increases.

In the simulated loss-based scenario, the execution
time increases slightly, with a more noticeable impact
on the standard deviation and the percentage of out-
liers. However, the speedup of the ARM platform over
x86 remains similar to that observed under ideal net-
work conditions.

In summary, we observe that simulating network
conditions significantly affects the statistical measure-
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Table 11: VPN Connection Establishment (ms) and its embedded TLS handshake with traditional signatures for
ARM and x86, measured in a stable-loss network. “SpeedUp” is the performance advantage of ARM over x86.

Security ARM x86 SpeedUp
Level

KEM Mean £ SD Median IQR CV Out. % TLS Hand. Mean + SD Median IQR CV Out. % TLS Hand. VPN TLS
x25519 6.38 & 3.33 5.06 0.54 0.52 23.53 2.79 £ 1.53 10.34 + 0.82 10.23 1.38 0.08 0.00 3.00 £ 0.32 1.62x  1.07x
x25519_ mlkem512 7.09 & 3.78 543  0.88 0.53 21.05 1.96 £ 1.03 11.06 +0.92 10.81 0.62  0.08 11.76 3.15 £0.43 1.56x  1.60x

1 mlkem512 7.14 £ 3.92 5.52 0.70  0.55 21.05 2.40 £ 1.34 10.67 £ 0.64 10.54 0.94 0.06 0.00 2.73 £ 0.28 1.49x  1.14x
x25519_hqc128 16.65 + 8.07 13.23 0.74 048 16.67 9.96 + 6.81 31.32 & 3.47 30.88 221 0.11 8.33 14.61 £ 6.07 1.88x  1.47x
hqc128 14.05 + 4.88 12.82 0.46 0.35 13.33 9.17 + 5.79 31.34 £+ 1.87 31.44 2.53  0.06 0.00 15.38 £5.90 2.23x  1.68x
x448 14.03 £ 7.80 9.10 13.59 0.56 0.00 4.69 £ 2.68 19.70 + 2.66 19.03 1.56  0.14 15.00 5.53 + 1.15 1.40x  1.18x
x448 mlkem768 15.44 + 8.16 10.78 12.23  0.53 0.00 5.13 £ 3.38 21.93 £+ 2.40 21.25 1.81 0.11 7.69 8.01 £ 4.52 1.42x  1.56x

111 mlkem768 12.11 + 6.54 9.51 1.20 0.54 14.29 5.28 £ 4.15 20.45 £ 2.47 19.17 3.83  0.12 0.00 5.03 + 0.99 1.69x  1.14x
x448_hqc192 34.54 + 8.17 31.74 0.73  0.24 11.76 18.87 + 9.11 77.08 + 5.26 75.55 3.02  0.07 10.20 31.58 £ 7.54 2.23x  1.67x
hqc192 37.15 4+ 11.84 30.82 7.56 0.32 25.00 18.93 + 9.39 75.74 £ 5.55 7527  6.87 0.07 0.00 36.31 + 11.39  2.04x  1.92x
P-521 22.76 + 7.72 19.92 032 0.34 18.75 12.59 + 6.73 40.50 + 3.81 40.17  4.23  0.09 5.56 16.16 + 2.32  1.78x  1.28x
p521_mlkem1024 29.26 £ 9.78 24.51 1.43  0.33 21.43 14.52 + 9.55 51.32 &+ 7.02 49.22 531 0.14 13.33 20.68 + 8.96 1.75x  1.42x

v mlkem1024 20.84 £+ 9.43 15.68 5.86 0.45 25.00 8.45 + 5.94 32.45 £+ 5.04 29.86 6.27 0.16 0.00 10.05 £ 7.20 1.56x  1.19x
p521_hqc256 70.97 £ 14.10 62.52 26.14 0.20 0.00 35.70 £ 15.54  154.85 £ 12.70 150.05 17.44  0.08 0.00 67.62 + 13.38  2.18x  1.89x
hqc256 60.99 £+ 12.74 54.89 1.13  0.21 30.77 31.20 £ 12.16 130.31 £+ 2.79 129.98 2.96 0.02 8.33 54.21 £ 6.42 2.14x  1.74x
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Fig. 9: VPN connection establishment under stable packet-loss conditions using traditional signatures on ARM
and x86

ments, equalizing the execution time across all configu- indicating that the benefits of primitive-level opti-
rations; nevertheless, HQC-based configurations remain mizations are overshadowed by protocol processing
the worst-performing ones. and other non-cryptographic overheads.

— VPN layer: In VPN scenarios, platform differences

are further reduced. Under stable network condi-

7 Multi-Layer Performance Discussion tions, ARM retains a modest advantage, while un-
der injected delay the performance gap between ar-
chitectures becomes negligible, showing that net-
work effects dominate connection establishment time.

— Network conditions: Network delay and packet
loss amplify the contribution of protocol and trans-
port overheads relative to cryptographic computa-
tion, reducing the relevance of isolated primitive

The experimental results reveal that performance trends
vary significantly across system layers, highlighting the
importance of multi-layer evaluation when assessing post-
quantum cryptographic deployments.

— Primitive layer: ARM consistently outperforms
x86 for most cryptographic primitives. The main
exceptions are ML-KEM and ML-DSA, which bene- benchmarks for real-world deployments.
fit from architecture-specific optimizations on x86
under the default 1ibogs configuration.

— TLS handshake layer: When cryptographic prim-
itives are integrated into TLS, the x86 advantage ob-
served for ML-KEM and ML-DSA is largely mitigated.
ARM achieves lower end-to-end handshake latency,

Overall, these results demonstrate that conclusions
drawn from isolated cryptographic benchmarks do not
necessarily translate to protocol- or application-level
performance, reinforcing the need for holistic, multi-
layer evaluation of post-quantum cryptographic systems.
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Table 12: VPN Connection Establishment (ms) and its embedded TLS handshake with post-quantum signatures
for ARM and x86, measured under 10 ms network delays. “SpeedUp” is the performance advantage of ARM over

x86.
Security ARM x86 SpeedUp
Level
KEM Mean + SD Median IQR CV Out. % TLS Hand. Mean + SD Median IQR CV Out. % TLS Hand. VPN TLS
x25519 86.28 + 5.38 86.51 7.77 0.06 0.00 14.59 £ 1.84 75.64 + 1.52 75.21 1.25 0.02 6.12 12.86 £ 0.38 0.88x  0.88x
I mlkem512 87.24 + 5.61 88.46 8.61  0.06 0.00 14.67 £ 1.82 76.27 + 1.76 76.10 2.23  0.02 2.04 13.06 £+ 0.33 0.87x  0.89x
hqc128 97.99 + 5.25 97.40 7.42  0.05 0.00 15.52 £+ 0.46 93.57 + 4.30 91.86 3.39  0.05 12.24 21.47 +£290 0.95x  1.38x
x448 113.38 £ 5.68 115.62 8.10 0.05 0.00 15.44 £ 1.82 94.19 + 1.57 94.00 1.43  0.02 6.12 13.45 £ 0.44 0.83x  0.87x
jiss mlkem768 109.40 £ 6.74 107.36 8.13 0.06 2.04 13.65 £ 1.23 94.88 £ 2.70 94.82 1.82  0.03 8.16 13.17 £0.34  0.87x  0.96x
hqc192 144.07 + 8.48 140.66  12.50 0.06 0.00 37.42 +2.02 155.24 + 7.48 153.30 6.97  0.05 6.12 59.16 + 12.17  1.08x  1.58x
P-521 119.01 £ 7.18 116.95 10.50 0.06 0.00 19.68 £+ 1.84  108.19 £ 3.02 107.27 2.88  0.03 6.12 20.92 + 1.14 0.91x  1.06x
A% mlkem1024  119.67 £ 6.57 118.03 3.45 0.05 14.29 13.12 £ 0.94 109.71 £ 2.71 108.93 2.68 0.02 6.12 13.17 £ 0.51 0.92x  1.00x
hqc256 190.65 + 9.64 189.40 16.23  0.05 0.00 77.82 + 3.64 215.25 + 9.32 212.56 5.20 0.04 6.12 116.31 £ 7.84 1.13x  1.49x
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Fig. 10: VPN connection establishment with 10ms delays using post-quantum signatures on ARM and x86

Table 13: VPN Connection Establishment (ms) and its embedded TLS handshake with post-quantum signatures
for ARM and x86, measured in a stable-loss network. “SpeedUp” is the performance advantage of ARM over x86.

Security ARM x86 SpeedUp
Level
KEM Mean £ SD Median IQR CV Out. % TLS Hand. Mean + SD Median IQR CV Out. % TLS Hand. VPN TLS
x25519 10.50 + 1.61 10.34 1.60 0.15 6.12 1.96 + 0.62 19.90 + 2.32 19.71 2.65 0.12 0.00 3.10 £+ 0.63 1.90x  1.43x
I mlkem512 13.45 + 6.69 10.28 3.72  0.50 18.75 3.23 £+ 2.02 19.92 + 2.68 18.90 3.37 0.13 0.00 3.10 £ 0.63 1.48x  0.96x
hqc128 23.11 £ 7.72 18.44 11.34 0.33 0.00 8.58 + 4.33 42.45 + 6.44 39.26 8.76  0.15 0.00 12.86 + 5.08 1.84x  1.50x
x448 15.60 &+ 4.46 14.90 2.62 0.29 6.25 3.57 £ 1.77 25.37 £+ 3.89 24.45 342 0.15 10.00 3.71 £ 0.80 1.63x  1.04x
jits mlkem768 18.14 + 7.85 14.53 9.63 0.43 5.88 3.75 £ 1.76 24.36 £ 3.32 22.96 3.38 0.14 10.42 3.18 £ 0.61 1.34x  0.85x
hqc192 48.30 + 13.54 43.43  25.17 0.28 0.00 20.36 £+ 10.59 80.41 £ 5.30 81.03 6.39 0.07 0.00 35.40 £ 13.09 1.66x  1.74x
P-521 27.11 £ 9.05 21.53 10.97 0.33 0.00 10.60 + 5.35 37.81 £ 3.78 36.71 244 0.10 8.16 10.96 + 1.10 1.39x  1.03x
\% mlkem1024 18.47 £ 7.85 15.01 2.16 0.43 18.75 4.02 £+ 2.33 30.48 £ 2.43 30.45 1.78 0.08 7.69 3.58 £ 1.19 1.65x  0.89x
hqc256 65.75 £+ 10.77 64.90 14.85 0.16 0.00 30.32 £ 11.06  152.76 + 52.85 13496 10.95 0.35 16.67 51.81 £9.72  2.32x  1.71x

8 Conclusions and Future Work

This work presents a multi-layer performance evalua-
tion of post-quantum cryptographic algorithms, ana-
lyzing their impact at several parts of secure communi-
cation systems—from standalone cryptographic primi-
tives to secure transport protocol and finally applica-
tions—on both x86 and ARM architectures.

Our results indicate that both traditional and post-
quantum ML-KEM standard variants offer stable and ef-
ficient performance across all levels of the communica-
tion stack, representing a favorable trade-off between

security and efficiency. In contrast, primitives based
on the HQC scheme—recently proposed for standard-
ization as an alternative to lattice-based primitives—
incur substantial overhead, particularly at higher secu-
rity levels. This overhead propagates through the proto-
col stack, significantly increasing handshake durations
and dominating the total connection setup time in com-
plete protocol deployments under ideal and realistic sce-
narios.Consequently, HQC-based configurations may be
impractical for latency sensitive applications, whereas
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Fig. 11: VPN connection establishment under stable packet-loss conditions using traditional signatures on ARM

and x86

ML-KEM offers a more deployment ready performance
profile.

Interestingly, although ML-KEM and ML-DSA standa-
lone primitives exhibit better performance on x86 com-
pared to ARM, this advantage dissipates at the proto-
col and application levels. Notably, the ARM platform
consistently achieves lower latency across most configu-
rations. These findings suggest that ARM’s architecture
may be better suited for post-quantum cryptographic
workloads in specific networking scenarios.

Consequently, the transition to quantum-safe sys-
tems must consider not only the cryptographic strength
and efficiency of standalone primitives, but also the per-
formance bottlenecks that emerge when these primi-
tives are integrated across various layers of the proto-
col stack—particularly in latency-sensitive or resource-
constrained environments.

An interesting direction for future work is to ex-
tend this multi-layer evaluation to other applications
and protocols that rely on TLS for authentication and
key exchange. Although this study focused on a VPN-
based use case, many widely deployed systems—such
as secure messaging platforms, IoT frameworks, cloud
service APIs, and microservice architectures—also de-
pend on TLS as a foundational security layer. Assessing
the impact of post-quantum cryptographic primitives
in these varied contexts would offer a broader under-
standing of the practical implications of the transition
to quantum-safe security, particularly with respect to
latency, resource consumption, and scalability.
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A Statistical information

This appendix includes additional statistical information about
the data presented in Sec.4.
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Table A.1: Additional statistical metrics for the comparison of KEM operation execution times on ARM and x86
architectures.

ARM x86
Security Signature
Level Primitive KeyGen Encaps Decaps KeyGen Encaps Decaps

Med/IQR/Out.% Med/IQR/Out.% Med/IQR/Out.% Med/IQR/Out.% Med/IQR/Out.% Med/IQR/Out.%
I x25519 0.024 / 0.001 / 0.00 0.054 / 0.001 / 6.00 0.030 / 0.001 / 4.00 0.047 / 0.001 / 2.00 0.106 / 0.002 / 0.00 0.053 / 0.000 / 14.00
III x448 0.150 / 0.006 / 6.00 0.262 / 0.015 / 0.00 0.113 / 0.007 / 0.00 0.303 / 0.003 / 2.00 0.552 / 0.008 / 0.00 0.243 / 0.003 / 4.00
v P-521 1.308 / 0.052 / 4.00 2.655 / 0.132 / 0.00 1.330 / 0.080 / 2.00 2.822 / 0.029 / 0.00 5.672 / 0.067 / 0.00 2.842 / 0.036 / 2.00
I x25519_mlkem512 0.044 / 0.001 / 8.00 0.075 / 0.001 / 16.00  0.081 / 0.001 / 20.00  0.070 / 0.001 / 2.00 0.124 / 0.002 / 2.00 0.122 / 0.002 / 2.00
I mlkem512 0.020 / 0.000 / 12.00  0.022 / 0.000 / 16.00 0.027 / 0.000 / 8.00 0.013 / 0.001 / 0.00 0.012 / 0.000 / 6.00 0.011 / 0.000 / 24.00
III x448 mlkem768 0.199 / 0.007 / 2.00 0.321 / 0.007 / 12.00  0.323 / 0.007 / 16.00  0.368 / 0.004 / 2.00 0.632 / 0.007 / 2.00 0.632 / 0.009 / 0.00
III mlkem768 0.034 / 0.002 / 0.00 0.035 / 0.001 / 10.00 0.044 / 0.003 / 4.00 0.021 / 0.000 / 22.00 0.019 / 0.000 / 2.00 0.018 / 0.001 / 0.00
v p521_mlkem1024 1.889 / 0.065 / 0.00 2.765 / 0.171 / 2.00 1.586 / 0.110 / 0.00 3.970 / 0.049 / 0.00 5.812 / 0.089 / 2.00 3.302 / 0.036 / 2.00
) mlkem1024 0.051 / 0.004 / 2.00 0.051 / 0.003 / 2.00 0.060 / 0.004 / 4.00 0.029 / 0.001 / 0.00 0.027 / 0.000 / 22.00 0.027 / 0.000 / 24.00
I x25519_hqc128 0.895 / 0.062 / 0.00 1.838 / 0.111 / 0.00 3.032 / 0.118 / 4.00 2.614 / 0.034 / 0.00 5.298 / 0.060 / 0.00 8.351 / 0.150 / 0.00
I hqc128 0.917 / 0.036 / 4.00 1.824 / 0.074 / 6.00 3.019 / 0.103 / 0.00 2.558 / 0.027 / 0.00 5.176 / 0.067 / 2.00 8.237 / 0.075 / 4.00
11 x448_hqc192 2.720 / 0.178 / 0.00  5.447 / 0.252 / 2.00 8515 / 0.346 / 4.00  8.127 / 0.091 / 2.00  16.276 / 0.184 / 2.00 24.790 / 0.239 / 0.00
III hqgc192 2.776 / 0.067 / 4.00 5.444 / 0.168 / 0.00 8.719 / 0.319 / 0.00 7.831 / 0.079 / 6.00 15.699 / 0.148 / 2.00 24.225 / 0.363 / 0.00
v p521_hqc256 6.481 / 0.023 / 10.00 12.104 / 0.044 / 4.00 16.824 / 0.061 / 8.00 18.061 / 0.183 / 2.00 34.123 / 0.277 / 6.00 47.441 / 0.438 / 2.00
v hqc256 4.693 / 0.020 / 8.00 9.488 / 0.043 / 6.00 15.396 / 0.048 / 8.00 14.303 / 0.215 / 0.00 28.820 / 0.344 / 0.00 44.688 / 0.614 / 0.00

Table A.2: Additional statistical metrics for the comparison of Signature operation execution times on ARM and
x86 architectures.

ARM x86
Security Signature
Level Primitive KeyGen Sign Verify KeyGen Sign Verify

Med/IQR/Out.% Med/IQR/Out.% Med/IQR/Out.% Med/IQR/Out.% Med/IQR/Out.% Med/IQR/Out.%

I ed25519 4.168 / 0.160 / 0.00 0.024 / 0.000 / 8.00 0.076 / 0.001 / 12.00 10.819 / 0.627 / 8.00  0.048 / 0.001 / 0.00 0.156 / 0.003 / 0.00
III ecdsap384 5.378 / 0.193 / 0.00 0.562 / 0.006 / 2.00 0.470 / 0.008 / 2.00 12.756 / 0.592 / 2.00 1.253 /0.017 / 0.00 1.034/ 0.014 / 0.00

v ecdsap521  7.034 / 0.207 / 0.00  1.404 / 0.022 / 2.00  1.095 / 0.015 / 6.00  15.772 / 0.585 / 2.00 2.989 / 0.054 / 4.000  2.347 / 0.046 / 2.00

I mldsa44 4.104 / 0.264 / 4.00 0.234 / 0.003 / 2.00 0.059 / 0.000 / 24.00 10.526 / 0.484 / 6.00  0.110 / 0.001 / 4.00 0.039 / 0.000 / 4.00
III mldsa65 4.489 / 0.260 / 2.00  0.382 / 0.003 / 10.00 0.096 / 0.001 / 4.00 10.635 / 0.617 / 6.00  0.176 / 0.001 / 4.00 0.066 / 0.001 / 0.00

v mldsa87 4.512 / 0.164 / 6.00 0.459 / 0.005 / 4.00 0.156 / 0.001 / 12.00 10.892 / 0.678 / 0.00 0.221 / 0.002 / 0.00 0.105 / 0.001 / 0.00




