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Abstract As the integration of Artificial Intelligence into
network intrusion detection systems matures, a critical gap
remains in the rigorous empirical benchmarking of datasets,
preprocessing techniques, and model effectiveness. This ar-
ticle presents a comparative experimental study of anomaly
and threat detection techniques used in network analysis
through a multistep pipeline. First, we perform a structured
comparison and Exploratory Data Analysis of the most com-
monly used network security datasets to quantitatively assess
their balance, diversity, and real-world representativeness.
Subsequently, we experimentally evaluate the performance of
distinct Machine Learning, Deep Learning, and Hybrid Mod-
els derived under standardized preprocessing techniques to
determine the most effective combinations for specific attack
vectors. Our results demonstrate that hybrid architectures
achieve superior generalisation, yet face challenges regard-
ing computational overhead and cross-dataset adaptability.
Addressing these limitations, we propose a proof-of-concept
adaptive architecture designed to handle concept drift and
adversarial threats. Finally, we outline a roadmap for future
research, emphasizing the necessity of dynamic, verifiable
AI-driven systems that operate reliably in evolving cyberse-
curity environments.

Keywords Artificial Intelligence · Anomaly Detection ·
Cybersecurity · Feature Engineering · Adversarial Attacks ·
Concept Drift

1 Introduction

The integration of Artificial Intelligence (AI) into cyberse-
curity has become one of the most impactful technological
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shifts in recent years, particularly in enhancing the capabili-
ties of network analysis, intrusion detection, and automated
threat response. This intersection of technologies simplifies
the development of solutions across multiple security do-
mains, such as detection, prevention, response, and resilience.
This paper presents a critical analysis of anomaly and threat
detection datasets and AI models.

Both anomalies and threats are closely related concepts;
however, they represent different behaviours and imply differ-
ent responses. Threats refer to intentional malicious activity,
whereas anomalies are deviations from normal system be-
haviour that may be caused by a threat. While threat detection
focuses on identifying attack patterns or signatures, anomaly
detection seeks to uncover unusual behaviours that may indi-
cate a potential threat.

The early history of anomaly and threat detection dates
back to the 1970s, when James P. Anderson published a paper
entitled USAF Computer Security Requirements. This paper
was part of a security requirement planning study for USAF
systems and described the computer security issues that were
emerging at the time.

The study included an analysis of penetration threats and
the effectiveness of current technologies in countering such
threats. The study identified trends and issues in the use of
computers by the US Air Force that would have a significant
impact on computer security. These early efforts laid the
groundwork for developing new anomaly and threat detection
techniques that are fundamental to modern cybersecurity.

It was not until the early 1980s that James P. Anderson
published another study entitled Computer Security Threat
Monitoring and Surveillance, one of the first to systemat-
ically address computer security monitoring and auditing.
This paper provides a foundation for modern Intrusion Detec-
tion Systems (IDS). By defining threats and vulnerabilities
and providing a monitoring system that continuously scans
systems for suspicious activity and alerts system administra-
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tors, James P. Anderson’s work on this aspect of computer
security is considered a milestone.

Later on, Dorothy E. Denning published An Intrusion De-
tection Model in 1983. Dorothy, an award-winning American
researcher, developed the first real-time IDS model called
the Intrusion Detection Expert System (IDES), a simple rule-
based expert system to detect suspicious activity. Throughout
the 1990s and early 2000s, the field shifted toward data-
driven approaches, leveraging traditional algorithms to re-
duce reliance on handcrafted rules [1]. The 2010s further
accelerated this evolution with the advent of Deep Learn-
ing (DL), which enabled automatic feature extraction from
high-dimensional traffic through neural networks [2].

In the last decade, IDS systems have been combined with
AI components, which has significantly increased their ef-
fectiveness. The importance of this integration lies in AI’s
ability to improve the accuracy and speed of threat detection,
reduce the number of false positives, and adapt to new and
evolving threats through machine learning [3]. However, cur-
rent challenges and gaps include ensuring the robustness and
security of AI models, efficiently handling large amounts of
data, and addressing potential issues [4].

To contextualise the technological evolution that under-
pins contemporary intrusion detection research, we sum-
marise the major historical milestones that have shaped
anomaly and threat detection over the past five decades. Fig-
ure 1 provides am overview of this progression, highlighting
the transition from early monitoring concepts to modern AI-
driven systems capable of addressing high-dimensional data,
adversarial threats, and evolving network behaviours.

In response to these challenges and the fragmented state
of the literature, the main objective of this study is to bridge
the gap by providing a deep analytical exploration of the
ecosystem of AI-driven anomaly and threat detection in net-
work analysis. Rather than presenting a broad survey, we
focused on generating actionable insights from experiments
conducted on widely used public cybersecurity datasets. Our
methodology involves standardising pre-processing pipelines
and applying a range of Machine Learning (ML), Deep Learn-
ing (DL), and hybrid approaches to understand their perfor-
mance under different types of attacks and data conditions.

In addition to benchmarking detection capabilities, this
work addresses persistent challenges in the field, such as han-
dling unbalanced datasets, managing high-dimensional data,
adapting to concept and feature drift, and defending against
adversarial machine learning threats. Beyond performance
comparisons, our analysis is explicitly oriented towards main-
tainable AI-driven detection, in the sense of systems that can
be sustained, verified, and adapted over time under real-world
operational constraints.

The paper is organised as follows: Section 2 presents
foundational and recent related work, identifies gaps in pre-
vious surveys, and contextualises our analytical approach.

1970s
Foundations of Threat Detection
James P. Anderson (USAF) identifies early penetration threats.
Establishment of security requirements and auditing concepts.

1980
Threat Monitoring & Surveillance
Anderson systematizes computer security monitoring. Definition
of threats vs. vulnerabilities and the concept of continuous
surveillance.

1983
Real-Time Intrusion Detection
Dorothy Denning develops IDES (Intrusion Detection Expert
System), the first rule-based model for detecting anomalies in
real-time.

2000s
Traditional Machine Learning
Shift from signature-based to learning-based detection. Adop-
tion of algorithms like SVM, Random Forest, and Bayesian
methods to reduce rule complexity.

2010s
Deep Learning & Big Data
Integration of CNNs and LSTMs to handle high-dimensional
network traffic. Automatic feature extraction replaces manual
engineering.

2020s+

Hybrid, Adaptive & Resilient Systems
Current State-of-the-Art (Focus of this study).

– Hybrid Models: Combining ML+DL (e.g., stacking
RF+LGBM).

– Resilience: Defending against Adversarial Attacks (AML).
– Adaptability: Handling Concept & Feature Drift

dynamically.
Future
Directions

Fig. 1 Evolution of anomaly and threat detection from early rule-based
systems to modern AI-driven adaptive approaches

Section 3 introduces the unified AI-based anomaly detec-
tion pipeline and experimental framework that guides the
study. Section 4 presents the most used public datasets and
evaluates their characteristics, attack diversity, and realism.
Section 5 details the AI models, while Section 6 describes the
preprocessing techniques, categorising them and reporting
comparative results regarding their suitability for different
attack scenarios. Section 7 summarises the key experimental
findings, covering the effectiveness of hybrid approaches,
cross-dataset generalisation, and adaptive methods for han-
dling drift. Section 8 critically discusses the intrinsic vulner-
abilities of these systems, the adversarial threat landscape,
and the trade-offs between different modelling approaches.
Finally, Section 9 provides a conclusion, highlighting the
implications of our analysis and outlining future directions.

To improve the clarity and consistency of terminology
used throughout this study, we provide a consolidated list of
all abbreviations and acronyms referenced in the manuscript.
This facilitates readability given the breadth of technical do-
mains involved, including artificial intelligence, data science,
adversarial machine learning, and network security. Table 1
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Table 1 Summary of abbreviations referenced in this study

Abbreviation Definition Abbreviation Definition
AD Adversarial Detection IG Information Gain
AI Artificial Intelligence IoT Internet of Things
AML Adversarial Machine Learning ISP Internet Service Provider
AOA African Buffalo Algorithm k-NN k-Nearest Neighbors
APT Advanced Persistent Threat LDA Linear Discriminant Analysis
ASmoT Adversarial Synthetic Minority Oversampling LDAP Lightweight Directory Access Protocol
BAE Bayesian Autoencoder LGBM Light Gradient Boosting Machine
BER Backward Elimination Ranking LIME Local Interpretable Model-agnostic Explanations
BGWO Binary Grey Wolf Optimisation LSTM Long Short-Term Memory
BPNN Backpropagation Neural Network M-SvD Modified Singular Value Decomposition
CCSA Chaotic Crowd Search Algorithm MIC Mutual Information Classification
CIC Canadian Institute for Cybersecurity ML Machine Learning
CNN Convolutional Neural Network MLHA Multi-Layered Hybrid Architecture
D-SEM Diverse-Self Ensemble Model MLP Multi-Layer Perceptron
DANN Domain-Adversarial Neural Network MSSQL Microsoft SQL Server
DDoS Distributed Denial-of-Service MTL Multi-Task Learning
DER Deep Embedded Regularisation NB Naive Bayes
DFA-GPE Dynamic Feature Aware Genetic Propagation Ensemble NetBIOS Network Basic Input/Output System
DL Deep Learning NTP Network Time Protocol
DNS Domain Name System PCA Principal Component Analysis
DoS Denial-of-Service PSO Particle Swarm Optimisation
DR-DBMS Dim. Reduction in Database Management Systems RF Random Forest
DT Decision Tree RFE Recursive Feature Elimination
DyANN Dynamic Artificial Neural Network RL Reinforcement Learning
EDA Exploratory Data Analysis RONI Reject On Negative Impact
ELM Extreme Learning Machine S-DATE Synthetic Data Augmentation Technique
FE Feature Engineering SBS Sequential Backward Selection
FSR Feature Selection Ranking SDAE Stacked Denoising Autoencoder
GA Genetic Algorithm SFS Sequential Feature Selection
GAN Generative Adversarial Network SHAP SHapley Additive exPlanations
GBM Gradient Boosting Machine SMOTE Synthetic Minority Oversampling Technique
GOA Grasshopper Optimization Algorithm SNMP Simple Network Management Protocol
GWO Grey Wolf Optimisation SSDP Simple Service Discovery Protocol
HBA Harris Hawk Optimisation SVD Singular Value Decomposition
HGS Hunger Games Search SVM Support Vector Machine
HOE Hierarchical Optimisation Evolutionary TFTP Trivial File Transfer Protocol
IAT Inter-Arrival Time UDP User Datagram Protocol
IDS Intrusion Detection System XAI Explainable Artificial Intelligence

summarises all abbreviations employed in the text together
with their corresponding definitions.

2 Related Work

This section restructures prior surveys and review articles ac-
cording to three principal dimensions: (i) AI approaches (Ma-
chine Learning, Deep Learning, Hybrid methods); (ii) Data
science methodologies (preprocessing, datasets, evaluation
metrics, feature engineering); and (iii) complementary dimen-
sions (maintainability and adversarial attack taxonomies).

This organisation enables a systematic comparison of
existing surveys beyond algorithm-centric perspectives, high-
lighting how each work contributes to the broader AI-based
anomaly detection pipeline. In particular, the categorisation
emphasises the specific methodological focus of each refer-
enced study and clarifies the extent to which key aspects are

addressed. Table 2 summarises the scope and coverage of the
surveyed reviews across these dimensions.

2.1 AI approaches

Across the surveyed literature, the evolution of intrusion
detection techniques reflects a progressive transition from
rule-based and statistical systems to machine learning and,
more recently, deep learning and hybrid architectures. Early
surveys such as Mitchell and Chen [15] and Bhuyan et al.
[8] provide a comprehensive characterisation of classical
approaches based on statistical profiling, knowledge-driven
rules, clustering and tree-based classifiers. These works em-
phasise the interpretability and computational efficiency of
traditional models, particularly in environments with con-
strained resources or strict explainability requirements. How-
ever, they also highlight that shallow models struggle with
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Table 2 Comparative categorisation of representative survey studies in intrusion and anomaly detection, organised into three groups: (A) general
IDS and anomaly detection surveys, (B) AI-focused IDS surveys, and (C) specialised methodological or domain-specific surveys. The degree of
coverage for each dimension is denoted as explicit (✓), partial or non-systematic (∼), or not addressed (✗).

AI Approach Data Science

Study ML DL Hybrid Pre-Processing Datasets Evaluation Metrics Maintainability Adv. Taxonomy

General IDS & Anomaly Detection Surveys

Bridges et al. (2019) [5] ✓ ∼ ∼ ✓ ✓ ✓ ∼ ✗
Ahmed et al. (2016) [6] ✓ ✗ ✗ ∼ ✓ ✓ ✗ ✗
Khraisat et al. (2019) [7] ✓ ∼ ∼ ✓ ✓ ✓ ∼ ∼
Sabahi & Movaghar (2008) [1] ✓ ✗ ✗ ✗ ✓ ✓ ✗ ✗
Bhuyan et al. (2014) [8] ✓ ✗ ∼ ✓ ✓ ✓ ✗ ✗
Vani & Krishnamurthy (2017) [9] ✓ ✗ ✗ ✓ ✓ ✓ ✗ ✗

AI-Focused IDS Surveys (Machine Learning, Deep Learning, Hybrid Methods)

Drewek-Ossowicka et al. (2020) [10] ✓ ✓ ∼ ✓ ✓ ✓ ✗ ✗
Resende & Drummond (2018) [11] ✓ ✗ ∼ ✓ ✓ ✓ ∼ ✗
Abdulganiyu et al. (2023) [3] ✓ ✓ ✓ ✓ ✓ ✓ ∼ ∼
Parkar & Bilimoria (2021) [12] ✓ ✓ ✗ ✓ ✓ ✓ ✗ ✗
Liu & Lang (2019) [2] ✓ ✓ ∼ ✓ ✓ ✓ ∼ ✗
Habeeb & Babu (2022) [13] ✓ ✓ ✗ ✓ ✓ ✓ ✗ ✗
Badawy (2025) [4] ✓ ✓ ✓ ✓ ✓ ✓ ∼ ✓
Lokhandwala (2025) [14] ✓ ✓ ✓ ✗ ✓ ✓ ✗ ✗

Specialised Methodological and Domain-Specific Surveys

Mitchell & Chen (2014) [15] ✓ ✗ ✗ ✓ ✓ ✓ ✗ ✗
Nisioti et al. (2018) [16] ✓ ∼ ✓ ✓ ✓ ✓ ✓ ✓
Thakkar & Lohiya (2021) [17] ✓ ✓ ✓ ✓ ✓ ✓ ∼ ∼

Our study (2025) ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

increasingly sophisticated and rapidly evolving attacks, espe-
cially when attack behaviours diverge from the assumptions
embedded in the model design. Ahmed et al. [6] reinforce this
limitation by analysing the dependency of classical anomaly
detection on accurate modelling of normal traffic, which may
result in instability under fluctuating network conditions.

The subsequent generation of surveys reflects the im-
pact of deep learning and high-dimensional representation
learning. Drewek-Ossowicka et al. [10] conduct an exten-
sive review of neural networks for IDS and illustrate how
advanced architectures and recurrent models can extract hi-
erarchical and temporal features from traffic data without
manual feature engineering. Liu and Lang [2] expand on
this by providing a taxonomy centred on data sources and
demonstrating how deep learning techniques address limi-
tations in false alarm rates, generalisation capabilities and
robustness to novel attacks. Habeeb and Babu [13] further
show that deep learning-based IDS have achieved significant
gains in accuracy but continue to face challenges related to
training cost, model complexity and the risk of overfitting
when applied to limited or outdated datasets.

Several studies highlight the maturity and ongoing rele-
vance of ensemble and tree-based methods. Resende and
Drummond [11] analyse Random Forest variants and re-
port competitive performance for feature ranking, dimen-
sionality reduction and classification, particularly in high-
dimensional scenarios. Similarly, Abdulganiyu et al. [3] and
Thakkar and Lohiya [17] document the emergence of hybrid

AI approaches where ML and DL components are integrated.
These hybrid methods often combine the interpretability and
efficiency of ML (such as Random Forest or SVM) with the
representational power of neural networks. Parkar and Bil-
imoria [12] and Vani and Krishnamurthy [9] also show how
ML-based IDSs remain essential in contexts involving big
data analytics or real-time constraints where deep models
may be computationally prohibitive.

More recent surveys, such as Lokhandwala [14], confirm
the consolidation of deep learning and hybrid AI approaches
as dominant paradigms in contemporary IDS research. While
this work provides a comprehensive overview of modern
ML and DL architectures and their reported performance
across benchmark datasets, it largely abstracts away data
preprocessing pipelines and omits any discussion on model
maintainability, concept drift or adversarial resilience.

Taken collectively, these studies reveal that while clas-
sical ML approaches remain competitive for structured or
resource-limited environments, deep learning and hybrid
models now dominate the state-of-the-art due to their ability
to automatically extract complex behavioural patterns and
adapt to dynamic attack landscapes. The literature, however,
consistently identifies model transparency, computational
cost and dataset dependency as unresolved challenges.
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2.2 Data science methodologies

Across all reviewed studies, data handling remains a cen-
tral determinant of IDS performance and generalisability.
Resende and Drummond [11], Bhuyan et al. [8], Ahmed
et al. [6] and Abdulganiyu et al. [3] converge in emphasis-
ing that preprocessing pipelines are not peripheral tasks but
foundational elements that influence every stage of IDS evalu-
ation. These studies identify key operations such as cleaning,
normalisation, encoding of categorical variables, sampling
strategies to address imbalance and feature selection or re-
duction as essential components of any effective intrusion
detection workflow.

Thakkar and Lohiya [17] provide one of the most exten-
sive mappings of preprocessing strategies and show that the
lack of standardised pipelines results in poor comparability
across studies. Liu and Lang [2] reinforce this issue by noting
that data source characteristics strongly influence model se-
lection; packet-level, flow-level, session-level and log-based
data require different representations and learning strategies.
Studies such as Sabahi and Movaghar [1] and Mitchell and
Chen [15] describe how shifts in traffic distribution, protocol
structures or host behaviours can substantially degrade de-
tection accuracy when preprocessing is not aligned with the
data source.

Despite the attention given to individual preprocess-
ing components, no previous survey establishes a har-
monised cross-dataset evaluation framework with standard-
ised pipelines and a controlled experimental setup. The ab-
sence of such a framework hinders direct comparison be-
tween ML, DL and hybrid models and limits the reproducibil-
ity of performance claims. This gap is consistently acknowl-
edged in the literature and directly motivates the design of
the present study.

2.3 Maintainability and adversarial taxonomies

A consistent weakness across related surveys is the lim-
ited consideration of model lifecycle management, long-
term maintainability and resilience to adversarial manipu-
lation. While most reviews focus on categorising algorithms,
datasets and evaluation techniques, only a minority of the sur-
veyed works engage with the practical issue that IDS models
face evolving data distributions, emerging attack patterns and
adversarial perturbations.

Khraisat et al. [7] recognise maintainability as a challenge
but treat it descriptively rather than analytically, observing
that existing IDS solutions often deteriorate over time when
exposed to concept drift or outdated training data. Ahmed et
al. [6] highlight the sensitivity of statistical and ML-based
anomaly detection systems to distributional changes but do
not integrate lifecycle management into their evaluation cri-
teria. Nisioti et al. [16] address unsupervised learning for

attribution yet do not discuss how attackers can exploit model
assumptions or how model drift affects long-term reliability.

Very few surveys address adversarial machine learning.
Khraisat et al. [7] mention adversarial threats but do not clas-
sify them nor analyse their implications for IDS robustness.
Abdulganiyu et al. [3] acknowledge the risk of DL models
being susceptible to adversarial perturbations and the need
for resilient training strategies, but the discussion remains
high-level. No surveyed work provides a taxonomy of adver-
sarial threats, nor evaluates how such attacks compromise
IDS performance or sustainability.

A notable exception is the recent survey by Badawy [4],
which explicitly addresses adversarial machine learning in
the context of intrusion detection. This work provides a struc-
tured discussion of evasion strategies, poisoning attacks and
robustness-oriented training mechanisms, highlighting how
adversarial manipulation can systematically undermine IDS
performance. Nevertheless, although adversarial threats are
categorised, the study does not integrate these considera-
tions into a broader model lifecycle or drift-aware evaluation
framework, leaving maintainability and long-term adaptation
largely unaddressed.

2.4 Positioning of this work

Previous surveys provide extensive accounts of ML, DL and
hybrid intrusion detection methods, as well as detailed tax-
onomies of datasets, attack types and evaluation metrics.
However, the coverage is fragmented. Existing studies typ-
ically address isolated aspects such as feature selection, al-
gorithmic taxonomies or dataset analysis without combining
these components into a unified analytical framework. Fur-
thermore, the lack of standardised preprocessing pipelines,
the limited treatment of maintainability and the absence of
adversarial threat modelling constrain the applicability of
prior work to contemporary cybersecurity contexts. Even
recent surveys continue to emphasise algorithmic advance-
ments while overlooking harmonised preprocessing, lifecycle
management and adversarial resilience, reinforcing the need
for the unified framework proposed in this study.

The present study addresses these gaps by integrating
AI approaches, data science methodologies, model lifecycle
considerations and adversarial perspectives into a single com-
parative framework. By applying harmonised preprocessing
pipelines and evaluating ML, DL and hybrid models across
several benchmark datasets, this work provides a consistent
cross-dataset analysis that is missing in previous surveys.
Additionally, by incorporating maintainability criteria and
addressing adversarial vulnerability and drift-related degra-
dation, the study extends beyond traditional performance
benchmarking and contributes new insights into the construc-
tion of robust, adaptable and verifiable IDS solutions.
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Fig. 2 Conceptual architecture of the AI-based anomaly detection pipeline adopted in this study. The upper layer presents the main processing
stages, while the lower layer summarises the functional objectives associated with each stage, providing a structured reference for the datasets,
preprocessing strategies, model learning process, and experimental evaluation discussed throughout the paper.

3 AI-Based Anomaly Detection Pipeline and
Experimental Framework

AI-based Anomaly Detection (AD) systems are not defined
solely by the learning algorithm they employ, but by the com-
plete operational pipeline that governs how data are collected,
transformed, analysed, and ultimately translated into secu-
rity decisions. While existing survey literature often focuses
on individual algorithms in isolation, practical IDS rely on
a multi-stage and coupled workflow. To address this gap,
this study explicitly adopts a standardised AD pipeline that
serves as a unifying framework for datasets, preprocessing
techniques and models analysed throughout the article.

The pipeline, illustrated in Figure 2 and through the or-
ganisation of Sections 4 to 7, consists of the following stages.

Data ingestion and structuring. Raw network traffic,
packet traces, or host-level logs are collected and converted
into structured representations suitable for ML algorithms. In
the evaluated datasets, this stage includes flow aggregation,
protocol parsing, timestamp alignment, and feature extrac-
tion using tools like CICFlowMeter. The resulting flow-level
feature vectors form the common input space across datasets,
enabling cross-dataset comparability, as detailed in Section 4.

Preprocessing and data transformation. Prior to model
training, raw features undergo preprocessing operations tai-
lored to dataset characteristics. These include normalisation,
categorical encoding, noise handling, and class rebalancing.
As shown later in Section 6, these steps play a critical role in
mitigating class imbalance, stabilising model convergence,
and improving generalisation, particularly for deep learning
and hybrid architectures.

Feature selection and dimensionality reduction. Given
the high dimensionality of modern intrusion detection
datasets, redundant or weakly informative features can de-
grade both performance and efficiency. Filter-based, wrapper-
based, embedded, and hybrid feature engineering techniques
are applied within this stage to reduce dimensionality while
preserving discriminative power. The impact of these strate-
gies is systematically analysed in Section 6 and reflected in
the experimental results of Section 7.

Model learning and architecture. At the core of the
pipeline, AI models learn decision boundaries or anomaly
representations from preprocessed data. This study considers
traditional machine learning models, deep learning architec-
tures, and hybrid compositions that combine both paradigms.
Each model family follows its corresponding optimisation
strategy, such as impurity minimisation, margin maximisa-
tion, or gradient-based learning. A taxonomy and architec-
tural analysis of these models is presented in Section 5.

Evaluation and validation. Model performance is as-
sessed using a consistent evaluation protocol across all
datasets and configurations. Metrics such as accuracy, F1-
score, recall, and class-specific performance are used to quan-
tify detection capability, while cross-dataset and merged-
dataset experiments are employed to evaluate robustness and
generalisation. These results form the basis of the compara-
tive analysis presented in Section 7.

Inference and decision logic. In deployment scenarios,
incoming traffic is processed through the same preprocessing
and feature engineering stages as during training, ensuring
consistency between learning and inference. Model outputs
are translated into anomaly scores or class predictions, which
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may be combined through thresholding, voting mechanisms,
or ensemble fusion. This stage reflects the operational con-
straints of real-world IDS deployments and motivates the
analysis of adaptability, drift handling, and adversarial ro-
bustness discussed in Section 7. In recent studies, post-hoc
Explainable AI (XAI) techniques such as SHAP and LIME
have been applied to anomaly detection models to provide
feature-level explanations of alerts. However, these methods
are typically decoupled from the learning process and are
not yet systematically integrated into IDS decision-making
workflows [18].

By explicitly framing all experiments within this unified
pipeline, the study establishes a clear architectural link be-
tween datasets, preprocessing techniques, AI models, and
evaluation results. This process-oriented perspective enables
a more coherent interpretation of experimental findings and
addresses the need for transparent and reproducible AI-based
anomaly detection systems.

All experiments conducted in this study adhere to a uni-
fied experimental design derived from the anomaly detection
pipeline described above. For each dataset, identical prepro-
cessing strategies and feature engineering configurations are
applied prior to model training, ensuring fair comparison
across AI techniques.

Models are trained and evaluated under both individual-
dataset and multi-dataset settings to assess robustness, scala-
bility, and generalisation. Cross-validation and stratified sam-
pling are employed where applicable, and performance met-
rics are reported consistently across experiments. This con-
trolled experimental framework allows the impact of datasets,
preprocessing techniques, and model architectures to be anal-
ysed independently and jointly.

4 Benchmark Datasets for AI-Driven Intrusion Detection

AI-based intrusion detection models require extensive and
representative network datasets to evaluate their performance
and generalisation. Over the last decade, several benchmark
datasets have been developed in this domain, each differing
in terms of attack scenarios, data volume, and collection
methodology. While some prioritise variation in the types of
malicious traffic, others focus on the depth of specific attacks
or reflect more realistic network conditions. This section
reviews the major publicly available datasets, discussing not
only their content and typical use cases, but also the key
strengths and limitations that researchers and practitioners
must consider when selecting a dataset for experimentation.

The most frequently used network datasets in detection
research are those developed by the Canadian Institute for Cy-
bersecurity (CIC), commonly referred to as CICIDS datasets.
CICIDS2017 [19] captures a university-based network over
five days, featuring attacks such as Brute Force, Distributed

Denial-of-Service (DDoS), and web-based threats; its com-
prehensive set of labelled flows is excellent for benchmarking
supervised models that must handle real-world traffic patterns
in enterprise or academic contexts.

Building upon this, CICIDS2018 [19] extends the col-
lection to 17 days within an AWS-based environment based
on an attacker infrastructure versus a victim organisation,
offering a broader array of attacks and proving valuable for
evaluating robustness across longer time windows and cloud-
oriented scenarios.

Meanwhile, CICDoS2019 [20] zeroes in on DDoS vec-
tors in a controlled laboratory environment, facilitating
DDoS-specific detection and mitigation studies, especially
for data centres or Internet Service Provider (ISP) networks.

Another widely adopted dataset, UNSW-NB15 [21],
stands out by mixing real network captures with synthetic
traffic to reflect modern behaviours more accurately. In partic-
ular, this paper employs the CIC UNSW-NB15 variant [22],
where features are re-extracted via CICFlowMeter for con-
sistency with the other CIC-based datasets, resulting in a
more standard flow-based dataset suited for cross-dataset
experiments and mixed-traffic research.

In addition to the commonly used datasets, other datasets
have been developed to address specific research needs or
to incorporate new types of attacks not covered in standard
datasets. Furthermore, some authors have created entirely
new datasets derived from existing datasets or collected from
real network environments to provide fresh perspectives and
challenges for intrusion detection models. These datasets
include novel attack patterns, advanced persistent threats,
and data from emerging technologies like IoT.

In Table 3, we present a comparison among these datasets.
This comparison highlights key features like the number of
records, types of attacks included, time span of data col-
lection, and the variety of features provided. By examining
these characteristics, researchers can better align their dataset
choice with their specific research objectives, ensuring that
their models are trained and tested in environments that re-
semble the conditions under which they will be deployed.

After introducing the core datasets under study, we pro-
ceeded to extract multiple descriptive and comparative met-
rics to better understand their characteristics. In particular,
we computed the Mutual Information Classification (MIC)
values for each feature shared across these datasets, as can
be seen in Figure 3.

MIC measures the degree of dependency between each
feature Xi and the target class Y , providing insight into which
attributes are most discriminative when detecting attacks.
This is computed as:

I(Xi;Y ) = ∑
x∈X

∑
y∈Y

p(x,y) log
(

p(x,y)
p(x) p(y)

)
(1)
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Table 3 Overview of key publicly available security datasets employed in intrusion detection research

Dataset CICIDS2017 CICIDS2018 CIC UNSW-NB15 CICDDoS2019

Year 2017 2018 2023 2019

Developer CIC CIC CIC + UNSW CIC

Use Case University network with differ-
ent subnets and mixed real traf-
fic

AWS-based environment (at-
tacking infrastructure + victim
organisation)

Augmented version of UNSW-
NB15 with new flow-based fea-
tures from CICFlowMeter

Dataset focusing on a new tax-
onomy of DDoS attacks

Location Canada Canada Australia/Canada Canada

Extraction Method CICFlowMeter CICFlowMeter CICFlowMeter + re-labelling CICFlowMeter

Format CSV, PCAP CSV, PCAP CSV CSV, PCAP

# Features 79 80 80 80

Data Volume 51.1 GB 220 GB 1.8 GB 6.3 GB

Duration 5 days 17 days 2 days 2 days

# Attacks 8 7 9 12

Attacks Brute Force FTP, Brute Force
SSH, DoS, Heartbleed, Web
Attack, Infiltration, Botnet,
DDoS

Brute Force, Heartbleed, Bot-
net, DoS, DDoS, Web attacks,
Infiltration

Analysis, Backdoor, DoS,
Exploits, Fuzzers, Generic,
Reconnaissance, Shellcode,
Worms

DNS, LDAP, MSSQL, Net-
BIOS, NTP, SNMP, SSDP,
SYN, TFTP, UDP, UDP-Lag,
WebDDoS

Comments Includes labelled data; is
widely used for benchmarking
IDS

Provides a broader range
of attack scenarios than CI-
CIDS2017

Created by matching CI-
CFlowMeter flows with the
original UNSW-NB15

In particular, it focuses on
DDoS attack patterns

Fig. 3 MIC-based heatmap showing feature relationships across the
studied datasets

However, instead of computing these distributions di-
rectly, it uses kNN-based entropy estimation from the
Kraskov et al. (2004) [23] method. For every feature Xi the
score I(Xi;Y ) measures the average reduction in class uncer-
tainty once that feature is observed. A value of zero implies
statistical independence, while larger values show that the
feature carries more information about the label.

A clear concentration of high MIC values was observed in
the CIC-DDoS2019 dataset, where temporal and traffic inten-
sity features, such as Flow Bytes/s, Flow Duration, Fwd Inter-
Arrival Time (IAT) Mean, and Subflow Fwd Bytes, exhibit
particularly strong class relevance (values above 1.2), high-
lighting their role in identifying DDoS-specific behaviours.
In contrast, CIC-IDS2017 demonstrated a more balanced dis-
tribution, with moderate MIC values (0.3-0.4) spread across
multiple features like Flow Duration, Flow IAT Max, and
Subflow Bwd Bytes, supporting the dataset diverse attack rep-
resentation. UNSW-NB15, however, demonstrated low MIC
scores across nearly all features, proving a weaker feature-
label association and highlighting the need for stronger fea-
ture engineering or dimensionality reduction in this case.
Note that Subflow Fwd Bytes consistently ranked high across
all datasets, which demonstrates its potential as a univer-
sally informative feature. Thus, this heatmap guides feature
selection, indicating that feature relevance is not only dataset-
dependent but also highly biased in datasets dominated by
specific attack types such as CIC-DDoS2019.

Alongside this feature-level analysis, we also performed
an exploratory data analysis to assess the attack distribu-
tion in each dataset by capturing the frequency with which
each threat type appeared and whether a significant class
imbalance existed. Table 4 consolidates these findings by
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Table 4 Overview of attack types on the four evaluated datasets. Each cell displays the count of occurrences and the corresponding percentage. A
dash (–) indicates that the attack type is not present in that particular dataset

Attack Type CICIDS2017 CICIDS2018 CICDDoS2019 UNSW-NB15 Total

BENIGN 2.272.895 (11.83%) 13.445.498 (70.01%) 96.546 (0.50%) 3.390.752 (17.65%) 19.205.691
TFTP – – 4.578.741 (100.00%) – 4.578.741
DDoS 128.027 (9.32%) 1.246.366 (90.68%) – – 1.374.393
UDP – – 1.343.167 (100.00%) – 1.343.167
DrDoS_UDP – – 1.127.468 (100.00%) – 1.127.468
DrDoS_NTP – – 1.116.430 (100.00%) – 1.116.430
DrDoS_SSDP – – 925.675 (100.00%) – 925.675
DoS 252.660 (33.11%) 506.075 (66.31%) – 4.467 (0.59%) 763.202
Syn – – 689.387 (100.00%) – 689.387
MSSQL – – 290.470 (100.00%) – 290.470
Bot 1.966 (0.69%) 282.310 (99.31%) – – 284.276
DrDoS_MSSQL – – 241.763 (100.00%) – 241.763
Brute Force 13.835 (8.07%) 157.515 (91.93%) – – 171.350
Infiltration 36 (0.02%) 161.897 (99.98%) – – 161.933
Port Scan 158.930 (100.00%) – – – 158.930
DrDoS_SNMP – – 129.225 (100.00%) – 129.225
DrDoS_DNS – – 127.986 (100.00%) – 127.986
UDP-lag – – 90.542 (100.00%) – 90.542
DrDoS_LDAP – – 35.263 (100.00%) – 35.263
Exploits – – – 30.951 (100.00%) 30.951
Fuzzers – – – 29.613 (100.00%) 29.613
DrDoS_NetBIOS – – 23.732 (100.00%) – 23.732
LDAP – – 19.657 (100.00%) – 19.657
Reconnaissance – – – 16.735 (100.00%) 16.735
NetBIOS – – 11.428 (100.00%) – 11.428
Generic – – – 4.632 (100.00%) 4.632
Web Attack 2.180 (100.00%) – – – 2.180
Shellcode – – – 2.102 (100.00%) 2.102
Portmap – – 1.743 (100.00%) – 1.743
UDPLag – – 455 (100.00%) – 455
Backdoor – – – 452 (100.00%) 452
WebDDoS – – 417 (100.00%) – 417
Analysis – – – 385 (100.00%) 385
Worms – – – 246 (100.00%) 246
Injection – 87 (100.00%) – – 87
Heartbleed 11 (100.00%) – – – 11
Total 2.830.540 (8.58%) 15.799.748 (47.93%) 10.850.005 (32.91%) 3.480.335 (10.58%) 32.960.628 (100.00%)

listing all attacks present across the four datasets, providing
a clear overview of their respective coverage and enabling
researchers to select the most suitable dataset for a given
experimental context.

5 AI Models for Anomaly Detection

In this section, we first examine a typical anomaly detection
pipeline, and how models are integrated within the process.
Next, we review the AI-based detection algorithms and pre-
processing techniques selected for our experiments, situating
them within the broader literature on ML and DL approaches
for intrusion detection. Then, we apply these methods to each
benchmark dataset introduced in the previous section.

ML algorithms analyse patterns in network data to clas-
sify traffic, and DL techniques excel at identifying complex
patterns in large datasets. By combining these approaches,
hybrid methods can enhance both accuracy and adaptability,

thereby enabling more effective detection of both known and
unknown threats.

Among hybrid approaches, Multi-Layered Hybrid Archi-
tectures (MLHA) have gained prominence. These models
integrate ML techniques for structured and tabular data with
DL capabilities for sequential and spatial pattern recognition.
By leveraging the strengths of both, MLHAs can effectively
process high-dimensional data in modern cybersecurity sce-
narios, ensuring adaptability and resilience.

5.1 Categorisation of AI Detection Models

Understanding the architecture and design principles of each
model is essential for evaluating their suitability to diverse
cybersecurity contexts. Although traditional models are typi-
cally known to be lightweight and interpretable, they may fail
when addressing complex or novel threats. DL models excel
at identifying sophisticated patterns; however, they require
significant computational resources.
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Fig. 4 Categorisation of the AI detection models examined in this study

The categorisation depicted in Figure 4 provides a struc-
tured overview of AI detection models, which are classi-
fied into three main categories, namely Traditional Machine
Learning, Deep Learning, and Hybrid Models.

Traditional ML approaches remain a cornerstone of
anomaly detection because of their relative simplicity and
interpretability. Among these, tree-based methods, including
Random Forest (RF) [24, 25] and Decision Trees (DT) [26–
31] stand out for their robustness, feature-importance in-
sights, and strong performance.

Beyond tree-based approaches, linear models (e.g., Lo-
gistic Regression [25, 30, 31]) rely on simple decision bound-
aries that are easy to interpret and quick to train, although they
can struggle with nonlinear or multistage attacks. Instance-
based methods like k-Nearest Neighbors (k-NN) [26, 28–
30, 32, 33] outperform in controlled scenarios; however, they
are costly for large-scale applications due to high inference-
time complexity. Bayesian classifiers (Naive Bayes, Gaussian
NB [26, 29–31]) offer relatively quick predictions through
probabilistic assumptions; however, they can misclassify
when features are highly correlated. Support Vector Ma-
chines (SVM) [25, 26, 28–30, 32, 34] excel at handling high-
dimensional data; however, they require substantial com-
putational resources and should not be considered for real-
time intrusion detection. Finally, ensemble techniques like
Gradient Boosting (GB), Light Gradient Boosting Machine
(LGBM) [29, 30, 35] and eXtreme Gradient Boosting (XG-
Boost)/AdaBoost [29, 35] often achieve top-tier accuracy and

scalability; however, they involve lengthy training processes,
making them also more suitable for offline or batch detection.

In contrast to traditional ML, DL models learn feature
representations automatically from raw or partially processed
data, making them well-suited to unstructured and evolving
attack patterns [30]. Common architectures include Multi-
Layer Perceptron (MLP) [27, 29], often combined with fea-
ture selection to handle high-dimensional inputs, and Long
Short-Term Memory (LSTM) networks [32, 36], which excel
at capturing sequential dependencies in APTs. More spe-
cialised techniques like Multi-Task Learning (MTL) [37],
Vision Transformer [38], and Extreme Learning Machine
(ELM) [39–41] address multi-class detection, image-based
network flows, and real-time training speed, respectively,
making them valuable for contexts ranging from multivector
attacks to low-latency scenarios.

Some DL methods generate or adapt data distributions
for improved detection. Generative Adversarial Networks
(GANs) [24] create synthetic traffic to enrich minority classes
(e.g., zero-day or insider threats); however, training stability
remains a challenge [42]. Other techniques such as Deep
Embedded Regularisation (DER) [43] enhance generalisa-
tion against complex threats like polymorphic malware, and
Domain-Adversarial Neural Networks (DANN) [37] facili-
tate knowledge transfer across different data domains, which
demonstrates adaptability when bridging synthetic and real-
world scenarios.

In parallel, Reinforcement Learning (RL)–based ap-
proaches have been increasingly adopted for zero-day and
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previously unseen attack scenarios, particularly in dynamic
environments where labelled data are unavailable [44]. By
learning detection or mitigation policies through reward-
driven interaction with the environment, RL enables IDS
to adapt their behaviour online without relying on predefined
attack signatures.

Hybrid model approaches combine the strengths of tra-
ditional ML and deep learning, aiming for robust anomaly
detection across diverse scenarios. By leveraging the inter-
pretability and efficiency of classical methods while taking
advantage of neural networks, hybrid architectures typically
offer improved accuracy and greater adaptability. Many of
these solutions appear as new proposals because researchers
find it straightforward to experiment by chaining or nesting
different algorithms.

Some authors stack or concatenate existing techniques,
such as ML with ML, DL with DL, or ML with DL. A notable
example is the Convolutional Neural Network (CNN)+LSTM
configuration [36], which combined convolutional feature
extraction with the temporal learning power of recurrent
networks, outperforming standalone CNNs or LSTM in
multi-vector attack detection. Similarly, RF+LSTM [45] im-
proves the decision-tree strengths of Random Forest along
with LSTM sequential insights, achieving accuracy above
99% on UNSW-NB15. There are also simpler pairings like
NB+SVM [34, 46] that reduce false positives via feature
selection, yielding 92-95% accuracy on NSL-KDD.

Recent literature has demonstrated more sophisticated or
domain-specific hybrid systems:

1. Ensemble Methods. Zhou et al. [47] proposed adding a
"Feature Penalisation Attribute" to RF in order to reduce
overfitting, achieving 94% accuracy on UKM-IDS20.

2. Swarm-Based Approaches. Sheikhi et al. [48] com-
bined Particle Swarm Optimisation (PSO) and Grey Wolf
Optimisation (GWO) within a Backpropagation Neural
Network (BPNN). A Genetic Algorithm (GA) was used
to select relevant features, attaining 98.9% accuracy on
UNSW-NB15.

3. Hybrid Optimisation. ElDahshan et al. [39] introduced
an African Buffalo Algorithm (AOA) and Harris Hawk
Optimisation (HBA) to refine the parameters of an ELM.
This dual-optimisation approach yielded 99.62% accu-
racy in UNSW-NB15, highlighting notably low false
alarm rates. Al-Daweri et al. [37] also combined Hierar-
chical Optimisation Evolutionary (HOE) techniques with
Dynamic Artificial Neural Networks (DyANN), surpass-
ing the baseline DyANN by 1.06%.

4. Multi-Classifier Architectures. Turukmane et al. [49]
employed the Mud Ring Optimisation Algorithm to build
a multilayer SVM pipeline, called M-MultiSVM, along
with the Advanced Synthetic Minority Oversampling
Technique (ASmoT) and Singular Value Decomposition
(SVD). Their system achieved 99.89% accuracy on CIC-

IDS2018 and 97.54% on UNSW-NB15, outperforming
RF, SVM, and k-NN in imbalanced settings.

5. Autoencoders. Yang et al. [50] introduced Bayesian
Autoencoders (BAE) to estimate uncertainty in rare or
emerging attack scenarios, reaching 98.6% accuracy in
UNSW-NB15 and 84.6% in CICIDS2017. By quanti-
fying the predictive uncertainty, these autoencoders are
better suited for low-frequency attacks and previously
unseen threats.

5.2 Analysis of AI Detection Models

Table 5 presents a comparative analysis of the AI-based mod-
els for intrusion detection. Each model is evaluated across
several practical criteria, including suitability for batch or
real-time processing, scalability, computational efficiency,
explainability, robustness to data imbalance, and adaptabil-
ity to novel or evolving threats. The goal of this analysis
is to provide actionable information on the strengths and
limitations of each type of model, helping practitioners and
researchers select the most appropriate techniques based on
the deployment constraints and security requirements.

The AI detection models examined illustrate a clear trend:
there is a growing preference for hybrid approaches that
integrate both ML and DL methodologies. These models
offer distinct advantages and highlight specific trade-offs that
must be carefully balanced in practical deployments.

For example, the RF-based model augmented with a
Forest-PA feature-selection layer demonstrated robust perfor-
mance in environments characterised by high-dimensional,
noisy data. Its strength lies in its ability to efficiently han-
dle complexity and extract the most informative attributes.
However, this power comes at a cost: every prediction must
traverse hundreds of trees, so inference latency grows lin-
early with ensemble size. Because Random Forests are batch
learners, coping with concept or feature drift means period-
ically rebuilding or grafting trees, interrupting the pipeline
and adding further compute overhead. Consequently, while
the approach achieves 94% accuracy on the UKM-IDS20
benchmark, recent surveys warn that traditional RFs are only
"partially suitable" for real-time use and that "real-time de-
tection is still a challenging question" unless the system is
re-engineered with distributed or parallel inference to keep
pace with high-volume streams.

In contrast, the traditional ML method based on SVM,
as observed in the M-MultiSVM approach, excels at binary
classification tasks due to its high precision. However, SVM
performance tends to diminish when applied to larger and
more complex datasets, where the clear boundaries required
for accurate classification become blurred. This limitation is
reflected in its dependency on well-defined class separations
and can be a significant drawback in dynamic real-world
environments where data complexity is the norm.
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Table 5 Comparative summary of AI-based intrusion detection models. ✓= strong suitability; ∼ = suitable with limitations; ✗= not suitable.

Model Batch
Processing

Real-Time
Capability Scalability Computational

Efficiency Explainability Imbalance
Robustness Adaptability

RF ✓ ✓ ✓ ∼ ∼ ∼ ✗

DT ✓ ✓ ✓ ✓ ✓ ∼ ✗

XGBoost ✓ ✓ ✓ ∼ ∼ ∼ ✗

LR ✓ ✓ ✓ ✓ ✓ ∼ ✗

k-NN ✓ ∼∗ ✗ ✗ ✗ ✗ ✗

NB ✓ ✓ ✓ ✓ ∼ ✗ ✗

SVM ✓ ∼∗ ✗ ✗ ✗ ∼ ✗

LGBM ✓ ✓ ✓ ∼ ∼ ∼ ✗

MLP ✓ ✓ ∼ ∼ ✗ ∼ ✗

LSTM ✓ ∼ ∼ ✗ ✗ ∼ ∼
Vision Transformer ✓ ✗ ∼ ✗ ✗ ∼ ✗

GAN ✓ ∼ ∼ ✗ ✗ ✓ ✓

CNN + LSTM ✓ ∼ ∼ ✗ ✗ ∼ ✗

RF + LSTM ✓ ∼ ∼ ✗ ✗ ∼ ✗

NB + SVM ✓ ∼ ∼ ∼ ✗ ∼ ✗

BAE ✓ ∼ ∼ ✗ ✗ ✓ ✓

RF + Forest PA ✓ ✓ ✓ ∼ ∼ ∼ ✗

AOA/HBA-ELM ✓ ✓ ✓ ∼ ✗ ∼ ✗

HPSOGWO-BPNN ✓ ✓ ∼ ✗ ✗ ∼ ✗

HOE-DANN ✓ ∼ ∼ ∼ ✗ ∼ ✓

MultiSVM ✓ ∼ ∼ ∼ ✗ ∼ ✗

Note: ∗Real-time capability for k-NN and SVM is limited by computational cost on large data. Most traditional supervised models tend to bias
towards the majority class under class-imbalanced datasets, reducing minority attack detection (marked as ∼ in robustness). Unsupervised methods
like GAN and BAE focus on learning "normal" behaviour, making them more robust to imbalance and capable of flagging novel attacks outside the
training distribution. Each symbol reflects general tendencies reported in recent literature (2020–2024) for the given model in intrusion/anomaly
detection contexts.

On the deep learning front, LSTM networks have demon-
strated their capability to capture temporal dependencies, an
essential feature for detecting APTs that evolve over time.
Their sequential processing nature makes them well suited for
analysing time-series data, but this comes at the cost of higher
computational requirements and potential latency issues in
real-time applications. Similarly, CNNs are adept at automat-
ically extracting complex patterns from high-dimensional
data, which makes them effective for tasks involving spatial
data correlation. However, CNN-based models often suffer
from a lack of interpretability, which can limit their accep-
tance in environments in which explainability is paramount.

The table also presents several hybrid models that at-
tempt to mitigate the limitations inherent in single-method
approaches. For example, the AOA-ELM and HBA-ELM
models employ Extreme Learning Machines tuned via meta-
heuristics (AOA and HBA, respectively), achieving impres-
sive accuracy scores of 99.62% and 98.65% on the UNSW-
NB15 dataset. These models benefit from the speed and
generalisation ability of ELMs while leveraging optimisation
techniques to fine-tune neuron performance, thereby striking
a balance between efficiency and accuracy.

Another notable model is BAE, which integrates a vari-
ational lower bound and noise modelling. This approach
not only yields high detection accuracy (98.6% on UNSW-
NB15) but also incorporates a probabilistic framework that

can offer a degree of uncertainty estimation, potentially aid-
ing decision-making processes. However, the performance
disparity observed on different datasets (84.6% on CIC-IDS-
2017) suggests that the model’s robustness may vary depend-
ing on the characteristics of the data, which underscores the
need for further validation across diverse environments.

The HPSOGWO-BPNN model represents another hybrid
strategy by combining PSO and GWO with a BPNN. This
method capitalises on the complementary strengths of swarm
intelligence techniques and neural networks, achieving an
accuracy of 98.9% on the UNSW-NB15 dataset. Although
promising, reliance on metaheuristic optimisation can intro-
duce additional complexity in tuning and may require sub-
stantial computational resources during the training phase.

Finally, the HOE-DANN model, which integrates a
DyANN with the HOE framework, achieved moderate ac-
curacy of 94.66% on the UKM-IDS20 dataset. Although its
performance might appear lower than that of other models, its
design emphasises adaptability and dynamic response, which
are crucial features in rapidly changing threat landscapes.

Overall, these hybrid models demonstrate a critical evo-
lution in AI detection systems by combining the best aspects
of ML and DL techniques. They reconcile the trade-offs be-
tween accuracy, scalability, computational efficiency, and
explainability. By leveraging optimisation strategies and hy-
brid architectures, these models provide a more balanced
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solution to address the diverse challenges posed by modern
cybersecurity threats. The table serves as a comprehensive
comparison that not only highlights the strengths of each ap-
proach but also underscores the inherent challenges, such as
computational overhead and explainability, that remain active
research areas. Future studies should focus on refining these
hybrid techniques, exploring new optimisation paradigms,
and validating models across varied operational contexts to
enhance their robustness and practical applicability.

6 Preprocessing Techniques for Anomaly Detection

In this section, we shift our focus from model architectures to
the preprocessing techniques essential for effective anomaly
detection. Unlike models, which directly handle the decision-
making tasks, preprocessing methods play a crucial support-
ing role by preparing and optimising the data before it reaches
these algorithms. Proper preprocessing ensures that ML, DL,
and hybrid detection methods receive clean, relevant, and
structurally coherent inputs, significantly improving their
predictive performance and reliability.

Specifically, preprocessing techniques address inherent
challenges present in network traffic data by transforming
and refining the dataset. Effective preprocessing not only en-
hances detection accuracy but also ensures computational ef-
ficiency and adaptability, enabling models to maintain robust
performance even as data characteristics evolve over time.
In the following subsections, we categorise these prepro-
cessing approaches systematically and review their practical
implementation and theoretical benefits within the broader
anomaly detection pipeline.

6.1 Categorisation of Preprocessing Techniques

Raw network traffic data are typically noisy, imbalanced, and
high-dimensional; thus, preprocessing is an indispensable
step in data training. Preprocessing techniques were used
to prepare datasets for training ML and DL models. They
consist of algorithms and techniques used to ensure that
the data used to train an AI model are clean, relevant, and
structured in a way that maximises accuracy and enhances
the overall performance of the proposed model.

For this analysis, we focused on what we called Feature
Engineering (FE), which mainly consists of the techniques de-
veloped to change the format and presentation of the features
to be later used as a better input. This includes reducing the
complexity of high-dimensional datasets, recursive feature
elimination, genetic algorithm usage, and Information Gain
(IG) gain to select the most informative features [39, 47, 51].

The conceptual model of preprocessing techniques pre-
sented in Figure 5 outlines a categorisation of the methods
observed in the literature. The proposed structured framework

provides a foundation for analysing the strengths, limitations,
and application contexts of each technique.

This taxonomy divides preprocessing approaches into
key categories that can work together and are not exclusive
to each other: Cleaning, Transformation, Data Resampling
and Augmentation, and Feature Engineering.

Data cleaning involves removing noise, filling missing
values, and resolving outliers. Datasets like CICIDS2017
often contain irrelevant or corrupted entries that must be
treated before training [29, 52].

The Transformation ensures that data are in a suitable for-
mat. Scaling (e.g., MinMax, StandardScaler, Zero-Mean) im-
proves convergence and stability in models like SVM, CNN,
and LSTM, while encoding (e.g., one-hot, label) translates
categorical features for ML consumption [43]. In some stud-
ies, entire datasets are reformatted, for example by converting
into RGB image sequences for Vision Transformers [38].

Resampling and Augmentation mitigate class imbalance.
Techniques like Synthetic Minority Oversampling Technique
(SMOTE), SMOTE-Tomek, and NearMiss either oversam-
ple the minority class or undersample the majority [45, 53].
More advanced approaches like Synthetic Data Augmen-
tation Techniques (S-DATE) synthesise new malicious in-
stances for deep models [51], while downsampling offers a
lightweight alternative for traditional ML pipelines [29].

FE is critical on high-dimensional datasets in which
not all attributes contribute meaningfully to detection. The
proposed FE method improves both performance and inter-
pretability while reducing training overhead. Different tech-
niques for Feature Engineering fall into several categories:

Filter methods such as IG, Gini Impurity, and Selec-
tKBest select features based on statistical relevance without
involving model training [36, 46, 54]. These are efficient and
are commonly used to pre-trim features before applying more
complex algorithms.

The embedded methods evaluate features as part of the
model training process. Examples include Intersectional Cor-
related Feature Selection (ICFS), Chaotic Crow Search Algo-
rithm (CCSA), and Binary Grey Wolf Optimisation (BGWO),
which have shown strong improvements in detection accu-
racy when integrated into hybrid models such as AOA-ELM
and HBA-ELM [34, 52]. These improvements occur because
embedded methods select features based on their direct contri-
bution to predictive performance during training, optimising
the feature set specifically for the model at hand. By dynami-
cally adapting feature selection within the model’s learning
process, embedded methods capture complex interactions,
resulting in models better tuned to the nuances of the data.

Wrapper methods, like Sequential Forward Selection
(SFS), Sequential Backward Selection (SBS) or Recursive
Feature Elimination (RFE) are computationally expensive but
provide high performance by evaluating subsets iteratively
based on model output [39].
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Fig. 5 Categorisation of the preprocessing techniques employed for AI detection models

Hybrid methods combine genetic, swarm, and statistical
approaches. Techniques such as Grasshopper Optimization
Algorithm with GA (GOA-GA), PSO-based Diverse-Self
Ensemble Model (D-SEM), and Dynamic Feature Aware
Genetic Propagation Ensemble (DFA-GPE) dynamically op-
timise feature subsets, improving generalisation and recall
on minority-class threats [51, 55, 56]. Some also integrate
evolutionary strategies with classifiers, like in Hybrid Hunger
Games Search (HGS), or in Forward Selection Ranking
(FSR) and Backward Elimination Ranking (BER); or sta-
tistical scoring like chi-square to refine selection [45, 53].

Dimensionality reduction further enhances learning, par-
ticularly in DL. Linear methods, such as Principal Com-
ponent Analysis (PCA) and Linear Discriminant Analysis
(LDA), preserve variance or maximise class separability by
projecting data onto lower-dimensional spaces where im-
portant distinctions among features remain clear, making
patterns easier to capture. In contrast, nonlinear methods
like Stacked Denoising Auto Encoder (SDAE) and Dimen-
sionality Reduction in Database Management Systems (DR-
DBMS) compress data representations by learning intricate,

hierarchical relationships among input features. These non-
linear approaches effectively isolate essential characteristics
of the data, thus filtering out irrelevant variations or noisy
inputs that might otherwise mislead models during training.
As a result, such compression techniques improve model ro-
bustness, generalisation, and resilience by focusing training
efforts on the most informative and stable patterns within
datasets [28, 57].

Finally, automated FE techniques like Auto-Learning
with CNNs [58] or M-SVD with MultiSVM [49], allow mod-
els to autonomously identify critical input features, minimis-
ing preprocessing effort and accelerating deployment.

6.2 Analysis of Preprocessing Techniques for AI Detection
Models

Table 6 presents a comparative analysis of the preprocessing
techniques reviewed for anomaly detection. Each technique
is evaluated across practical criteria, including its capabil-
ity to handle noise and data imbalance, effectiveness in di-
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Table 6 Comparative summary of preprocessing techniques used for anomaly detection. ✓= strong suitability, ✗= not suitable, and ∼ = suitable
with limitations.

Technique Handles Noise Handles Class
Imbalance

Reduces
Dimensionality

Computational
Efficiency

Model
Independence

Missing value imputation ✗ ✗ ✗ ✓ ✓

Outlier removal ✓ ✗ ✗ ✓ ✓

Data scaling (normalization, stan-
dardization)

✗ ✗ ✗ ✓ ✓

Categorical encoding (one-hot,
target encoding)

✗ ✗ ✗ ✓ ✓

SMOTE ✗ ✓ ✗ ∼ ✓

SMOTE–Tomek ✓ ✓ ✗ ∼ ✓

NearMiss ✗ ✓ ✗ ∼ ✓

S-DATE (synthetic data augmen-
tation)

∼ ✓ ✗ ✓ ✓

Information Gain (IG) ✗ ✗ ✓ ✓ ✓

Gini impurity / importance ✗ ✗ ✓ ✓ ✓

ICFS (correlation-based) ✗ ✗ ✓ ✓ ✓

CCSA (chaotic crowd search) ✗ ✗ ✓ ∼ ✗

BGWO (binary grey wolf opt.) ✗ ✗ ✓ ✗ ✗

RFE (recursive feature elimina-
tion)

✗ ✗ ✓ ✗ ✗

GOA–GA ✗ ✗ ✓ ✗ ✗

PSO–D–SEM ✗ ✗ ✗ ✗ ✗

PCA ∼ ✗ ✓ ∼ ✓

LDA ✗ ✗ ✓ ✓ ✓

SDAE (stacked denoising autoen-
coder)

✓ ✗ ✓ ✗ ✓

DR–DBMS (dim. reduction in
DBMS)

✗ ✗ ✓ ✓ ✗

Auto-learning CNN (representa-
tion learning)

✗ ✗ ✓ ✗ ✗

Modified SVD ✗ ✗ ✓ ✗ ✓

Note: Symbols synthesise empirical evaluations from recent literature (2020–2025) on preprocessing for anomaly detection. Techniques marked as
∼ under "Handles Noise" or "Computational Efficiency" provide conditional or partial utility depending on dataset size and implementation details.

mensionality reduction, computational efficiency, and model
independence. The aim of this analysis is to provide clear in-
sights into the strengths and limitations of each preprocessing
method, enabling practitioners and researchers to select the
optimal strategies based on their specific data characteristics
and deployment scenarios.

Feature engineering plays a crucial role in enhancing
model performance, and traditional methods, such as RFE
and SFS, remain widely used due to their simplicity and effec-
tiveness in terms of reducing overfitting. These approaches
are particularly beneficial for tree-based models, which often
suffer feature redundancy and high dimensionality. How-
ever, their limitations are evident when handling complex
datasets with intricate feature interactions. Advanced meth-
ods such as BGWO and CCSA, address these limitations
by exploring feature spaces more thoroughly and preventing

local optima. Although these advanced techniques provide
significant improvements, they are associated with substan-
tial computational overhead, making them impractical for
real-time applications or large-scale datasets. This trade-off
highlights the ongoing challenge of balancing interpretability,
efficiency, and scalability in feature selection.

Normalisation techniques, including Min-Max Scaling
and Z-score Normalisation, are essential for handling numer-
ical disparities in datasets. These methods are particularly
effective for models sensitive to feature magnitude, such as
SVM and neural networks, where differences in scale can sig-
nificantly impact convergence speed and overall performance.
Despite their effectiveness, these techniques do not address
class imbalance or feature drift; thus, they are insufficient
when handling dynamically evolving attack patterns. While
normalisation ensures a stable input distribution, adaptive
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feature selection and augmentation techniques must comple-
ment it to maintain long-term robustness.

Data resampling techniques, particularly SMOTE, have
become the standard for addressing imbalanced datasets,
which is a common issue in cybersecurity applications where
malicious traffic is significantly outnumbered by benign activ-
ity. Although SMOTE effectively improves recall and reduces
false negatives, it struggles to generate realistic samples for
rare attack types, such as infiltration and zero-day exploits. To
overcome this limitation, hybrid approaches such as SMOTE-
Tomek and NearMiss-2, combine oversampling and under-
sampling, which enhances the dataset balance while preserv-
ing the statistical integrity of attack distributions. However,
such techniques introduce a potential drawback: by modify-
ing the original dataset composition, they may distort real-
world traffic distributions, leading to an overfitting risk when
applied to live network data. For DL models, S-DATE offer a
more sophisticated approach by generating synthetic samples
that better mimic real-world behaviour, yet their effectiveness
depends heavily on the quality of the generative model used.

7 Key Findings

In this section, we present a series of key findings derived
from our experimental evaluation using publicly available
datasets, AI detection models, and previously described pre-
processing techniques. All experiments were conducted on a
workstation equipped with an AMD Ryzen 7 5800H CPU (8
cores, 16 threads), 16 GB DDR4 RAM, and NVIDIA RTX
3060 GPU running Ubuntu 24.04 LTS. The software envi-
ronment included Python 3.12.8 using key libraries such as
scikit-learn (1.6.0), TensorFlow (2.18.0) with Keras (3.8.0),
and NumPy (2.0.2), among others. By applying these meth-
ods across diverse data sources and attack scenarios, we
identify recurring patterns, performance trends, and practi-
cal challenges. Each subsection introduces a thematic focus
followed by a statement of the corresponding key finding. To-
gether, these insights provide a deeper understanding of the
factors that drive successful AI-powered intrusion detection
and highlight areas for further research and optimisation.

7.1 Hybrid Models Achieve Superior Performance Across
Datasets

To validate the comparative performance of the AI-based
detection models, we conducted a series of controlled experi-
ments using the benchmark datasets introduced in Section 4.
For each dataset, we applied a representative set of tradi-
tional ML, DL, and MLHA models along with standard pre-
processing techniques. Evaluation metrics such as accuracy,
F1-score, training and inference time were used to assess
model behaviour under balanced and imbalanced conditions.

Figure 6 shows the accuracy (top) and F1-score (bottom)
of different AI models on benchmark datasets and prepro-
cessing pipelines. Each row corresponds to a specific dataset
combined with a preprocessing strategy, namely PCA, top-k
feature selection, with or without SMOTE. The value of k
was selected, iterating through different values and testing the
overall accuracy in the baseline model. The lowest k value
representing the local maximum is selected for that specific
dataset. Here, each column represents a detection model.

The experimental results provide compelling evidence in
favour of hybrid models that are the most robust and gener-
alizable solution for intrusion detection tasks. As shown in
Figure 6, the hybrid architecture (Logistic Regression on a
Stacked RF + LGBM) outperformed all other models across
all datasets, achieving near-perfect accuracy and F1-score
values in most scenarios. This trend is consistent across pre-
processing setups, including both PCA and top-k feature
selection, with or without the application of SMOTE. Such
consistency highlights the capacity of hybrid models to com-
bine the strengths of traditional ML and DL architectures,
yielding superior generalisation and adaptability.

However, this advantage comes with a significant draw-
back. Hybrid models incur considerable computational over-
head, resulting in high training times. The training times
for the evaluated models varied across datasets and prepro-
cessing setups. Notably, the hybrid model consistently re-
quired substantially longer training durations compared to
traditional ML models. For instance, on the CIC-DDoS2019
dataset using PCA dimensionality reduction without SMOTE,
the LR[RF+LGBM] model exhibited the highest training
time of approximately 1289.95 seconds, significantly exceed-
ing simpler models such as RF (8.10 s) or LGBM (6.11 s).

Even for relatively less demanding scenarios, such as the
UNSW-NB15 dataset combined with PCA and no SMOTE,
the hybrid model (1210.38 s) still outperformed traditional
methods like RF (6.63 s) and k-NN (2.29 s) by a wide mar-
gin. This trend underlines the trade-off of employing hybrid
architectures: despite their superior accuracy and generalisa-
tion, their complexity incurs high computational costs, which
may limit their applicability in environments where frequent
retraining or rapid deployment is essential.

It is important to note that the reported computational
overhead primarily reflects training-time costs, which are
incurred offline and do not directly affect operational deploy-
ment. In practical detection scenarios, however, inference
efficiency is a critical factor for real-time applicability, mea-
sured in terms of throughput and latency. To account for this
aspect, we conducted an additional throughput-oriented eval-
uation using the same models already trained in the previous
experiment, thereby avoiding any retraining bias. The evalua-
tion was performed using the same dataset and maintaining
the same execution environment, focusing exclusively on
obtaining the average inference performance for each model
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Fig. 6 Accuracy and F1-score heatmaps for models under all dataset and preprocessing conditions

Fig. 7 Inference throughput analysis comparing all trained model configurations. (a) Temporal evolution of throughput over a 60-second test
window. The dashed line at 10,000 samples/sec indicates the minimum baseline required for real-time deployment. (b) Statistical distribution of
throughput by model.

across their trained configurations. The resulting throughput
measurements are reported in Figure 7.

As illustrated in the Figure, the experimental results dif-
ferentiate between three distinct performance tiers relative
to the operational baseline of 10,000 samples/second. This
baseline represents a self-established minimum throughput
required to handle network flows in a standard real-time
deployment without inducing packet loss or queuing delays.

The first group, comprising tree-based ensemble methods,
demonstrates superior inference efficiency, consistently ex-
ceeding the baseline with peak throughputs ranging between
15,000 and 20,000 samples/second. The second group in-
cludes the Neural Network (NN) and the proposed Hybrid
architecture (LR[RF+LGBM]). Notably, while the Hybrid
model achieved the highest detection accuracy and F1-scores

as detailed in Figure 6, its inference throughput hovers near
the 10,000 samples/second threshold. This behaviour quanti-
fies the cost of the stacking strategy: while the meta-learner
significantly improves generalisation, it introduces a latency
penalty compared to single-model architectures. However, un-
like the third group, the Hybrid model remains operationally
viable for near real-time prevention.

The third group consists of distance-based and kernel-
based algorithms. Despite offering competitive accuracy in
specific preprocessing configurations, their throughput falls
significantly below the operational baseline (< 3,000 sam-
ples/second). Consequently, while these models may be valu-
able for offline forensic analysis where latency is not a con-
straint, they are not suited for live traffic analysis.
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Fig. 8 Heatmaps of marginal attack detection accuracy across individual datasets

Integrating diverse modelling strategies into unified
hybrid architectures provides clear advantages for AI-
based intrusion detection models, particularly in imbal-
anced and evolving threat scenarios. By combining di-
mensionality reduction techniques with class imbalance
handling, these architectures maximise model generalisa-
tion and robustness while maintaining inference through-
put, thus validating their operational viability despite the
inherent increase in computational complexity.

7.2 Detection Effectiveness Varies by Attack Type

The results obtained in the previous key finding reflect the
overall model performance; however, they do not account for
how effectively each model detects specific types of attacks.
In real-world scenarios, intrusion detection systems must be
capable of not only classifying general traffic but also of
recognising several attack behaviours, some of which may
exhibit rare patterns.

To explore this dimension, we conducted a more granular
analysis by computing the detection accuracy per attack type
for each model across the evaluated datasets. For each dataset,
we selected the same models as in the last key finding and
constructed individual heatmaps, where each cell shows the
accuracy of a model when detecting a specific attack type
for each specific dataset. This enables a comparative view of

model sensitivity to different threat categories, available in
Figure 8.

The results demonstrate that ensemble models achieve
the highest accuracy across most attack types and datasets,
especially when detecting more complex attacks. On the
other hand, neural network models perform poorly likely
due to their sensitivity to class imbalance and lack of robust
preprocessing. The hybrid model LR[RF+LGBM] shows
stable and reliable results across different attacks. Detection
performance clearly depends on both the type of attack and
the dataset used, which highlights the importance of using
balanced data and choosing the right model for each scenario.

Detection accuracy for individual attack types is
highly nonuniform. Our analysis shows that ensemble
methods achieve superior performance, particularly on
complex or low-frequency attacks, whereas DL models
often suffer from decreased sensitivity under class imbal-
ance. This highlights the advantage of hybrid architec-
tures in achieving reliable, high-fidelity intrusion detec-
tion across diverse attack categories.

7.3 Multi-Dataset Training Enhances Generalisation

After discussing the performance of different models on vari-
ous benchmark datasets, we focused on understanding gen-
eralisation across experiments. Our approach begins with
the observation that our datasets can be seamlessly merged
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Fig. 9 Model performance metrics evaluated on all newly created datasets

by selecting common features, which allows us to create
multi-dataset configurations.

In Table 7, these combinations are presented along with
useful statistics such as the total number of samples, the pro-
portion of attack instances, the distinct attack types present
and the computed class entropy. This entropy is a measure of
how evenly the classes are distributed in a dataset. It helps
us understand how balanced or imbalanced the dataset is. A
low entropy means that one class dominates, whereas a high
entropy means the classes are more evenly distributed.

The formula used to calculate entropy is:

H =−
n

∑
i=1

pi · log2(pi) (2)

Here, pi is the proportion of instances that belong to
class i, and n is the total number of different classes. If most
instances belong to one class, the entropy is close to 0. If all
classes have similar proportions, the entropy is higher.

The first experiment establishes baseline models for each
newly created merged dataset alongside the original datasets
to serve as controls. Figure 9 shows the performance met-
rics obtained for each model on each newly created dataset.

We can see that tree-based ensembles dominate across every
merged-dataset scenario: RF, closely followed by XGBoost,
deliver the highest accuracy and F1 scores because their bag-
ging/boosting strategies smooth out the noise and heterogene-
ity introduced when datasets are combined. LGBM remains
competitive on moderately mixed sets but loses ground once a
single attack family overwhelms the class balance, hinting at
over-specialisation from its leaf-wise growth. By contrast, the
plain NN and, to a lesser extent, k-NN collapse when severe
imbalance or feature-scale disparities appear (especially in
CIC-DDoS2019-heavy blends), confirming their sensitivity
to biased label distributions and mismatched feature spaces.

In the subsequent experiment, we employed models that
were previously trained across different merged configura-
tions. We hypothesise that models trained within a specific
dataset will perform well when applied to either that same
dataset or a new multi-dataset that includes it, and that per-
formance will degrade when applied to datasets that do not
share the same underlying characteristics. The results of these
experiments are presented in Figure 10.

Training on multiple datasets modestly improves gen-
eralisation, but cross-dataset performance remains lim-

Table 7 Summary of the combined and individual datasets showing sample size, attack–benign distribution, attack type diversity, and class entropy

Dataset Total Samples Attack Instances Benign Instances Distinct Attack Types Class Entropy

CICIDS2017 2,830,540 557,645 (19.70%) 2,272,895 (80.30%) 8 1.0537
CICIDS2018 15,799,748 2,354,250 (14.90%) 13,445,498 (85.10%) 6 0.8840
CICDDoS2019 10,850,095 10,753,549 (99.11%) 96,546 (0.89%) 18 2.7393
UNSW-NB15 3,480,335 89,583 (2.57%) 3,390,752 (97.43%) 9 0.2284
CICIDS2017_CICIDS2018 18,630,288 2,911,895 (15.63%) 15,718,393 (84.37%) 9 0.9464
CICIDS2017_CICDDoS2019 13,680,635 11,311,194 (82.68%) 2,369,441 (17.32%) 26 3.0835
CICIDS2017_UNSW-NB15 6,310,875 647,228 (10.26%) 5,663,647 (89.74%) 16 0.7137
CICIDS2018_CICDDoS2019 26,649,843 13,107,799 (49.19%) 13,542,044 (50.81%) 24 2.5833
CICIDS2018_UNSW-NB15 19,280,083 2,443,833 (12.68%) 16,836,250 (87.32%) 14 0.8121
CICIDS2017_CICIDS2018_CICDDoS2019 29,480,383 13,665,444 (46.35%) 15,814,939 (53.65%) 27 2.5267
CICIDS2017_CICIDS2018_UNSW-NB15 22,110,623 3,001,478 (13.57%) 19,109,145 (86.43%) 17 0.8768
CICIDS2017_CICDDoS2019_UNSW-NB15 17,160,970 11,400,777 (66.43%) 5,760,193 (33.57%) 34 2.9021
CICIDS2018_CICDDoS2019_UNSW-NB15 30,130,178 13,197,382 (43.80%) 16,932,796 (56.20%) 32 2.4204
CICIDS2017_CICIDS2018_CICDDoS2019_UNSW-NB15 32,960,718 13,755,027 (41.73%) 19,205,691 (58.27%) 35 2.3774
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Fig. 10 Weighted average accuracy obtained for each cross-combination of datasets, aggregated over all executed models

ited, highlighting the challenges of dataset heterogene-
ity in intrusion detection. While training on complete
datasets increases exposure to diverse attack types, the re-
sulting models still struggle to generalise robustly across
unseen datasets. The average cross-domain accuracy re-
mains low, underlining the need for advanced domain
adaptation or normalization techniques to effectively
leverage multi-dataset training.

7.4 Adaptive Models Perform Better Under Data Drift

AI-based intrusion detection models are increasingly exposed
to evolving adversarial threats and dynamic data environ-
ments that challenge their long-term performance and relia-
bility. In particular, models capable of retraining or adapting
to changes in the input distribution offer a promising direc-
tion for maintaining detection accuracy over time.

Adversarial Machine Learning (AML) attacks exploit
vulnerabilities in AI systems to manipulate model behaviour,
either during training or deployment [59, 60]. Training-time
threats, such as data poisoning, model/parameter poisoning

Fig. 11 Graphic representation of different AML attacks and their target stage, adapted from [59–65].
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and backdoor poisoning, corrupt the learning process and can
embed persistent malicious behaviours in the model [59, 61].
Deployment-time attacks include evasion via adversarial ex-
amples, which perturb inputs to evade detection, and attacks
on model availability [60, 64]. Privacy- and IP-oriented at-
tacks such as membership inference, attribute inference, data
reconstruction and model stealing target either the confiden-
tiality of the training data or the proprietary model itself
[60, 63, 65]. Some attacks span multiple phases of the lifecy-
cle, notably supply-chain attacks and backdoor attacks that
are injected during training but triggered at inference time
[61, 62]. This categorisation, adapted from prior work on
AML taxonomies, is presented in Figure 11. These threats
are particularly harmful in intrusion detection, where attack-
ers can iteratively adapt and subtly mimic benign behaviour
to remain undetected over time.

In parallel, another critical challenge facing AI detection
systems is managing the impact of data drift. Concept drift
refers to changes in the underlying data distribution over
time that affect the target class relationships, either abruptly,
incrementally, or in recurring patterns, leading to model per-
formance degradation. In contrast, feature drift involves shifts
in the relevance or importance of input features. Both types
of drift are inevitable in real network environments due to
evolving attack vectors, user behaviours, and traffic features.

Mitigating these effects requires integrating maintainabil-
ity and verifiability into the model design. Adaptive methods
such as sliding window retraining, ensemble learning with
dynamic updates, and incremental learning allow models to
remain responsive to shifting patterns. Techniques such as
adversarial training, randomised smoothing and differential
privacy strengthen models against crafted adversarial inputs
and ensure robustness during continuous updates. Feature
selection strategies that adapt over time and are triggered by
performance drops, are essential to managing feature drift,
especially in high-dimensional spaces.

The schematic in Figure 12 introduces an architecture that
explicitly couples drift detection with adversarial-robust re-
training, which are capabilities not present in any of the base-
line models evaluated earlier. All preceding pipelines were
trained in a static, offline fashion; even the best-performing
hybrids assume a stationary feature distribution and offer,
at most, batch retraining. Likewise, the few stream-oriented
variants handle distribution shifts but provide no built-in
defence against data-poisoning or evasion attacks. By em-
bedding two dedicated feedback loops, one that flags con-
cept/feature drift and triggers incremental updates, and an-
other that hardens the refreshed model through adversarial
training or randomised smoothing, the proposed framework
closes this gap, allowing an IDS to maintain accuracy as
traffic patterns evolve and remain resilient to crafted inputs
aimed at exploiting the update process itself.

Following the flow shown in Figure 12, the proposed
architecture begins by applying robust preprocessing tech-
niques to ensure consistent input quality. A dedicated drift
identification module continuously monitors the error metrics
and statistical characteristics of the incoming data. When sig-
nificant shifts are detected, this module distinguishes between
concept drift and feature drift, thereby triggering appropri-
ate adaptive mechanisms, such as sliding window retraining,
dynamic ensemble updates, or incremental learning. This
strategic separation allows the model to adapt effectively to
evolving attack patterns, user behaviours, and traffic condi-
tions in real-world environments.

To defend against adversarial threats, the proposed archi-
tecture incorporates verifiability measures such as adversarial
training or randomised smoothing. These techniques are inte-
grated throughout the pipeline to mitigate poisoning, evasion,
and backdoor attacks, ensuring that the model remains robust
despite both data drift and crafted adversarial inputs.

To validate that the proposed adaptive architecture can
learn "on the fly," we ran a proof-of-concept streaming study.

Fig. 12 Schema of adaptive AI detection models addressing data drift and adversarial resilience
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Using the raw CIC-IDS2017 and CIC-IDS2018 flows, we re-
played traffic in batches of 3,000–5,000 records and injected
seven controlled drifts: four concept-level (gradual, sudden,
recurring, incremental) and three feature-level (feature re-
moval, feature addition, correlation shift). A Hoeffding-based
monitor watched the error rate and SHAP patterns, triggering
either fine-tuning of the existing weights or a full retrain of
the hybrid NN + RF/LGBM ensemble whenever drift severity
crossed a preset threshold.

Every drift was flagged in ≤ 4 batches; lightweight fine-
tuning (≈ 13 s) was sufficient for incremental, gradual and
recurring drifts, restoring macro-accuracy to ≥ 96%. Destruc-
tive shifts, such as dropping an important feature, required a
full retraining step (≈ 74–77 s) but still recovered accuracy
to > 94%.

A second experiment assessed adversarial robustness. We
poisoned up to 30% of the live stream with mislabeled or
subtly perturbed flows. Without defences, baseline accuracy
fell below 60% and MSE skyrocketed. After activating the
hybrid RONI + K-Means sanitiser, the pipeline preserved >

99% accuracy and kept MSE close to the clean baseline.
Together, these proof-of-concept runs demonstrate that

the architecture not only detects both concept and feature
drift quickly but also chooses the least-cost corrective action
and remains resilient to data-poisoning attacks, capabilities
none of the static baselines in earlier sections provide.

Adaptive AI detection architectures that integrate dy-
namic drift management with adversarial resilience may
preserve detection accuracy and robustness in complex
and evolving environments.

8 Discussion: Vulnerabilities, Adversarial Threats, and
Model Trade-offs

While the experimental results presented in Section 7 demon-
strate the superior performance of hybrid architectures, quan-
titative metrics alone do not fully capture the operational
risks associated with deploying AI in real environments. In
response to the need for a critical synthesis of security im-
plications, this section analyses the intrinsic vulnerabilities
of these models, the adversarial attacks they face, and the
trade-offs inherent in current detection approaches.

AI-based IDSs inherit structural vulnerabilities that ex-
tend beyond simple classification errors. A primary weakness
is the dependency on stationary data distributions; most su-
pervised models assume that training and testing data share
identical statistical characteristics, yet prior research indi-
cates that relying on accurate modelling of normal traffic pat-
terns often results in instability under fluctuating conditions.
Network traffic, as proven in real scenarios, is highly non-
stationary, and as noted in our drift analysis, models lacking
dynamic update mechanisms degrade rapidly when exposed

to concept drift or feature drift. Furthermore, DL models,
while achieving high accuracy in theoretical benchmarks,
often function as “black boxes”. This lack of explainability
creates a significant vulnerability, as security analysts cannot
easily verify why a flow was flagged, making it difficult to
distinguish between a genuine threat and a bias in the training
data, while also hindering the auditing of models for potential
backdoors injected during the training phase. Additionally,
AI models exhibit extreme sensitivity to data quality and
class imbalance. As evidenced by the performance drops in
the CIC-DDoS2019 and UNSW-NB15 datasets discussed in
Section 7.1 and Section 7.2, models without rigorous prepro-
cessing tend to bias towards the majority class, leaving the
system vulnerable to low-frequency attacks such as infiltra-
tion or zero-day exploits. To mitigate this limitation, several
recent IDS proposals incorporate RL components, allowing
models to continuously adapt detection or response strategies
based on observed feedback. Such RL-driven mechanisms
are particularly suited to zero-day contexts, where adaptive
behaviour is required to cope with evolving and previously
unknown attack patterns.

Beyond passive vulnerabilities, IDS models are active
targets for AML. As categorized in the taxonomy presented
in Figure 11, these threats exploit the learning principles
of the models themselves to bypass detection. During the
deployment or inference phase, attackers may employ eva-
sion attacks by crafting adversarial examples. Without the
adversarial training measures discussed in Section 7.4, the
decision boundaries of standard ML and DL models remain
fragile against such gradient-based perturbations. Threats
also extend to the training phase through poisoning and back-
door attacks. In scenarios where IDSs are retrained on col-
lected network logs, attackers can inject malicious data to
gradually shift the decision boundary or implant a backdoor
trigger. A triggered backdoor allows specific malicious traffic
to pass undetected while the model performs normally on
standard metrics. Furthermore, high-fidelity explanations or
confidence scores returned by an IDS can be exploited for
model extraction. This allows attackers to train surrogate
models to test evasion strategies offline before launching a
live attack, thereby compromising the system’s intellectual
property and security posture.

Synthesizing the experimental findings from Section 7
and the architectural analysis in Section 5 reveals distinct
trade-offs between the three primary detection families. Tra-
ditional Machine Learning models offer high interpretability
and lower computational costs for inference, making them
robust in structured, tabular data contexts. However, their
reliance on manual feature engineering limits their ability
to detect complex, non-linear attack patterns in raw high-
dimensional traffic, and they are generally less effective
against novel attacks without frequent retraining. In contrast,
Deep Learning models excel at automatic feature extraction
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and modelling sequential data. Despite these advantages,
they suffer from high training latency and significant com-
putational resource demands, and their opacity makes them
harder to trust in critical infrastructure. Hybrid Models con-
sistently offer the best balance of generalization and accuracy
across diverse datasets by combining the representational
power of DL with the decision robustness of ML ensembles.
However, this advantage comes with architectural complexity
and operational overhead, as maintainability becomes chal-
lenging when drift detection and retraining pipelines must be
coordinated across multiple heterogeneous components.

In addition to accuracy and robustness considerations,
inference-time behaviour constitutes a critical but often un-
derexplored dimension of operational risk in AI-based IDS
deployments. While training-time complexity primarily af-
fects offline model updates, inference latency and throughput
directly constrain real-time detection capabilities. As demon-
strated in the throughput analysis presented in Section 7.1,
models with excessive inference overhead may fail to sustain
continuous monitoring under high traffic loads, resulting in
delayed alerts or dropped flows. This limitation introduces a
systemic vulnerability, as attackers may intentionally gener-
ate traffic bursts to overwhelm the detection pipeline rather
than evade the model’s decision logic itself.

From a security perspective, inference inefficiency
can therefore be exploited as a denial-of-service vector
against the IDS, particularly in resource-constrained or edge-
deployed environments. Models operating close to real-time
throughput thresholds leave little margin for traffic surges
or additional defensive layers such as explainability mod-
ules, logging, or adversarial checks. In contrast, ensemble-
based and hybrid architectures that maintain stable infer-
ence throughput—despite higher training complexity—offer
a more resilient operational profile, as they decouple detec-
tion effectiveness from traffic volume fluctuations.

These observations suggest that model selection should
not be driven solely by detection performance on static bench-
marks, but must jointly consider inference scalability, robust-
ness under sustained load, and the ability to integrate addi-
tional security controls without degrading real-time respon-
siveness. Consequently, inference-aware evaluation emerges
as a necessary complement to traditional accuracy-centric
assessments when designing IDSs for adversarial and high-
throughput environments.

The analysis of these vulnerabilities underscores that high
accuracy on static datasets is insufficient for real-world se-
curity. The adaptive architecture proposed in Section 7.4
(see Figure 12) directly addresses these gaps through a
multi-layered defence strategy. By decoupling concept drift
from feature drift, the framework moves away from static
paradigms and triggers incremental learning or full retraining
only when statistical divergence is verified. To defend against
adversarial threats, the integration of verifiability measures,

such as randomized smoothing and robust preprocessing by
using hybrid sanitizers like RONI + K-Means, serves as a
defence against evasion and poisoning attempts. While stan-
dard preprocessing handles noise, these specialized defences
are necessary to ensure the model’s decision boundaries are
not easily manipulated by crafted inputs. Finally, our cross-
dataset analysis in Section 7.3 confirms that standardized
feature engineering reduces the attack surface by normaliz-
ing inputs, making it harder for attackers to exploit outliers
or unscaled feature values to skew model predictions.

9 Conclusion

This study presents a comprehensive analysis of AI-based
approaches for anomaly and intrusion detection in networked
environments. Through systematic experimentation using
multiple public datasets, a broad set of preprocessing tech-
niques, and diverse model families, we identified configu-
rations that provide strong generalisation, robustness, and
adaptability. Hybrid models emerged as the most balanced
and effective solutions, particularly when tackling real-world
complexities such as class imbalance or diverse and evolving
attack patterns. More importantly, these findings reinforce a
shift towards maintainable AI-driven detection, where long-
term effectiveness, adaptability, and verifiability are priori-
tised over isolated accuracy gains.

Beyond model architecture, the results underscore the
foundational role of data preprocessing in shaping both de-
tection performance and operational efficiency. Feature selec-
tion, transformation, and resampling strategies were shown
to substantially influence learning stability and inference be-
haviour, often determining whether a model remains viable
under changing conditions.

At the same time, the analysis highlights that several
challenges persist when transitioning AI-based detection sys-
tems from controlled benchmarks to operational environ-
ments. High-performing models frequently impose substan-
tial computational demands, constraining their applicability
in real-time or resource-limited settings. Furthermore, most
intrusion detection pipelines remain largely static after de-
ployment, making them vulnerable to concept and feature
drift as network behaviours evolve. Adversarial manipulation
also remains a critical concern, as carefully crafted inputs can
undermine detection reliability if robustness mechanisms are
not explicitly considered. Similarly, while explainability tech-
niques such as LIME and SHAP are increasingly adopted,
their predominantly post-hoc and model-agnostic nature lim-
its their integration into operational workflows and their prac-
tical usefulness for security analysts. These issues are further
exacerbated by the emergence of new technological envi-
ronments, including 5G infrastructures, blockchain-based
systems, and quantum-enabled platforms, which introduce
novel traffic patterns and attack surfaces.
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Building on these conclusions, future research should
focus on creating adaptive, efficient, and maintainable de-
tection systems that can perform in real time, adapt to new
situations, and resist attacks. It is equally important to im-
prove the quality and diversity of available datasets, promote
comprehensive evaluation protocols, and ensure that AI ap-
plications in cybersecurity remain transparent, auditable, and
secure as technology evolves.

Taken together, the findings of this study indicate that
maintainability should be treated as a central criterion in
the design and evaluation of AI-driven anomaly and threat
detection systems. Rather than focusing exclusively on archi-
tectural complexity or marginal performance gains, sustained
effectiveness in operational environments requires coherence
between data, processing pipelines, and deployment con-
straints. This perspective offers a grounded foundation for
advancing AI-based intrusion detection research toward so-
lutions that remain effective, interpretable, and usable over
time.
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