Accountability in the Internet of Things

Prof. Dr. Rolf H. Weber

Tokyo,
November 29, 2010

Prof. Dr. Rolf H. Weber rolf.weber@rwi.uzh.ch



2  Accountability in the Internet of Things

Power

Objectives of

Multi-Stakeholder
" Responsibility I

{ Foreseeability l

Accountability

Checks and Balances

Prof. Dr. Rolf H. Weber rolf.weber@rwi.uzh.ch



3 Accountability in the Internet of Things

Elements of Accountability

Standard-setting on Organizational Level

Availability of Information / Consultation

(Direct or Indirect) Sanctions

Prof. Dr. Rolf H. Weber rolf.weber@rwi.uzh.ch



4 Accountability in the Internet of Things

Code of Standards

Reduction of Diversity of Technical Forms

Compatibility and Technology-Neutrality

Coordinating and Regulating Standards

Self-constraints for Policy Making

Prof. Dr. Rolf H. Weber rolf.weber@rwi.uzh.ch



5  Accountability in the Internet of Things

h Institutional Challenge

Confidence in System

Accountability

Contractual Challenge Responsiveness

Challenges _ to Needs
Consumer Protection

$ International Challenge

Prof. Dr. Rolf H. Weber rolf.weber@rwi.uzh.ch



6 Accountability in the Internet of Things

) Review Mechanisms
Private Sector —[

Participants‘ Market ,Supervision®

Roles

. . ) Participation in Processes
Civil Society — | P

Problem of Organization

Prof. Dr. Rolf H. Weber rolf.weber@rwi.uzh.ch



7  Accountability in the Internet of Things

{ Supervisory Body?

Surveillance _
Ad hoc Surveillance?

Control

Mechanisms . Consultation Process?
Monitoring —[ —
Confidentiality?

Prof. Dr. Rolf H. Weber rolf.weber@rwi.uzh.ch



8  Accountability in the Internet of Things

Civil Responsibility

Criminal Sanction

Self-Regulatory Penalty

Prof. Dr. Rolf H. Weber rolf.weber@rwi.uzh.ch



