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Abstract Identity management is an almost indispens-

able component of today’s organizations and compa-

nies, as it plays a key role in authentication and access

control; however, at the same time it is widely recog-

nized as a costly and time-consuming task. The ad-

vent of cloud computing technologies, together with the

promise of flexible, cheap and efficient provision of ser-

vices, has provided the opportunity to externalize such

a common process, shaping what has been called Iden-

tity Management as a Service (IDaaS ). Nevertheless, as

in the case of other cloud-based services, IDaaS brings

with it great concerns regarding security and privacy,

such as the loss of control over the outsourced data.

In this paper we analyze these concerns and propose

BlindIdM, a model for privacy-preserving IDaaS with a

focus on data privacy protection. In particular, we de-
scribe how a SAML-based system can be augmented

to employ proxy re-encryption techniques for achieving

data confidentiality with respect to the cloud provider,

while preserving the ability to supply the identity ser-

vice. This is an innovative contribution to both the pri-

vacy and identity management landscapes.
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1 Introduction

Cloud computing has recently burst onto the technol-

ogy and business scenes, promising great technical and

economic advantages. One of the principal benefits of

cloud computing is that it represents a model of util-

ity computing, capable of offering on-demand provi-

sioning of computing resources, such as storage, pro-

cessing and networking. This provision of resources is

metered for billing purposes, making a “pay-as-you-go”

model possible that permits companies and organiza-

tions to transform capital expenditures, such as acquisi-

tion of specific hardware, into operational expenditures;

this paradigm can be contrasted with previous mod-

els, based on the acquisition of equipment and software

licences. The main benefits that organisations expect

from adopting the cloud computing paradigm are an

improved flexibility and scalability of their IT services,

as well as the resulting cost savings from the outsourc-

ing of such services [1].

Within the internal processes of most organizations,

identity management stands out for its ubiquitous na-

ture, as it plays a key role in authentication and access

control. However, it also introduces an overhead in cost

and time, and in most cases, specialized applications

and personnel are required for setting up and integrat-

ing identity management systems, as well as for manag-

ing identity information. As has already happened for

other kinds of services, the cloud paradigm represents

an innovative opportunity to externalize the identity

management processes, offering what has been called

Identity Management as a Service (IDaaS ) [2]. Iden-

tity Management as a Service is the cloud industry’s

response to the problem of identity management within

companies and organizations, allowing them to out-

source the identity management service from their in-
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ternal infrastructures and deploy it in the cloud

provider. In other words, it permits moving identity

management from an on-premise delivery model to an

on-demand model. Additionally, IDaaS opens up a new

business opportunity for cloud providers and vendors,

broadening their service offering.

The advent of cloud computing has raised great ex-

pectations regarding efficiency, cost reduction and sim-

plification of business processes, but at the same time

has also increased security and privacy risks. This very

same conflict also applies to the IDaaS case: although it

offers organizations a great opportunity to cut capital

costs (as well as some operational ones, such as spe-

cialized personnel), it also introduces a variant of one

of the classic problems of cloud computing: the loss of

control over outsourced data, which in this case is in-

formation about users’ identity. For instance, according

to a recent survey from Cisco to IT specialists and de-

cision makers [3], data protection is regarded as the top

barrier that impedes the migration to the cloud.

Current identity providers take the role of stewards

of user data, being responsible for storing and managing

this information. That is, users entrust their personal

information to identity providers, which then have a

privileged position in order to gain information about

their users: they are not only able to read users’ data

that is in their custody, but also to keep a registry of the

access patterns of the users to service providers, mak-

ing the construction of a model of their behaviour pos-

sible. Although there are several regulatory, ethical and

economic reasons for discouraging this possibility, the

fact is that nothing actually prevents identity providers

from accessing users’ information at will. As a report

from Gartner about risk in cloud computing states:

“If your data can be read at your provider’s site, then

you have to assume that it will be read” [4]. Even if we

assume that the identity provider is not dishonest and

that its internal policy is respectful regarding identity

information, it is still possible that a privacy disclosure

occurs, for example through security breaches, insider

attacks, or legal requests [5][6].

Traditionally, cloud providers have tackled these

problems defining Service Level Agreements (SLAs) and

internal security policies; however, these measures sim-

ply reduce this issue to a trust problem. Nothing actu-

ally prevents providers from breaking these agreements

and policies; users simply trust them not do it. In other

words, there is an important trust problem, inherent to

cloud computing – users want to have access to services

but, at the same time, they are unwilling to provide

their data to entities that they do not necessarily trust.

For these reasons, it is desirable to have more advanced

security mechanisms at our disposal that enable users

to benefit from cloud computing and still preserve their

privacy and the control over their information.

The principal motivation behind this work is putting

the identity provider into the cloud landscape, where

data storage and processing could be offered by possi-

bly untrusted cloud providers, but still offer an iden-

tity management service that guarantees user’s privacy

and control. To this end, we define BlindIdM, a privacy-

preserving IDaaS system where identity information is

stored and processed in a blind manner, removing the

necessity of trusting that the cloud identity provider

will not read the data. Such a concept is a novel con-

tribution to both the field of identity management and

privacy-enhanced technologies. Our model, which uses

SAML 2.0 as the underlying identity management pro-

tocol, applies proxy re-encryption techniques to achieve

end-to-end confidentiality of the identity information,

while allowing the cloud to provide an identity service.

The rest of this paper is organized as follows: In Sec-

tion 2, we describe the path to Identity Management as

a Service and provide an analysis of its associated risks

and challenges; we also present our point of view re-

garding a distribution of the identity management com-

petences through the cloud ecosystem. In Section 3, we

explain our proposal in detail, including its motivations

and scope, and give an overview on the underlying tech-

nologies: SAML and proxy re-encryption. In Section 4,

we present some of the work related to identity and

privacy management that is relevant to our proposal.

Finally, Section 5 concludes the paper and future work

is outlined.

2 The Path to Identity Management as a
Service

Identity information is steadily becoming an essential

enabler of today’s digital society, as it is considered a

key component in the interactions between end-users,

service providers, and intermediaries. At the same time,

it is also becoming more and more valuable for the orga-

nizations that manage this kind of information because

of its usefulness for marketing and strategic develop-

ment purposes or, simply, to be sold to interested third

parties [7]. Thus, identity management remains an im-

portant challenge in the field of information security

and privacy, and spans several subareas, such as us-

ability and user experience, authentication methods, or

trust and reputation management [8].

Within the organizations’ environment, identity

management is one of the most commonly deployed ser-

vices because of its importance for authentication and

access control. However, it is regarded by enterprises

as one of the most time-consuming and complex tasks
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within their internal business processes. It introduces

an overhead in cost and time, and in most cases, specific

applications and personnel are required for managing,

integrating and maintaining this service. This is even

more troublesome when some kind of identity service is

offered to external users, such as clients, contractors, or

providers.

An identity management system (IMS) facilitates

the creation, storage, and usage of the identity informa-

tion of the individuals from a organization [9]. Tradi-

tionally, identity management systems were designed to

be used internally in the organizations and companies,

in a centralized and local manner, which has been called

the silo model. However, as the Internet has gained in

popularity, the number of possible interactions that a

user can have with service and resource providers has

increased dramatically. This fact leads to an unwanted

effect called identity fragmentation, since users are then

obliged to register several accounts, one for each service

provider; that is, their identity information is partially

replicated and fragmented throughout a group of ser-

vice providers. Furthermore, each of these fragments

of identity is normally associated with passwords that

must be memorized by the users, which is prone to us-

ability and security problems, such as password reuse.

The problem of identity fragmentation evidences the

drawbacks of the traditional isolated model of identity

management, and has motivated the development of

more flexible schemes that are centered on enhancing

the interoperability.

2.1 Federated Identity Management

Federated Identity Management (FIM ) is a solution to

overcome these difficulties. FIM is a set of distributed

technologies and processes that enable information

portability between different domains, which permits

both a dynamic distribution of identity information and

delegation of associated tasks, such as authentication or

user provisioning. Thus, organizations coordinate with

each other to form federations for exchanging identity

information. One of the key aspects of this model is the

establishment of trust relationships between the mem-

bers of the federation, which enables them to believe

the statements made within the federation. This way,

although users are authenticated by their local organi-

zation, they are able to access services and resources

from other organizations of the federation. SAML [10],

Shibboleth [11] and WS-Federation [12] are examples of

systems and standards for federated identity manage-

ment.

The parties involved in a federated identity interac-

tion are required to mutually exchange identity infor-

mation for identification and authentication purposes

regardless of whether they have previous knowledge of

each others’ identity information or not. The main ac-

tors that participate in these interactions are [13],[14]:

– Users, the subjects of the identity information; most

of the times they are also the principal source of

this information. Users are generally the actors that

request resources and services through their inter-

action with applications and online services. Users

perform this interaction through a user agent, which

is usually a browser, but it could also be a specific

application.

– Service Providers (SP), the entities that provide

services and resources to users or other entities. In

a federated identity management context, service

providers outsource the processes of authentication

and management of users to identity providers. Be-

cause of this, service providers act as consumers of

user’s identity information, following a determined

identity management protocol.

– Identity Providers (IdP), which are specialized en-

tities that are able to authenticate users and to

provide the result of this authentication to service

providers, without revealing additional information

about the user. The information that they exchange

with service providers may even be just a statement

about the success of the authentication of the user,

enabling the user to access the service anonymously.

Identity providers are also responsible for managing

the identity information of their associated users,

and in some cases, they may certify it.

Figure 1 shows a high-level view of a federated iden-

tity setting, where a host organization acts as a feder-

ated identity provider. In this setting, an employee from

the host organization requests a service from the service

provider, who in turn asks the organization for identity

information about its employee.

Before accepting the supplied identity information,

the service provider must trust the host organization,

acknowledging it as a reliable identity provider. Trust

in this case is normally achieved out of band through

some physical transaction such as a legal agreement,

and later reflected in the identity federation system

through some technical mechanisms such as WS-Trust

or SAML Metadata; in practice, each consumer entity

has a list of trusted issuers of identity information.

2.2 Identity Management as a Service

The federated identity model is widely used in orga-

nizations, deployed as an on-premise service. Although
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Fig. 1 Federated Identity Management System

it has led to great advantages with respect to interop-

erability of identities, it has also introduced cost and

time overheads, since it usually requires specialized ap-

plications and personnel for setting up, integrating and

managing this process.

However, the emergence of the cloud as a ubiqui-

tous technology within today’s organizations, has led

to Identity Management as a Service, a natural an-

swer from the cloud industry to the enterprise identity

management problem. Examples of such cloud-based

identity services are Windows Azure Active Directory

[15] and CA CloudMinder Identity Management [16].

IDaaS can be seen as a refinement of the federated

model, which takes the efficiency of the cloud in its

favour for offering specialized outsourcing of identity

management. Among the benefits of Identity Manage-

ment as a Service we find:

– More flexibility, scalability and stability for high de-

mand environments, with a growing number of users

and thousands of identities.

– Reduction of costs, since IDaaS providers can focus

on providing more efficient and specialized identity

services to organizations.

– Better security measures and mechanisms, imple-

mented in dedicated systems and facilities.

– Improved compliance and business processes audits

due to the high specialization and security standards

that an IDaaS provider can achieve. These providers

can also implement common policies for all their

customers at a lower cost.

2.3 Rethinking Identity Management as a Service

The adoption of the Identity Management as a Service

approach by organizations for consuming and provid-

ing identity services constitutes a great opportunity for

both the cloud computing and identity management in-

dustries. The cloud ecosystem offers the opportunity of

defining a holistic and more flexible model for identity

management that takes advantage of all of its charac-

teristics. This model must be designed taking into ac-

count the varied security and privacy challenges that

occur in the intersection of identity management and

cloud coumputing.

A mere relocation of an identity provider into the

cloud is not enough. Let us assume a scenario where

a host organization outsources its whole identity man-

agement system to a cloud identity provider. In this

case, the cloud identity provider is in full control of

the identity management processes of the host orga-

nization, including authentication, storage of identity

information, identity management protocol execution,

etc. Although such a setting may be useful for certain

profiles of companies and organizations, it requires a

high level of trust in the cloud provider, since it implies

a lot of control in the hands of an external entity.

Taking into account the current technological and

corporate context, where the cloud has gained great

relevance due to its numerous advantages, the existence

of a sole entity acting as identity provider will not take

advantage of all the possibilities provided by the cloud.

What is more, this entity monopolizes the roles, services

and processes involved in the management of identity

information, increasing the associated risks; the inher-

ent flexibility of the cloud is therefore lost. It is nec-

essary to decompose these roles, services and processes

and to distribute and orchestrate them throughout the

ecosystem of the cloud to achieve an appropriate IDaaS.

This allows us to achieve fine-grained combination and

customization of the needs, risks and responsibilities of

all the parties involved in identity interactions.

We advocate for a model for the distribution of iden-

tity management competences throughout the cloud

ecosystem that permits:

– Optimizing the use of resources, including cloud

providers and in-house infrastructures.

– Enhancing privacy and confidentiality of identity in-

formation and reducing security risks.

– Increasing the control over the identity management

processes.

– Opening up new business opportunities for cloud

providers.

If we break down an identity management system

from a more functional perspective, we can extract a

set of competences or functional responsibilities that

describes in more detail the different roles and functions

that take place in an identity management system. We

identify the following competences:
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Identity management protocol. This compe-

tence strictly refers to the fulfillment of the underly-

ing identity management protocol. It is also distributed

into the different entities participating in the interac-

tions of the identity management system (users, iden-

tity providers, service providers, etc.). Federated iden-

tity services, which provide means for making authen-

tication and authorization information compatible and

usable between separate security domains, are part of

this competence. For example, in the case of a SAML-

enabled identity provider, this role is in charge of gener-

ating SAML responses after receiving a SAML request.

This competence may be replicated within an identity

provider in order to offer a multiprotocol gateway or

identity bridges.

Authentication. This competence is in charge of

verifying that the claims made by a user about his iden-

tity are true; in other words, to ensure that the user

is who he says he is. This is normally achieved using

some sort of credentials, such as passwords or X.509

certificates, that are linked to the corresponding user

profile. Provision of strong and multi-factor authenti-

cation mechanisms is also a duty of this competence.

Storage of identity information. Identity infor-

mation must be stored and managed using some kind of

repository. Note that the entity in charge of this might

not be the same as the one that provides the interface of

the identity service. For example, an identity provider

may externalize the storage of identity information to a

third-party storage cloud provider, so the IDaaS model

must be flexible enough to support this possibility. This

competence includes the functionality of directory ser-

vices, such as LDAP or Active Directory.

Protection of data. Identity information is usu-

ally protected only during the the communications

phase; the protection of data in transit is a widely stud-

ied problem with multiple solutions, such as TLS/SSL

at transport level, and WS-Security at application level.

Identity management protocols rely on these solutions

to provide security from a communication standpoint;

for example, WS-Federation relies on the end-to-end

security provided by WS-Security to convey identity

information through SOAP messages.

However, the protection of data at rest is not con-

sidered in any identity management system, although

it is one of the weakest points in the security chain;

usually, data at rest is kept unprotected and, therefore,

is left open to insider attacks or breaches due to secu-

rity failures [17]. Furthermore, certain regulations, such

as HIPAA and PCI, mandate that personal identifiable

information must be protected using appropriated en-

cryption techniques.

A trivial, but inefficient, solution to this problem

could be to encrypt the data using a symmetric en-

cryption algorithm, such as AES. Although it protects

the data at rest, this option leads to a key management

problem, since the user would have to share his secret

key with the service providers, which implies difficulties

for revocation and managing shared keys. This solution

is the one used by most of the current outsourced stor-

age providers, such as Amazon S3, since user’s data is

not intended to be shared with third parties; in this

case, data is protected from external threats but is vul-

nerable to insider attacks.

Authoritative source. This competence is re-

lated to a source of identity information that is trusted

in a certain context. Think of the Human Resources

department of a company as an example; they have all

the information regarding the employees of the com-

pany, this is why they become the authoritative source

for information regarding the employees. In-house iden-

tity providers are usually connected to human resources

databases to provide this information to other services.

Authoritative sources also deal with the validity of the

data, ensuring aspects such as correctness and fresh-

ness. In an identity management system, this compe-

tence may be either centralized or distributed. Usually,

corporate directory services also act as the authorita-

tive sources for identity information.

Certification. This competence is dedicated to

providing assurance of the truthfulness of the identity

information, in the form of a mechanism that provides

some sort of evidence that permits verifying the validity

of the information. For example, identity information

may be digitally signed in order to ensure its veracity;

in this case, the digital signature and the public key

infrastructure are the mechanisms that implement the

assurance. Usually the identity provider gives certifica-

tion regarding the link of identity information to users

of the system, primarily when using external services.

This role is in charge of providing some evidence that

the users accessing the services really do own the cor-

responding attributes.

Authorization and privilege management.

This competence is devoted to the definition of user’s

entitlements, usually, through the specification of users’

roles within the organization. This way, organizations

can establish mappings between identities, permissions,

actions and resources.

2.4 Risks and Challenges of Identity Management as a

Service

There are multiple risks associated with Identity Man-

agement as a Service; most of them are a consequence
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of the identity providers managing and storing a large

amount of identity information [18], while some of them

are inherent to the cloud computing paradigm [17][5][19].

We identify the following principal risks:

– Identity providers are appealing targets to attack-

ers as they represent a single point of failure because

they centralize users’ personal information; security

breaches and insider attacks are potentially danger-

ous as they may disclose the personal information

of a large number of users. The fact that this kind

of information is protected by specific regulations,

such as the European Data Protection Directive, in

the case of the EU [20], demands a strong protection

of its storage, processing and communication.

– Cloud providers are susceptible to being subpoenaed

for users’ data, in the case there is some legal, ad-

ministrative or criminal investigation running [21].

What is worse, it is possible that providers respond

positively to these requests for information, even if

they are not made with the proper judicial guaran-

tees, due to a lack of legal understanding.

– Identity providers are in a privileged position to

collect additional information about users without

their consent, such as the sites the user visits, for

profiling purposes.

– In the absence of cryptographic means, it is not pos-

sible to actually limit the access of cloud providers

to the data they must steward. That is, there is

almost no risk of being discovered accessing users’

information without their consent.

– Another major risk is the existence of cloud

providers in foreign countries (i.e., located in a dif-

ferent country to the owner of the data) with differ-

ent, and possibly conflicting, laws and regulations

regarding privacy and data protection. For exam-

ple, in the case of the US, the USA PATRIOT Act

[22] allows the government to check the data that

is processed or stored within its jurisdiction, even

without the knowledge of the owner of the data.

– The security guarantees and requirements of the

cloud providers are disparate. These requirements

not only include technological aspects, but also poli-

cies regarding the hiring of staff, access to premises

and equipment, physical security measures, etc.

Hence, it is obvious that externalizing the manage-

ment of identity information to the cloud implies a loss

of control for users and organizations. This in turn sig-

nifies an empowerment of cloud identity providers; that

is, there is an inversion of the control over the identity

information. This leads to the identity provider accu-

mulating enough power for the users to incur damages,

losses or risks in the case of a disclosure of private data.

3 BlindIdM: Privacy-Preserving IDaaS

In this section, we will describe our proposed system,

BlindIdM, for realizing a privacy-preserving IDaaS in

the cloud. Our proposal complies with our vision of

Identity Management as a Service, where competences

are distributed throughout the entities of the cloud

ecosystem. In contrast to a full outsourcing of the iden-

tity management system, we have opted for a hybrid ap-

proach, where the authentication remains on-premises

at the host organization. The novel aspect of our pro-

posal lies in the protection of data: the host organiza-

tion encrypts users’ identity information prior to out-

sourcing it to the cloud, in such a way that it is still

usable by the cloud identity provider without being able

to be read.

We will firstly describe the motivation behind this

proposal and then we will discuss some of the poten-

tial benefits and advantages that may stem from its

adoption; secondly, we will specify the context of our

approach by establishing its scope and specifying the

trust model that we will consider; thirdly, we will briefly

describe the underlying technologies used in our solu-

tion: SAML for the underlying identity management

framework and proxy re-encryption to implement the

cryptographic protection; then, we will explain in de-

tail our proposal for privacy-preserving Identity Man-

agement as a Service; and finally, we will provide an

analysis of our proposal.

3.1 Motivation and Incentives

In an IDaaS scenario, organizations entrust their cor-
porate identity information to cloud identity providers,

which are then responsible for storing and managing

this information. These systems rely on the existence

of a strong relationship of trust between the organiza-

tions and the cloud identity providers, since they trust

that their identity information will be managed prop-

erly and that the provider will respect the confidential-

ity; however, current cloud providers do not implement

real mechanisms for preventing themselves from betray-

ing this trust. This concern led us to conceive of the con-

cept of Blind Identity Management (BlindIdM), a sys-

tem

whereby the cloud identity provider is able to offer an

identity information service, without knowing the ac-

tual information of the users; that is, it provides this

service in a blind1 manner.

1 The term blind is used here in an analogous way as in
blind signature, which is a signature scheme that enables the
signer to perform a signature without knowing the content of
the underlying message.
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This is a great innovation with respect to current

identity management systems, where users’ identity in-

formation is managed by the identity provider and the

user is obliged to trust that the provider will make

proper use of his data and will guarantee its protec-

tion. Our intention is that this model will enable orga-

nizations to choose a cloud identity provider without

necessarily establishing a strong bond of trust with it;

i.e., they do not have to trust that the cloud identity

provider will respect data privacy. Instead, the sturdi-

ness of the underlying cryptographic schemes should be

sufficient to guarantee such protection.

It is interesting to think about what kind of incen-

tives may motivate a cloud identity provider to offer its

services in a blind manner. From a strictly economic

point of view, it may not make sense to still provide

these services for free, since they will probably incur

more expenses as a result of implementing additional

security mechanisms. Furthermore, they will lose con-

trol over the user’s data, which is currently a valuable

asset. Still, there are some incentives that could en-

courage cloud identity providers to offer such a blind

service.

3.1.1 Compliance with Data Privacy Laws and

Regulations

In an IDaaS setting, one of the consequences for cloud

identity providers is that they can be seen in the eyes

of the law as stores and processors of Personal Iden-

tifiable Information(PII ). As a consequence, they are

obliged to comply with specific laws and regulations

regarding data protection, such as the EU Data Pro-

tection Directive and the Health Insurance Portability

and Accountability Act (HIPPA)2 [23]. Some of these

regulations demand that personal identifiable informa-

tion must be protected using appropriated encryption

techniques.

Therefore, a privacy-preserving approach like ours,

which achieves data confidentiality through encryption

mechanisms and permits cloud identity providers to of-

fer identity services without having the chance to access

the data, could be very useful to help them to comply

with these kinds of regulations. We argue that, given

the proper cryptographic safeguards, encrypted data

is not private anymore, and could even be freely dis-

tributed without compromising users’ privacy; however,

we note that currently there are some legal uncertain-

ties regarding this matter [24].

2 Note that HIPAA is focused on the healthcare sector.

3.1.2 Minimization of Liability

Currently there is a lot of discussion, especially from

the cloud industry and lawmakers, with regard to liabil-

ity in cloud computing due to its nature of outsourced

service provision. Although cloud providers currently

try to reduce their liability through specific clauses in

SLAs, legal responsibility for the data in the cloud also

lies on the side of the cloud provider. There are a lot of

examples from blog sites, Internet forums, or file host-

ing services (such as the Megaupload case in 2012 [25]),

where the owners of these services are indicted for host-

ing illegal or defamatory material, even though they

have not generated said content.

In contrast, given that in our proposal outsourced

data is encrypted prior to arriving the cloud and the

cloud provider does not hold the decryption keys, li-

ability is drastically minimized, as they are unable to

read user’s data. Take a shipping service as an analogy:

they will not be liable for any illegal or dangerous item

delivered through their service, since they cannot open

the packages and inspect their content (or at least, ev-

ery delivered package). As a consequence of this, users

should be the ones designated as liable and subject to

the enforcement of key disclosure laws.

3.1.3 Data Confidentiality as an Added Value

An interesting incentive for cloud providers could be

the possibility of offering secure data processing and

confidentiality as an added value. Setting aside legal

and regulatory aspects, this model could help a cloud

provider to offer a competitive advantage over the rest.

We foresee the model of Blind Identity Management as

a technical starting point for a business model based

on the respect for users’ privacy and data confiden-

tiality. Currently, there are some cloud services, such

as PrivateSky [26] or CipherCloud [27] that have built

their business model on data confidentiality as an added

value.

3.2 Trust Model and Assumptions

In our model, we will assume a federated identity set-

ting, similar to that shown in Figure 1, but where the

host organization partially outsources the identity man-

agement processes to a cloud identity provider, while

retaining the authentication service on-premises. The

cloud identity provider now acts as an intermediary in

the identity interactions, and is also in charge for stor-

ing and supplying identity information; Figure 2 shows

this setting. Optionally, other kinds of actors may come
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Cloud Identity Provider Service Provider

Host Organization
Employee

belongs to

requests
service

outsources
identity

management

direct
trust direct

trust

indirect trust

retrieves identity

provides identity
information

Fig. 2 Relationships between entities

into play such as attribute issuing authorities, certifi-

cation providers, identity brokers, etc; however, we will

restrict the scope of this work to the basic case.

The goal of our approach is to provide a means for

constructing blind identity providers, which could be

capable of operating without having access to users’ in-

formation. In other words, we consider the cloud iden-

tity provider as an adversary. Based on the definitions

given in [28], we identify three types of cloud identity

providers depending on their capabilities and their level

of trust:

– Trusted: The identity provider is a fully trusted en-

tity, which provides an identity service correctly and

truthfully. For the sake of convenience, this is the

type of provider which is generally assumed, since

users entrust their personal information to providers

without demanding strong protection mechanisms

and, hence, supposing that the providers will always
be trustworthy. However, as we have shown before,

this is not always the case, so it is not a realistic

model of identity provider.

– Honest-but-curious: The identity provider follows

the agreed protocol correctly, but it also stores or

collects information about the users without their

consent. Depending of the nature of this informa-

tion, there are two distinct, but not exclusive, sub-

types of honest-but-curious identity providers:

– Data-curious: The identity provider has some in-

centive to read users’ data that is in its custody.

Such an incentive could be, for example, sell-

ing users’ private information to third-parties for

advertising or fraudulent operations; other moti-

vations could be industrial espionage or political

repression.

– Access-curious: The provider collects informa-

tion related to the access patterns of the user,

which enables it to track users’ behavior and

threaten their privacy.

We also assume that honest-but-curious identity

providers do not collude with service providers in

order to read users’ data; in fact, once a service

provider has access to an attribute of the user, it

would be trivial to share it with the identity provider.

– Malicious: The provider has the possibility to ac-

tively deceive the user, read user’s data and collect

access patterns; it may also collude with other enti-

ties, such as service providers, to do so. A provider

of this type may not follow the agreed protocols,

so users cannot trust that they will do so. This is

the most difficult type of adversary; however, it is

the most realistic, since it actually models all the

capabilities of a real identity provider.

With this classification in mind, we will restrict the

work in this paper to a data-curious provider, which be-

haves correctly with respect to protocol fulfillment, but

has no hindrance to try to access users’ data. We will

assume then that the identity provider may have some

incentive to read users’ data without their consent, but

will not try to track users’ behaviour and access pat-

terns.

The problem that arises from considering access-

curious providers has been widely studied [29], as it

is what one normally encounters when privacy is ad-

dressed in the context of identity management;

anonymization techniques, such as pseudonyms [30], are

among the solutions that are usually proposed in this

respect. As aforementioned, in this paper we will not

tackle this problem and we will focus instead on pro-

tecting data privacy; however, a more complete solution

that takes this issue into account is left open as future

work.

As stated before, Figure 2 depicts the main interac-

tions in our proposed model. With regard to trust rela-

tionships, the introduction of the cloud identity

provider makes them more complex than in the feder-

ated identity setting. On the one hand, we still assume

that the service provider fully trusts the host organi-

zation as a reliable and valid source of identity infor-

mation; this trust is achieved as in the federated case,

through out-of-band agreements and metadata. On the

other hand, since the host organization outsources part

or all of its identity management system, it is clear that

the organization must have some level of trust in the

cloud identity provider. In this case, trust is reflected

in SLAs and in metadata as well. As a consequence of

these direct trust relationships, we assume that in this

setting the service provider indirectly trusts the cloud

identity provider, as there is an implicit chain of trust

between the two entities. That is, there is no explicit

agreement or metadata that expresses this trust rela-
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tionship, but the service provider can be confident of

the trustworthiness of the cloud provider.

3.3 Underlying Technologies

Our system is based in two main technologies: SAML

2.0 as the underlying identity management protocol,

and proxy re-encryption as the cryptographic protec-

tion. We have chosen SAML because of its wide adop-

tion, its extensibility and its ingrained mechanisms for

establishing trust between the entities, and proxy re-

encryption because it enables to ensure users’ data con-

fidentiality with respect to the cloud provider while pre-

serving the ability to supply the identity service. In the

next subsections, we describe in more detail both tech-

nologies.

3.3.1 SAML 2.0

SAML 2.0 (Security Assertion Markup Language) [10]

is a standard XML-based framework that enables the

description and exchange of identity information be-

tween different security domains. With SAML, identity

information is expressed in the form of assertions, which

are a set of statements about a subject; these state-

ments cover different aspects, such as authentication,

authorization and identity attributes.

The SAML framework also specifies the protocols

for issuing and exchanging assertions, such as the Au-

thentication Request protocol, a request/response pro-

tocol that permits entities to ask for an authentication

statement, and optionally identity attributes. In this

protocol, the requester sends a SAML AuthnRequest

message to an identity provider, which in turn replies

with a SAML Response containing assertions about the

request. The technical details about how to achieve this

message exchange depend on the specific SAML bind-

ings and profiles in use; in this paper, we will use the

Web Browser SSO Profile and HTTP POST Binding

as a basis for the identity interactions. The Authentica-

tion Request protocol also permits the hybrid approach

for authentication we have chosen, as this possibility

is considered in the SAML specification. In this case,

the cloud identity provider acts as a proxying identity

provider, and the host organization is the authentica-

tion provider.

SAML attributes are used to express identity in-

formation about the subject of the assertion; Figure 3

shows an example of such element. In our proposal, we

make extensive use of this construction, as we take it

as the basic medium for conveying encrypted identity

information.

<saml:Attribute Name="givenName"
ext:OriginalIssuer="http://idp.host.org"
xmlns:ext="urn:oasis:names:tc:SAML:attribute:ext">
<saml:AttributeValue>John</saml:AttributeValue>

</saml:Attribute>

Fig. 3 SAML Attribute

In addition, SAML permits the expression of meta-

data for both service providers and identity providers

using the SAML Metadata specification [31]. Metadata

is what enables the expression of prior trust relation-

ships and makes secure transactions possible.

3.3.2 Proxy Re-Encryption

With regard to the cryptographic protection, we have

used proxy re-encryption techniques for allowing the

cloud identity provider to share the identity informa-

tion in a blind manner; in particular, we have used the

scheme proposed by Ateniese, Fu, Green and Hohen-

berger in [32].

From a high-level viewpoint, a proxy re-encryption

scheme is an asymmetric encryption scheme that per-

mits a proxy to transform ciphertexts under Alice’s

public key into ciphertexts under Bob’s public key, as

shown in Figure 4. In order to do this, the proxy is

given a re-encryption key rA→B , which makes this pro-

cess possible.

Fig. 4 General proxy re-encryption sequence

The notion of proxy re-encryption was introduced in

1998 by Blaze et al. [33]; their proposal, which is usually

referred to as the BBS scheme, is bidirectional (it is

trivial to obtain rB→A from rA→B) and multihop (the

re-encryption process is transitive), but not resistant to

collusions.

Ateniese, Fu, Green and Hohenberger proposed in

[32] new proxy re-encryption schemes based on bilin-

ear pairings. In particular, they provided an initial ba-

sic scheme, which is subsequently extended throughout

the paper to support additional functionalities. Their

scheme is unidirectional, unihop and resistant to collu-

sions. We chose this particular scheme for our imple-

mentation because of its simplicity and efficiency; it is

explained in more detail below.

Green and Ateniese propose an identity-based proxy

re-encryption scheme in [34]; however, this scheme is

not resistant to collusions. An improved proposal that is
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secure against chosen-ciphertext attacks (CCA) is pre-

sented in [35], but again, it is not collusion-resistant.

In [36], Canetti and Hohenberger present a CCA-

secure bidirectional scheme; based on this security

model, Libert and Vergnaud propose in [37] a unidi-

rectional scheme with chosen-ciphertext security in the

standard model.

Another interesting proposal is presented in [38],

where the authors define the notion of key privacy in

the context of proxy re-encryption, which prevents the

proxy to derive the identities of both sender and re-

ceiver from a re-encryption key.

AFGH scheme. As aforementioned, Ateniese et

al. define in [32] a unidirectional, unihop and collusion-

resistant proxy re-encryption scheme. This scheme is

based in the ElGamal cryptosystem. Let G1 and G2

be two groups of prime order q, with a bilinear map

e : G1 × G1 → G2; the global parameters are g ∈ G1

and Z = e(g, g) ∈ G2.

– Key Generation (KG): Alice selects a random in-

teger a ∈ Zq and generates her pair of secret and

public keys, sA = a and pA = ga.

– Re-Encryption Key Generation (RKG): Alice takes

Bob’s public key pB , and together with her secret

key sA, she computes the re-encryption key:

rA→B = (pB)1/sA = gb/a ∈ G1

– First-level Encryption (E1): Anyone is able to en-

crypt messages intended only for Alice using her

public key pA. To encrypt a message m ∈ G2, one

selects a random integer k ∈ Zq, and computes:

cA = (e(pA, g
k),mZk) = (Zak,mZk) ∈ G2 ×G2

– Second-level Encryption (E2): To create second-level

ciphertexts, which are re-encryptable, one computes:

cA = (pkA,mZ
k) = (gak,mZk) ∈ G1 ×G2

– Re-Encryption (R): Anyone in possession of the re-

encryption key rA→B can transform a second-level

ciphertext for Alice, cA = (α, β), into a first-level

ciphertext for Bob, by computing:

cB = (e(α, rA→B), β) = (Zbk,mZk) ∈ G2 ×G2

– First-level Decryption (D1): As in other asymmet-

ric encryption schemes, Alice uses her secret key sA
to transform a ciphertext cA = (α, β) ∈ G2 × G2

into the original message m. In order to do so, Alice

computes:

m =
β

α1/sA
=

β

α1/a

m ∈ G2

c1 ∈ G2 × G2 c2 ∈ G1 × G2

E1
D1

E2
D2

R

Fig. 5 Transformations between plaintext and ciphertext
spaces

– Second-level Decryption (D2): For decrypting a ci-

phertext cA = (α, β) ∈ G1 ×G2, Alice computes:

m =
β

e(α, g)1/sA
=

β

e(α, g)1/a

This scheme uses two different ciphertext spaces;

first-level ciphertexts are intended for non-delegatable

messages, whereas second-level ciphertexts can be trans-

formed into first-level ones through re-encryption. Fig-

ure 5 shows the different transformations defined in this

scheme. It is important to note that our system will only

use the second-level encryption function E2 to encrypt

and the first-level decryption function D1 to decrypt,

since our intention is to create re-encryptable cipher-

texts with this scheme.

The AFGH scheme has the following properties:

– Unidirectional : The re-encryption key rA→B cannot

be used to derive the reverse one rB→A. This prop-

erty is useful in settings where the trust relationship

betwen Alice and Bob is not symmetrical.

– Resistant to collusions: If the proxy and Bob col-

lude, they are not able to extract the secret key of

Alice; at most, they can compute the weak secret

g1/a, but this information does not represent any

gain to them.

– Unihop: This scheme is not transitive with respect

to re-encryption; as shown in Figure 5, the

re-encryption process transforms a ciphertext from

one space to another, so this process cannot be re-

peated.

3.4 Description of BlindIdM

We now describe BlindIdM, a privacy-preserving model

for blind Identity Management as a Service. In this

model, as in the usual identity management systems,

there are three main types of actors, namely, users, ser-

vice providers and identity providers. In our scenario,

the host organization (including all the employees) acts

as the user, and the identity management of the or-

ganization is outsourced to a cloud identity provider.
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Cloud Identity 
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Fig. 6 Data flow of BlindIdM

These entities are capable of interacting following a pre-

defined identity management protocol. From a high-

level viewpoint, the goal of these interactions is the

exchange of identity information, that generally flows

from the user (in our case, from the host organiza-

tion), acting as a source of information, to the service

provider, acting as a consumer of information. BlindIdM
permits this information to leave the source and arrive

at its destination in an encrypted form, achieving end-

to-end confidentiality. Our goal now is to describe how

encrypted information can flow from the host organiza-

tion to service providers, without the identity provider

being able to read it.

A high-level diagram of our proposal is shown in

Figure 6; this diagram depicts the main flow of infor-

mation in our system, where the host organization en-

crypts the identity information under its public key pH
and sends it to the cloud identity provider. The use

of proxy re-encryption enables the identity provider to

transform these ciphertexts into encrypted attributes

under the public key of the service provider, pSP ; in or-

der to do so, the identity provider needs a re-encryption

key rH→SP generated by the host organization and pro-

vided beforehand.

We will now proceed to detail the steps of the op-
eration of the BlindIdM system. Note that we are us-

ing SAML as the underlying protocol; here, we will de-

scribe an identity interaction using the SAML Authen-

tication Request protocol. As stated before, we will use

the AFGH scheme for proxy re-encryption explained

in Section 3.3.2, where we describe in detail the cryp-

tographic procedures for key generation, encryption,

re-encryption and decryption. Since all these computa-

tions must be performed under the same set of system

parameters (G1,G2, e, g, Z), we will assume that these

parameters are global and known by every party.

Phase 1. Generation of public and private

keys. Both the host organization and the service

provider create their pairs of public and private keys,

respectively (pH , sH) and (pSP , sSP ). For illustration

purposes we will assume that there is only one ser-

vice provider, but there could be any number of service

providers. Furthermore, the service provider can create

its pair of keys at any moment, as long as it is done

before phase 3.

Phase 2. Encryption of identity information

and outsourcing. The host organization must encrypt

the identity information of its employees prior to exter-

nalizing it to the cloud. To do so, they use their public

key pH ; for simplicity we will assume that identity infor-

mation is in the form of attributes, where each attribute

a is a tuple (a.metadata, a.value), where metadata de-

scribes any metadata about the attribute, including its

name and format. Therefore, the identity information

of each employee U is a pair (IDU , {a : a is an attribute

of the employee U}), where IDU is the identifier of such

employee.

In our approach we encrypt just the attribute value,

leaving the attribute metadata in clear, which eases the

integration of our solution with existing directory ser-

vices. The cloud provider is aware of the name of the

attributes, but not of their content. It is also worth

mentioning that we do not directly encrypt attribute

values with the AFGH encryption function E2; instead,

we use a hybrid approach, encrypting a fresh key Ka for

each attribute a, which is then passed to a symmetric

encryption algorithm ES (such as AES) for encrypting

the attribute value. This way, the AFGH encryption

primitive E2 is only used to cipher a fixed-length input

(the key Ka), whilst the symmetric algorithm performs

the bulk of the work. This approach is used not only for

efficiency, but for input length reasons, since attribute

values have a wide range of possible lengths. Thus, an

outsourced attribute ca is generated in the following

way:

ca = (a.metadata,E2(pH ,Ka), ES(Ka, a.value))

An example of the SAML representation of an out-

sourced attribute ca with an encrypted value is shown

in Figure 7; this is the encrypted version of the same at-

tribute shown in Figure 3. SAML permits putting any

arbitrary content within the AttributeValue element,

so we have used the XML Encryption specification [39]

(used also in the SAML core specification) to express

the hybrid encryption mechanisms and convey the ci-

pher data and the key material.

Once the encryption process is complete, the host

organization outsources the identity information to the

cloud identity provider. The identity information in the

cloud for each employee is in the form (IDU , {ca : ca is

an outsourced attribute of the employee U}).
It is important to note that this same approach can

be used to update attributes, so it does not represent

any difficulty for our system; the new encrypted at-

tribute simply substitutes the previous one.
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<saml:Attribute Name="givenName"
ext:OriginalIssuer="http://idp.host.org"
xmlns:ext="urn:oasis:names:tc:SAML:attribute:ext">
<saml:AttributeValue>

<!-- Encrypted AttributeValue content -->
<xenc:EncryptedData

Type="http://www.w3.org/2001/04/xmlenc#Content">
<!-- Symmetric encryption algorithm (AES-128) used
-->
<xenc:EncryptionMethod

Algorithm=".../xmlenc#aes128-cbc"/>
<!-- Encapsulated symmetric key using AFGH scheme -->
<ds:KeyInfo>

<xenc:EncryptedKey
Recipient="http://serviceprovider.com">
<!-- Proxy re-encryption algorithm (AFGH05)

used for key encapsulation -->
<xenc:EncryptionMethod

Algorithm="urn:proxyreencryption:afgh05"/>
<!-- Encapsulated symmetric key -->
<xenc:CipherData>

<xenc:CipherValue>
Ke41X+w...

</xenc:CipherValue>
</xenc:CipherData>

</xenc:EncryptedKey>
</ds:KeyInfo>
<!-- Encrypted SAML Attribute Value content -->
<xenc:CipherData>

<xenc:CipherValue>39UCe3/sA...</xenc:CipherValue>
</xenc:CipherData>

</xenc:EncryptedData>
</saml:AttributeValue>

</saml:Attribute>

Fig. 7 SAML Attribute with encrypted AttributeValue con-
tent

Phase 3. Trust establishment and generation

of re-encryption keys. During this phase, service

providers establish a trust relationship with the host

organization, which is needed for deeming as valid the

claims it makes. This relationship is bidirectional, since

the host organization must also trust the service

provider in order to release the identity information.

As in the case of federated identity management, this

trust relationship is usually a consequence of a prior

out-of-band agreement.

SAML permits the expression of metadata for both

service providers and identity providers using the SAML

Metadata specification [31]; indeed, metadata is essen-

tial to the proper operation of some of the SAML pro-

tocols. The publication of keys and certificates, such

as X.509 certificates, through the KeyDescriptor ele-

ment, is among the crucial aspects that are covered in

the metadata; we can make use of this method to pub-

lish the service provider’s public key pSP . SAML also

permits expressing which attributes are required during

authentication requests, using a specific element called

AttributeConsumingService. Figure 8 shows an ex-

tract of the metadata file of the service provider, where

these elements appear.

The cloud identity provider also needs a metadata

file, but in this case, it does not require special atten-

tion, as the cloud provider does not have any key ma-

<md:EntityDescriptor
entityID="http://www.serviceprovider.com" ...>
<md:SPSSODescriptor ...>

<!-- Proxy re-encryption public key of SP -->
<md:KeyDescriptor use="encryption">

<ds:KeyInfo>
<ds:KeyName>

Proxy Re-Encryption Public Key
</ds:KeyName>
<ds:KeyValue>

<pre:PublicKey
Type="urn:proxyreencryption:afgh05">
YTdUs3...

</pre:PublicKey>
</ds:KeyValue>

</ds:KeyInfo>
</md:KeyDescriptor>
...
<!-- AttributeConsumingService elements -->
<md:AttributeConsumingService index="1">

<md:ServiceName>Service Provider</md:ServiceName>
<md:RequestedAttribute

Name="givenName" isRequired="false"/>
<md:RequestedAttribute

Name="cn" isRequired="true"/>
</md:AttributeConsumingService>
...

</md:SPSSODescriptor>
</md:EntityDescriptor>

Fig. 8 SAML Metadata of the service provider

terial prone to be distributed, other than its X.509 cer-

tificates. This metadata also contains the information

about service endpoints for SAML protocols.

Once the host organization trust a certain SP, they

use its public key pSP together with their private key sH
to create the re-encryption key rH→SP , which is then

sent to the cloud identity provider. The host organiza-

tion obtains the public key from the service provider’s

metadata. This key allows the identity provider to re-

encrypt the ciphertexts in order to be decryptable by

the service provider using its private key sSP . The re-

encryption key can be seen also as an authorization

token, and can be revoked by the host organization by

asking the cloud identity provider to remove it. Bear in

mind that we are assuming an honest-but-curious cloud

provider, which will follow the instructions given by the

host organization. Another possibility could be to en-

crypt again the attributes with a new public key p′H ,

and upload them to the cloud provider; this option is

highly inefficient but does not require any other changes

in our model.

Phase 4. Identity information interaction.

Once our system is properly deployed, an employee may

want to retrieve a resource from the service provider,

which requires authentication and additional identity

information from the employee. The goal in this phase

is the dispatch of identity information of an employee,

which is stored in the cloud identity provider, to the ser-

vice provider. Moreover, the authentication takes place

within the hosted organization, so its result must also

be communicated to the service provider. As stated be-
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User agent Service Provider Cloud Identity Provider Host Organization

Request service

Discovery of the IdP

SAML AuthnRequest

AuthnRequest (User redirection)

SAML AuthnRequest

AuthnRequest (User redirection)
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Response

Response (User redirection)

Re-encryption of user attributes and 
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Access to service

Fig. 9 Sequence diagram of the authentication request

<saml:Assertion ID="#ASSERTION_ID" IssueInstant="2012-05-06T11:39:08Z" Version="2.0">
<saml:Issuer>https://cloudidp.com</saml:Issuer>
<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">...</ds:Signature>
<saml:Subject>

<saml:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">
jdoe@host.org

</saml:NameID>
<saml:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">

<saml:SubjectConfirmationData Recipient="http://serviceprovider.com"
InResponseTo="#REQUEST_ID" NotOnOrAfter="2012-05-06T11:43:36Z"/>

</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions NotBefore="2012-05-06T11:38:36Z" NotOnOrAfter="2012-05-06T11:43:36Z">

<saml:AudienceRestriction>
<saml:Audience>http://serviceprovider.com</saml:Audience>

</saml:AudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement AuthnInstant="2012-05-06T11:38:36Z" SessionIndex="#SESSION_ID">

<saml:AuthnContext>
<saml:AuthnContextClassRef>

urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport
</saml:AuthnContextClassRef>
<saml:AuthenticatingAuthority>http://idp.host.org</saml:AuthenticatingAuthority>

</saml:AuthnContext>
</saml:AuthnStatement>
<saml:AttributeStatement>

<!-- SAML Attribute with encrypted AttributeValue content -->
<saml:Attribute Name="givenName" xmlns:ext="urn:oasis:names:tc:SAML:attribute:ext"

ext:OriginalIssuer="http://idp.host.org">
...

</saml:Attribute>
</saml:AttributeStatement>

</saml:Assertion>

Fig. 10 SAML Assertion including an encrypted AttributeValue
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fore, we are using SAML as the underlying identity

protocol, and in particular, we will describe how our

model fits within the Authentication Request protocol,

explained in Section 3.3.1. In our case, this protocol per-

mits the service provider to request an assertion about

the identity of the employee, including encrypted at-

tributes.

Figure 9 shows the protocol interaction that takes

place between the four entities involved: the employee

as a user, the service provider as requester, the cloud

provider as a proxying identity provider, and the host

organization as authentication provider. The full se-

quence, assuming there is no security context for the

employee at the service provider, works as follows:

1. The employee tries to access a protected resource

offered by the service provider.

2. A discovery process occurs between the service

provider and the user to find out the location of the

identity provider; this process is out of the scope of

both SAML and our system. The simplest option

is that the user simply provides the location of the

identity provider; a more complex option could be to

integrate SAML with other discovery mechanisms,

such as Yadis or XRI.

3. The service provider creates a SAML AuthnRequest.

4. The user agent gets redirected to the cloud identity

provider through an HTML form, as explained in

the SAML HTTP POST binding [40].

5. The cloud identity provider receives the authentica-

tion request. As we have mentioned before, BlindIdM
uses a hybrid IDaaS approach, where the authenti-

cation remains at the premises of the host organiza-

tion; as a consequence, the cloud provider must de-

volve the authentication to the host organization us-

ing the proxying mechanisms defined in the SAML

Authentication Request protocol. In this case, the

cloud identity provider issues a second authentica-

tion request, addressed to the host organization.

6. The user agent gets redirected to the host organiza-

tion.

7. The employee is authenticated to the host organi-

zation. The authentication method is beyond of the

scope of this work; for simplicity, we will assume

that a password-based method is used.

8. The cloud provider constructs a SAML Response

that responds to the second authentication request,

and that conveys the authentication result and the

identifier of the employee.

9. Once again, the user agent gets redirected to the

cloud identity provider, delivering the authentica-

tion response from the host organization.

10. The cloud identity provider gets the encrypted at-

tributes associated to the provided employee’s iden-

tifier and, using the proper re-encryption key rH→SP

(obtained during the previous phase), proceeds to

re-encrypt the ciphered attributes; actually, for each

attribute a, it only has to re-encrypt the ciphered

symmetric key Ka. Let ca = (ca,1, ca,2, ca,3) be one

of the outsourced attributes, and R be the AFGH

re-encryption function; then, the re-encrypted at-

tribute c′a is:

c′a = (ca,1, R(rH→SP , ca,2), ca,3))

Once the attributes are re-encrypted, the cloud

provider issues a SAML Assertion that includes

the encrypted attributes within an attribute state-

ment, as well as the authentication statement from

the host organization (obtained in the previous

step); an AuthenticatingAuthority element is also

included in the authentication statement, which ref-

erences the authentication provider (in this case, the

host organization). The cloud provider then encloses

the assertion in the authentication response. Fig-

ure 10 shows the SAML Assertion.

11. Once again, the user agent gets redirected to the ser-

vice provider, delivering the authentication response

from the cloud identity provider, which includes the

re-encrypted attributes.

12. The service provider verifies the authentication re-

sponse and extracts the encrypted attributes from

the assertion. Now, it simply has to decrypt the ci-

phertexts using its private key sSP . Lets assume

that c′a = (c′a,1, c
′
a,2, c

′
a,3) is one of the received at-

tributes, DS is the symmetric decryption algorithm,

and D1 is the AFGH first-level decryption function;

then, the decrypted attribute a′ is:

a′ = (c′a,1, DS(D1(sSP , c
′
a,2), c′a,3))

= (a.metadata,DS(Ka, c
′
a,3))

= (a.metadata, a.value)

3.5 Analysis

The main requirement of our model is to achieve end-

to-end confidentiality for the identity information, en-

abling it to be stored in the cloud and managed blindly.

Taking into account the trust model that we are using,

that is, honest-but-curious providers, we argue that this

requirement is fulfilled since the identity provider does

not have access at any moment to the decryption keys.

The cloud provider has control only over the re-

encryption process, but requires re-encryption keys that

are generated by the host organization using its pri-

vate key. As we have stated before, the re-encryption
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key, apart from making the re-encryption of cipher-

texts possible, also acts as an authorization token, since

it is generated by the host organization to give ac-

cess to service providers to the identity information

of its employees. Since we are assuming a honest-but-

curious cloud provider, we can assume that it will re-

move the re-encryption key when asked. Ideally, tem-

porary re-encryption keys that are valid only for a spe-

cific period of time would be used, so keys should not

be valid if used at any other moment; this way, the

re-encryption process could be cryptographically con-

trolled by the host organization. To date, we have not

seen any proxy re-encryption scheme that deals with

re-encryption keys that are valid for a particular pe-

riod of time only. In [32], the authors propose a tempo-

rary proxy re-encryption scheme that restricts both the

re-encryption key generation and encryption processes

to the same time period; however, this is not what we

are looking for, since in our model the re-encryption

key generation process will probably happen after the

encryption, in a later time period.

It is important to note that our proposal does not

require any change in the SAML framework, as we are

respecting its protocols and constructions. Our model

requires just a few extension points in the cloud iden-

tity provider and service provider, in order to re-encrypt

and decrypt the attributes, respectively. We provide ex-

plicit SAML constructions that reflect how to realize

our system using this framework.

From a practical point of view, it is also crucial to

determine whether our proposal is economically feasi-

ble. Most of cryptography-based proposals only provide

theoretical analysis of security and complexity, but do

not tackle the economic viability. A detailed economic

assessment about the use of proxy re-encryption in a

cloud setting is presented in [41], where the authors esti-

mate the cost of proxy re-encryption operations in USD

cents; these expenses are a consequence of the incurred

cost of the cryptographic computations in a cloud en-

vironment. For a detailed description of this analysis

and the rationale behind these estimations, we refer the

reader to this text. The costs of these operations, pre-

sented in Table 1, are the same as in our system since we

are using the same proxy re-encryption scheme. For in-

stance, it can be seen that the re-encryption operation,

which is the one executed by the cloud provider, has an

estimated cost of 4.79E-04 USD cents; in other words,

the cloud identity provider can perform approximately

2087 re-encryptions for one USD cent. From these fig-

ures we can conclude that the cryptographic overhead

is reasonable, as it permits an IDaaS system to serve

thousands of encrypted attributes for a few cents, con-

sidering the costs that an organization could incur in

Table 1 Costs for the main cryptographic operations

Operation Time (ms) Cost (cents) #ops/cent

Encryption 23.31 4.34E-04 2304
Re-encryption 90.09 4.79E-04 2087

Decryption 14.28 5.70E-04 1755

the case of a disclosure or security breach; althought

these costs are difficult to estimate due to their busi-

ness and legal nature, at the very least such incidents

would have a negative impact with regard to reputa-

tion and loss of customers. As an illustrative example,

let us suppose that the IDaaS system receives a mil-

lion attribute requests per day, which implies a million

re-encryptions per day. This represents an additional

expense of approximately 2000 USD on a yearly basis,

since the cost for a re-encryption is 4.79 E-04 cents.

We think these figures are reasonable for an average-

sized organization, but ultimately it would depend on

the savings from outsourcing their identity services to

the cloud.

BlindIdM also complies with our vision of Identity

Management as a Service, where competences are dis-

tributed in the cloud ecosystem. This affirmation is re-

flected in the hybrid approach we are using, where au-

thentication is held on-premise by the host organization

and data protection mechanisms (in our case, based

in proxy re-encryption) are distributed in all the en-

tities involved. Furthermore, the identity management

protocol is followed by all the entities, and the host

organization acts as the authoritative source of infor-

mation. Figure 11 depicts this distribution of compe-

tences. Additionally, our model could easily support

other variations, such as the externalization of the stor-

age of encrypted attributes to a specialized cloud stor-

age provider; the original cloud identity provider could

then act as a mere intermediary in the identity inter-

actions and would not have to own dedicated storage

facilities.

IdM 
Protocol

Data 
Protection

Cloud Identity Provider

Service Provider

Storage

givenName=5W$...
sn=e4%SFd...

Data Protection

IdM protocol

Host Organization
Authentication

IdM protocol

Authoritative source

Data Protection

Fig. 11 Distributed competences in BlindIdM
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3.6 Discussion: Privacy and Confidentiality

Privacy is a vague concept that on many occasions is

used as an umbrella term, including other related con-

cepts, such as confidentiality, unlinkability, anonymity,

etc. For example, the term privacy is often used in the

context of the unlinkability property; however, as we

have already mentioned, unlinkability is not what we

are addressing in this paper, but rather data confiden-

tiality, as one of our goals is that identity information

remains inaccessible to attackers, unauthorized entities,

and even the cloud provider itself.

According to [42], privacy is defined as “the right of

an entity (normally a person), acting in its own behalf,

to determine the degree to which it will interact with its

environment, including the degree to which the entity is

willing to share information about itself with others”,

while data confidentiality is defined as “the property

that data is not disclosed to system entities unless they

have been authorized to know the data”.

Taking these definitions into consideration, we argue

that our system is privacy-preserving because it pro-

vides a data confidentiality service, in our case through

the use of proxy re-encryption. This service crypto-

graphically protects users’ identity information and con-

trols and limits the disclosure of private information

with regard to the cloud provider, who acts as an inter-

mediary in the identity management interactions.

4 Related Work

The problem of privacy in identity management is a

widely studied subject. However, the data confidential-

ity aspects of privacy are seldom tackled. In [41], the

authors propose a user-centric IDaaS system based in

OpenID and proxy re-encryption. Although conceived

as a proof of concept, this is the first work that achieves

blind processing of identity information; however, trust

issues arise as OpenID does not provide proper mecha-

nisms for establishing trust. This proposal is useful for

user-centric scenarios where service providers can fully

trust end-users without the identity provider being able

to assert any claim. One interesting aspect of this work

is an economic assessment of the viability of the pro-

posal; in rough numbers, they estimate that the cost

for 2000 operations (i.e., encryptions, re-encryptions or

decryptions) is 1 USD cent. This assessment is very rel-

evant to our proposal, since we are using the same proxy

re-encryption scheme, and therefore, the economic as-

sessment also holds true for our case.

In [43], the authors propose a solution based on the

deployment of active bundles in the cloud provider. An

active bundle is a mobile agent, in this case a virtual

machine, which contains the identity information of the

user and that is protected by cryptographic means. Ev-

ery time an operation involves the use of identity in-

formation, the cloud provider interacts with an active

bundle to retrieve this information. However, this ap-

proach seems to be impractical because of the large

overhead that the use of a large container for data (a

VM) introduces. Moreover, the proposal does not detail

any procedure to transport these active bundles to the

cloud in an efficient manner.

Another proposal, based on the use of sticky policies

and trusted computing, is presented in [7]. This paper

presents an interesting approach where information, to-

gether with a specific policy that should be enforced in

order to disclose the data, is obfuscated before leaving

the users’ domain. In this approach, a trusted author-

ity is in charge of giving the receiver the means to de-

obfuscate the information, after verifying that the re-

ceiver complies with its associated policy; trusted com-

puting is used to ensure the integrity of both software

and hardware environments of the receiver. However,

this work focuses on the direct sharing of information,

which makes it unusable in an identity management

setting, where an identity provider is used as an inter-

mediary and must somehow manage this information.

Much work has been carried out regarding unlink-

ability of users with respect to the other entities in-

volved in the identity management processes. For ex-

ample, in [44] the authors describe the application of

anonymous credentials to enhance privacy in identity

management systems; in this case, the approach they

propose is aimed to credential-focused systems, which

is not our case. In [45], the authors present PseudoID, a

model for private federated login that achieves unlink-

ability of users to visited sites. To this end, a blind sig-

nature service participates during the generation of an

access token that is handed to the identity provider; this

access token consists of a pseudonym and a secret value,

that are both used to anonymously authenticate the

user. Although this work presents an interesting contri-

bution to privacy-enhanced identity providers, it is cen-

tered on the unlinkability aspects of the authentication

of users. Moreover, this model is not suitable for main-

taining users’ information in the identity providers,

since the providers are unable to correlate users to their

pseudonyms.

With regard to the intersection of identity man-

agement, privacy and cloud computing, there has also

been some research done. In [46], the authors propose

SPICE, an identity management system for cloud en-

vironments whose main goal is to preserve users’ pri-

vacy. SPICE satisfies a set of properties that the au-

thors claim an identity management system in the cloud
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should fulfill, such as unlinkability and delegatable au-

thentication. In order to accomplish this, SPICE uses a

re-randomizable group signature scheme. However, the

goal of SPICE is not the same as ours, since we are not

tackling unlinkability, but data confidentiality. In [47],

a privacy-preserving identity management system for

cloud environments is presented; this system is based

on zero-knowledge proofs that allow the user to prove

the knowledge of a set of attributes without revealing

their value. The problem of heterogeneity of attributes

representation is also addressed in this work by using

ontology mapping techniques. However, the authors do

not tackle the privacy issues that are the main concern

of our work, since in their setting, identity providers

store in clear the values of the attributes of the users.

The use of cryptography for securing the cloud is

a current research hot topic [48]. For example, in [49],

the authors describe a high-level architecture that en-

ables to build a secure cloud storage service from an un-

trusted cloud provider combining three recent crypto-

graphic techniques, namely searchable encryption,

proofs of storage and attribute-based encryption. Their

proposal stands at a high level and does not include de-

tails regarding specific cryptographic primitives or pro-

cedures, but offers an interesting initial approach to the

cloud storage problem through the use of cryptography.

5 Conclusions and Future Work

In this paper, we propose a solution to the problem of

privacy for Identity Management as a Service. IDaaS is

a recent trend, powered by cloud computing technolo-

gies, that allows companies and organizations to benefit

from outsourcing identity management processes. The

reduction of costs and time-consuming tasks associated

with managing identity services are the main reasons

behind this externalization. However, as is the case for

other cloud-based services, there is much concern re-

garding the inversion of the control of the data, as users

lose almost all control over their data.

We propose BlindIdM, an IDaaS system that guar-

antees user’s privacy and control even when data stor-

age and processing is performed by untrusted clouds.

In particular, the main contribution of this paper is

the construction of a privacy-preserving IDaaS system,

where the cloud identity provider is able to offer an

identity information service without knowing the ac-

tual personal information of the users. Our system uses

SAML 2.0 as the underlying identity management pro-

tocol and proxy re-encryption as a means for achiev-

ing blind handling of identity information; this way,

the cloud provider transforms encrypted attributes by

the host organization into ciphertexts for the service

provider, without being able to read their content dur-

ing this process. In addition, we use standard SAML

constructions for conveying this information. We be-

lieve that the approach presented in this paper opens

up new possibilities regarding privacy in the field of

identity management.

In this paper we have also discussed a new perspec-

tive of identity management in the cloud that unleashes

its full potential by making use of the natural efficiency

of distributed cloud-based services. We identify a set

of competences involved in the management of identity

information, in such a way that they can be distributed

and orchestrated throughout the ecosystem of the cloud

in order to achieve an appropriate model for IDaaS.

With regard to future work, we plan to deploy a

prototype of our system in a real cloud setting, such as

Amazon EC2 or Google AppEngine; in addition, more

recent proxy re-encryption schemes could be used in

order to provide more efficiency and security. We are

also investigating other identity management technolo-

gies for the cloud that could be of use to extend our

system, such as SCIM [50].
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