
Anonymity Analysis in Credentials-based Systems: A Formal Framework

Vicente Benjumea ∗, Javier Lopez and Jose M. Troya
Department of Computer Science

University of Malaga, 29071 Malaga, Spain

Abstract

Anonymity has been formalized and some metrics have been defined in the scope of anonymizing communication channels. In this
paper, such formalization has been extended to cope with anonymity in those scenarios where users must anonymously prove that
they own certain privileges to perform remote transactions. In these types of scenarios, the authorization policy states the privileges
required to perform a given remote transaction. The paper presents a framework to analyze the actual degree of anonymity reached
in a given transaction and allows its comparison with an ideal anonymity degree as defined by the authorization policy, providing
a tool to model, design and analyze anonymous systems in different scenarios.
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1. Introduction

There is a high number of applications where subjects
have to make use of their privileges to perform tasks they
are granted for. In most of cases, such procedures are based
on the utilization of users’ credentials provided and sup-
ported by authorization management systems [6]. These
systems are able to manage group membership, role, clear-
ance, or any other form of authorization. For instance, when
company A needs to set roles among their employees to
control the use of the different networked computer sys-
tems, or when company B needs to establish distinctions
among different types of costumers or providers regarding
privileges over resources (either software or hardware), an
adequate authorization service becomes essential.

However, there are many situations in which a user wants
to make use of her privileges without revealing her identity.
Probably, the main reason for that behavior is that the In-
ternet is becoming the largest system ever known to dam-
age individual’s privacy due to the increment in the num-
ber of remote transactions and the capability of computers
to collect and cross-reference a huge amount of informa-
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tion. Therefore, the design of anonymous credentials and
anonymity services are receiving a lot of attention [3,9].

We can not hide the importance that the use of autho-
rization solutions have, whatever type of credential is used,
in the area of forensic computing. In this sense, there are
many times in which detection of an illegal behavior in elec-
tronic transactions is possible by tracing the use of the cre-
dentials in the operations that the dishonest subject has
performed. For this reason it is obvious that providing com-
plete anonymity solutions would make difficult (maybe im-
possible) to perform certain tasks in forensic computing.
However, we still have to consider the privacy rights of the
users.

We envision that in the near future it will be necessary to
find solutions that provide a balance between the privacy
of the user and the capacity to trace, only under certain
circumstances, the operations performed if she is suspicious
of any illegal activity. There is no doubt that this will be
part of a difficult discussion where not only technological
issues will have to be considered, but also legal, social and
even psychological issues.

This paper does not intend neither to provide any techni-
cal system fulfilling the previous requirements nor to elab-
orate on the above discussion. On the other hand, the goal
of this paper is to face the problem of discovering how much
anonymity is provided by an anonymous system. The rea-
son for that aim is that, to our understanding, and from
the forensic computing point of view, it will be important
to know beforehand which is the level of anonymity that
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a user can reach in her electronic transactions when using
any specific anonymity system. Such type of information
will be crucial when finding a trade-off between user’s pri-
vacy and tracing of transactions.

A formalization of anonymity was presented in [13]
focussing on analysis of anonymity in Internet communi-
cations; more precisely, in systems that anonymize clients’
host IP addresses. In this paper, such formalization of
anonymity has been adapted and extended to cope with
scenarios where anonymity is a major concern when deal-
ing with privileges and credentials.

Our work proposes a formal framework to measure the
degree of anonymity that an authorization system reaches
in different scenarios. In these scenarios, the authorization
in a given transaction is ruled by a policy that states the
privileges that users must own in order to be able to perform
it. Additionally, it provides a mechanism to define an upper
limit of the anonymity degree that a system can reach when
performing a transaction depending on its authorization
policy.

From a forensic point of view, the proposed framework
provides mechanisms to analyze anonymous remote trans-
actions and to realize how anonymous they actually are,
specially in relation to how anonymous they could be, and
if it is enough to guarantee anonymity. The formal frame-
work provides a test bed for comparing different anony-
mous systems with respect to the degree of anonymity that
they can reach under different scenarios.

The framework also allows to model the requirements
imposed to the observers in a transaction, and to what
extend the anonymity in a transaction could be damaged
if such requirements are not fulfilled. In some anonymous
credential systems there exist several entities in possession
of privileged information that may collude to disclose sen-
sitive information that allows to reverse the anonymity.
These entities can also be modeled as passive observers for
a transaction that can disclose such sensitive information
when some conditions are met.

The paper is organized as follows. Some other works that
are somewhat related are presented in section 2. Then sec-
tion 3 provides a preliminary background regarding the
original paper on which our work is based. Section 4 defines
the formal framework for anonymity analysis in several sce-
narios. Section 5 describes an example that shows how the
framework can be applied for analyzing the anonymity and
adequacy of different anonymous systems. Finally, section 6
shows how current standards can benefit from this work
and section 7 concludes the paper.

2. Related Work

Anonymity in information systems has been largely
studied, and it is usually focused from two complemen-
tary points of view. On the one hand, the communication
channel must be anonymized in order to guarantee the
anonymity in the communication [14,11,13]. On the other

hand, in those systems where the client must be autho-
rized to carry out a transaction, the client needs to prove
that owns enough privileges. Therefore, besides an anony-
mous communication channel, anonymity in the proofs of
privileges becomes essential to protect her privacy [3,9].

The degree of anonymity was informally introduced
in [11] to analyze anonymity in communication channels.
Later, [13] further formalized these concepts. Some other
metrics and measurements for anonymity have been pro-
posed in [4,12,15] too. However, all of them are in the
scope of anonymous communications. To the best of our
knowledge no formal metrics have been defined in the
scope of anonymity in credential systems. Our work fur-
ther elaborate on [13], re-formalizing concepts and defining
new ones to provide formal metrics for anonymity in these
scenarios with privileges.

3. Background

A formalization of anonymity was presented in [13] fo-
cussing on anonymity analysis in Internet communications.
More precisely, it formalized anonymity in those scenarios
aimed at anonymizing clients’ host IP addresses.

That work defined the degree of anonymity provided for
some entity with respect to an observer while using a spec-
ified anonymous protocol, based on the probability, as as-
signed by the observer, that the entity is the initiator of
a given transaction. It also defined the overall degree of
anonymity provided by a protocol as the minimum degree
of anonymity for every potential client and observer. Addi-
tionally, several intervals of degrees of anonymity were also
formalized, from which minimal anonymity was defined.
These concepts were applied to adjust some system pa-
rameters to guarantee that minimum anonymity was pro-
vided in the system and to analyze the degree of anonymity
reached by several protocols focussed on anonymizing the
IP address of the initiator of a transaction.

4. Anonymity analysis

In this section, we reformulate the concepts stated in the
paper [13] to better adapt them to a new scenario for anony-
mous authorization based on privileges and properties that
clients fulfill. It starts by formalizing the concepts of set of
observers and set of potential clients for a remote transac-
tion. Then, the anonymity set, a concept previously defined
in [10], is formalized. We use this concept to reformulate
the anonymity degree. The same concepts are formalized for
a collusion of observers, and for an abstract authorization
policy that rules a set of transactions. Finally, it defines the
concept of adequacy degree that allows to compare the de-
gree of anonymity reached in real transactions with regard
to the ideal for that transaction.
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4.1. Some definitions

The set of observers Ôt for a given remote transaction
t ∈ T consists of those entities o in the sample space U

that are able to extract some information Io(t) from such
transaction. Among others, usually the client as well as the
server belong to that set.

o ∈ Ôt ⇔ Io(t) 6= ∅, ∀ o ∈ U

Note that Io(t) may include the transaction client’s IP ad-
dress, some information about some properties and privi-
leges that the transaction client fulfills and enjoys respec-
tively, etc.

Let Ct ≡ U − { st } be the set of potential clients for
a given remote transaction t, the sample space U and the
transaction server st.

4.2. Unique observer

The anonymity set ASt,o for a given remote transaction
t ∈ T and observer o ∈ Ôt consists of those entities from the
set of potential clients Ct that are liable to have been the
client of the transaction, taking into account the informa-
tion Io(t) that the observer is able to extract from it.

In other words, if Pr(c, Io(t)) is the probability that a given
entity c ∈ Ct is the client for a given transaction t according
to what is specified in Io(t) for a given observer o ∈ Ôt, then
the anonymity set is composed by those entities that fulfill
the following relation:

c ∈ ASt,o ⇔ Pr(c, Io(t)) > 0 , ∀ c ∈ Ct

such that: ∑
i∈ASt,o

Pr(i, Io(t)) = 1

If Pr(Ct, Io(t)) is the probability that any member from the
set of potential clients Ct fulfills the properties specified in
Io(t) for a given transaction and observer, then the cardi-
nality of the anonymity set is:

|ASt,o | = |Ct| Pr(Ct, Io(t))

Note that depending on the kind of information regarding
the sample space, two different approaches are possible
in order to know the cardinality of the anonymity set. If
enough information about individual properties is known
to assign individual probabilities (Pr(c, Io(t))), then the
anonymity set can be built with individuals from such in-
formation. Otherwise, if the overall probability Pr(Ct, Io(t))

is known, then the cardinality of the anonymity set can be
calculated.

The anonymity degree At,o for a given transaction and
observer is the minimum of the inverse of the probability
that any entity, belonging to the anonymity set for such
transaction and observer, is the client of such transaction.

At,o = min{ 1− Pr(c, Io(t)) } , ∀ c ∈ ASt,o

In the ideal case where each member of the anonymity set
has the same probability of having taken part in a given
transaction as a client:

Pr(c, Io(t)) =
1

|ASt,o |
, ∀ c ∈ ASt,o

therefore, in the ideal case:

At,o = 1 − 1
|ASt,o |

In our study, which is oriented towards scenarios where
authorization is based on users’ privileges, we assume
this ideal case of equiprobability for the members of the
anonymity set.

As it was previously mentioned, the anonymity set for
a given transaction depends on the probability that any
entity has been the client of the transaction for a given
observer. That probability depends on the information Io(t)

that such observer is able to extract from the transaction.
If the information can be split into minor parts, then:

Io(t) = Ii
o(t) ∪ Ij

o(t) ⇒ AS t,o = ASti ,o ∩AStj ,o

therefore:

|AS t,o| = |Ct| Pr(Ct, I
i
o(t) ∩ Ij

o(t))

that in some way points out that the larger is the extracted
information, the smaller is the anonymity set for the trans-
action and, therefore, the smaller is the anonymity degree.

If a given observer is able to correlate two given trans-
actions ti and tj as being performed by the same client c,
then a new virtual transaction t can be defined as result of
the join of both transactions:

t = ti ∪ tj ⇒ Io(t) = Io(ti) ∪ Io(tj)

and therefore:

AS t,o = ASti ,o ∩AStj ,o

This points out that if it is possible to correlate two o more
remote transactions as being carried out by the same client,
then the anonymity degree reached in both transactions is
equivalent to that one reached by only one virtual transac-
tion, where it would have been simultaneously revealed all
the same information equivalent to that revealed in both
correlated transactions.

4.3. Set of observers

The set of observers Ot for a given transaction is made
up of those members in Ôt that do not belong to its own
anonymity set for that transaction:

o ∈ Ot ⇔ o /∈ AS t,o , ∀ o ∈ Ôt

Note that if o ∈ AS t,o then Pr(o, Io(t)) > 0. This implies that
Pr(o, Io(t)) = 1, that is, the observer herself is the client of
the transaction (except in those ones where the client is not
able to identify that it has been performed by herself). In
other words, Ot is Ôt excluding the client of the transaction
if she belongs to such set.
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Given a set of observers Ot for a transaction, the mini-
mal anonymity set and the minimal anonymity degree are
defined as:

AS−
t = min{ASt,o} , ∀ o ∈ Ot

A−
t = min{At,o} , ∀ o ∈ Ot

Given a set of observers Ot for a transaction, the applica-
tion of the collusion of the observers in Ot to the previous
concepts can be defined as those ones in which the joined
information I∗O(t) is used in the definition of the anonymity
set and the anonymity degree.

I∗O(t) =
⋃

o∈Ot

Io(t)

Therefore, Pr(c, I∗O(t)) is the probability that a given entity
c ∈ Ct is the client in the transaction t according to what
is specified in I∗O(t), and Pr(Ct, I∗O(t)) is the probability that
any member from the set of potential clients Ct fulfills the
properties specified in I∗O(t):

c ∈ AS∗
t ⇔ Pr(c, I∗O(t)) > 0 , ∀ c ∈ Ct

such that: ∑
i∈AS∗

t

Pr(i, I∗O(t)) = 1

and

|AS∗
t | = |Ct| Pr(Ct, I

∗
O(t))

A∗
t = min{ 1 − Pr(c, I∗O(t)) } , ∀ c ∈ AS∗

t

In the ideal case where all elements in AS∗
t have the same

probability:

A∗
t = 1 − 1

|AS∗
t |

It is important to take into account that this collusion of
observers must respect the constraints imposed by the pro-
tocols used for its proper use, i.e., if onion routing requires
that at least one intermediary node be honest, then the one
that is able to extract the smaller amount of information
from the transaction is removed from the collusion of ob-
servers. Obviously, it would also be interesting to study the
system behavior in the case that some constraints are bro-
ken, and how that fact affects the anonymity. Likewise, in
some anonymous credential systems, there exist some priv-
ileged entities with the capability of disclosing some sen-
sitive information that allows to reverse the anonymity in
a transaction. These privileged entities are supposed to be
honest and they collude to reverse the anonymity only un-
der some special circumstances. These entities are, a priori,
outside the set of observers, however they can also play the
role of passive observers, modelling the system having into
account such circumstances.

4.4. Authorization policy

The previous study is focussed on the analysis of
anonymity for a given transaction (already performed or

in the process), and it is based on the probability that a
given entity is the client in the transaction, which in turn
depends on the information that can be extracted from
such transaction by some observers. Some part of the infor-
mation comes from the information revealed by the client
(or her own system) in order to prove that owns enough
privileges (such as credentials, signatures, IP address, etc.)
to perform a given transaction.

When an entity wants to perform a given transaction usu-
ally must prove, by some specified means, that owns enough
privileges. This privilege requirement is usually specified
by means of an authorization policy.

It is possible to apply the preceding analysis to a given
authorization policy, defining in this way an upper bound
regarding the anonymity degree that can be reached in a
remote transaction ruled by a given authorization policy.
These concepts can also be defined regarding the privileges
specified in a given authorization policy.

The anonymity set AS∗
p for a property p consists of those

entities in the set of potential clients Ct that fulfill such
property.

c ∈ AS∗
p ⇔ fulfills(c, p) = true , ∀ c ∈ Ct

If Pr(Ct, p) is the probability that any member in the set
of potential clients Ct fulfills the property p, then the car-
dinality of the anonymity set for such property is:

|AS∗
p | = |Ct| Pr(Ct, p)

The anonymity degree A∗
p for a given property p is the in-

verse of the probability that any member in the anonymity
set is selected randomly for such property.

A∗
p = 1 − 1

|AS∗
p |

Likewise, the authorization policy usually states relation-
ships among properties by means of boolean expressions.
Therefore, the following equations may be useful in order
to estimate the anonymity degree reached by a given au-
thorization policy. If AS∗

pi
is the set of entities that fulfill

the property pi, and AS∗
pj

is the set of entities that fulfill
the property pj , then:

p = pi ∨ pj ⇒ AS∗
p = AS∗

pi
∪ AS∗

pj

p = pi ∧ pj ⇒ AS∗
p = AS∗

pi
∩ AS∗

pj

p = ¬ pi ⇒ AS∗
p = Ct − AS∗

pi

and therefore:

p = pi ∨ pj ⇒ |AS∗
p | = |Ct| Pr(Ct, pi ∪ pj)

p = pi ∧ pj ⇒ |AS∗
p | = |Ct| Pr(Ct, pi ∩ pj)

p = ¬ pi ⇒ |AS∗
p | = |Ct| (1 − Pr(Ct, pi))

4.5. Minimal anonymity and adequacy degree

The anonymity degree for a given transaction as well as
for an authorization policy is over the threshold of minimal
anonymity when its value is greater or equal than 1/2 [13].
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Fig. 2. Adequacy degree

minimal anonymity(A∗
t ) = true ⇔ A∗

t ≥ 1/2

minimal anonymity(A∗
p) = true ⇔ A∗

p ≥ 1/2

The anonymity degree reached by a given authorization
policy specifies the maximum degree that could be reached
in any transaction ruled by that policy. Therefore, a com-
parison between that ideal value and the value actually
reached in a given transaction, after applying the global
set of observers, would provide very valuable information
regarding the suitability of the technology that has been
used to support the transaction with respect to the autho-
rization policy.

The adequacy degree AD∗
t,p that the anonymity degree

for a given transaction has reached with respect to the
anonymity degree for a given policy can be defined as (0 ≤
AD∗

t,p ≤ 1):

AD∗
t,p =


1 if A∗

t = A∗
p

A∗
t

A∗
p

otherwise (note that A∗
t < A∗

p)

Likewise, it is also possible to compare the anonymity
degree reached by different authorization policies.

Figures 1 and 2 show how the anonymity degree as well
as the adequacy degree rapidly grow to appropriate lev-
els with respect to cardinality values of the correspond-
ing anonymity sets. Figure 1 shows the anonymity degree
reached with respect to the cardinality of the anonymity
set for either a given transaction or a given policy. Likewise,
Fig. 2 shows the adequacy degree reached depending on
the cardinality of the anonymity set for a given transaction
(AS∗t ) with respect to the cardinality of the anonymity set
for a given policy (AS∗p). Note that for a given transaction
and policy, |AS∗t | ≤ |AS∗p |. The level of minimal anonymity
is pointed out by the 0.5 mark.

4.6. Zero knowledge proofs

When a certain entity uses zero knowledge proofs [7] to
prove that owns some specific privileges, then the proof
verifier does not obtain any knowledge from the prover ex-
cept that the entity fulfills the specified property. However,
that proof is suitable and completely secure. Regarding the
information revealed in that proof, the verifier does not ob-
tain any information other than the fact that the prover

fulfills the specified properties. But the proof can not be
correlated with anything else and, therefore, the anonymity
set for a specific proof equals the ideal defined by the au-
thorization policy.

For example, if the authorization policy for a given
transaction specifies that either p1 or p2 are required, and
the proof provided by the client of a given transaction is
ZKP(p1∨p2), then the anonymity set for the transaction
equals the anonymity set defined by the policy, and it is
composed of those entities that fulfill either one or both
properties (p1 or p2). However, if the transaction client
decides to prove only one property, as in ZKP(p1), then
the proof is valid to perform the transaction, but the
anonymity set for the transaction is composed of those
entities that fulfill the property (p1), which is smaller than
the one defined by the policy.

Let’s see another scenario. Suppose that there exists an-
other property p3⊆p1, i.e., each entity that fulfills p3 also
fulfills p1. Then ZKP(p3) is also a valid proof to perform the
transaction. However, the anonymity set for such transac-
tion is even smaller than the one defined by the set p1, which
in turn is smaller than the one defined by the policy p1∨p2.

A bit of algebra about these kind of proofs:

ZKP(p) = ZKP(p1∧p2) ⇒ AS∗p = AS∗p1
∩AS∗p2

ZKP(p) = ZKP(p1∨p2) ⇒ AS∗p = AS∗p1
∪AS∗p2

ZKP(p) = ZKP(¬p1) ⇒ AS∗p = Ct − AS∗p1

It is possible that the observers are able to extract
some more information in addition to that one revealed by
the client privilege proof (which can be a zero knowledge
proof), such as the Internet address of the client host, etc.,
which in turn defines an anonymity set. The anonymity
set for the whole transaction is the intersection of each
anonymity set defined by the information extracted from
the transaction.

5. Application Example

In this section, the presented metric is applied to different
scenarios with the aim of analyzing the anonymity degree
as well as the adequacy degree that are reached in each of
them.

Figure 3 shows a scheme with the actors in the scenario.
When a client carries out a transaction with a given server
(s), the messages are sent through several routing nodes
(r1, r2, r3) that can be either active or passive depending
on the technology used. Regarding the transference of mes-
sages, the following technologies have been considered: the
messages transferred between the client and the server are
sent either unencrypted (in clear form) or encrypted in such
a way that only the recipient entity is able to read them.
Additionally, the message transference can be either direct
between the sender and receiver, or through a system that
hides the IP address of the sender host. In the first case,
the intermediary nodes are simply passive observers able to
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Fig. 3. Actors in the scenario

Table 1
Information Extracted from a Communication

Clear Message Ciphered Message

Direct Onion-Routing Direct Onion-Routing

r1 ip∪msg ip ip ip

r2 ip∪msg ∅ ip ∅

r3 ip∪msg msg ip ∅

s ip∪msg msg ip∪msg msg

read the interchanged messages, and the sender IP address
is exposed to every node that is involved in the communica-
tion. In the second case, the intermediary nodes are active
ones whose behavior is defined by the technology used, in
this latter case onion routing [14] has been considered.

Table 1 shows a summary of the information that the ob-
servers (each intermediary node as well as the server) are
able to extract for a delivered message in the aforemen-
tioned scenarios. In the case of onion routing, the client
owns the application proxy and the onion proxy, hence the
message is already protected before sending it to the first
router. If the sender does not encrypt the message for the
recipient, then the last router sends the message in clear to
the recipient. It is supposed that the constraints specified
for each technology are fulfilled. Thus, in onion routing at
least one intermediary node must be honest.

It is supposed equiprobability in the anonymity set,
though in real world scenarios, anonymizers of IP-addresses
are subject to several attacks that unbalance such proba-
bility having into account traffic analysis, however these
analyses are outside of the scope of this paper, since the
proposed metric focus on anonymity at authorization level.

In a transaction system based on privileges, usually an
authorization policy specifies which requirements a client
must hold in order to carry out a given transaction. In this
context, the potential client must prove that owns enough
privileges to perform that transaction. The figure 4 shows
the clients, the properties that they fulfill, and the hosts
from where they carry out the transactions for the following
scenarios.

Table 2 shows the transactions that compose the ex-
ample scenario, where for each transaction it shows the
technology used for communications, the authorization
policy and the information Is(t) received by the server
when the client proved her privileges to be authorized
to carry out such transaction. The table also shows the
anonymity sets for each observer: the intermediary nodes
(ASt,r1 , ASt,r2 , ASt,r3) and the transaction server (ASt,s).
Additionally, it also shows the anonymity set for a global
observer (AS∗

t ), the global anonymity degree (A∗
t ), the

anonymity set of the corresponding authorization pol-
icy (AS∗

p), the anonymity degree for the policy (A∗
p), and

Prop Prob Clients

p1 1/2 A, B, C, D, G, H, I, J

p2 1/2 A, B, C, D, E, F, K, L

p3 1/2 A, B, E, F, G, H, M, N

p4 1/8 O, P

g3 1/8 M, N

h1 1/2 A, C, E, G, I, K, M, O

h2 1/2 B, D, F, H, J, L, N, P

p
4

O,P

p
3

3g

2
p

1
p

K,L

M,NI,J

A,B
C,D E,F

G,H

h2

B,D,F,H

J,L,N,P
h1

A,C,E,G

I,K,M,O

Fig. 4. Clients, Properties and IP Addresses

the adequacy degree for the technology used (AD∗
t,p). In

this scenario, the amount of information extracted by the
server of the transaction coincides with the one extracted
by the collusion of observers (according to the constraints
imposed by each technology used). Therefore, the global
collusion as well as the minimal anonymity set equals to
the one provided by the transaction server.

ASt,s ≡ AS−t ≡ AS∗t

At,s ≡ A−
t ≡ A∗

t

It follows a more detailed analysis of the transactions in
table 2 with respect to the proposed metric:
– In transactions 1 to 3, the authorization policy specifies

that everyone is authorized to carry out the transaction,
therefore the client did not prove any privilege at all and
remained anonymous. In those cases where client’s IP
address (IP(h1)) is exposed, the anonymity set is defined
by the set of entities that share the exposed IP address.
Then, it can be seen that a transaction that hides the
IP address reaches a higher degree of anonymity (t3 vs.
t2). As the policy does not impose any restriction, then
the anonymity set for the policy is the sample space (U).
Additionally, encrypting the message improves the client
privacy with respect to the intermediary nodes (t2 vs. t1).

– In transactions 4 to 6, the authorization policy speci-
fies that only a given identified client (A) is allowed to
perform the transaction. In this case, the identity of the
client was authenticated (ID(A)), and therefore the de-
gree of anonymity reached is null, since the anonymity set
is only composed by a single entity. As the policy states
that the client must be identified, then the used tech-
nology reaches the higher adequacy degree. However, en-
crypting the message and hiding the IP address improves
the client privacy with respect to the intermediary nodes.

– In transaction 7, the authorization policy specifies that
any client that fulfills the property p3 is authorized to
carry out the transaction. In order to prove her privi-
leges, the identity of the client was authenticated and
proved that such entity fulfills the required property
(ID(A)∧P (A, p3)), and thus the degree of anonymity
reached by the client in the transaction is null, since
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Table 2
Transactions

Trans Ciph. IP Policy Is(t) ASt,r1 ASt,r2 ASt,r3 ASt,s AS∗
t A∗

t AS∗
p A∗

p AD∗
t,p

t1 N Exposed free IP(h1) h1 h1 h1 h1 h1 0.88 U 0.94 0.93

t2 Y Exposed free IP(h1) U U U h1 h1 0.88 U 0.94 0.93

t3 Y Hidden free ∅ U U U U U 0.94 U 0.94 1

t4 N Exposed ID(c) = A IP(h1) ∧ ID(A) {A} {A} {A} {A} {A} 0 {A} 0 1

t5 N Hidden ID(c) = A ID(A) U U {A} {A} {A} 0 {A} 0 1

t6 Y Hidden ID(c) = A ID(A) U U U {A} {A} 0 {A} 0 1

t7 Y Hidden p3 ID(A) ∧ P (A, p3) U U U {A} {A} 0 p3 0.88 0

t8 Y Exposed p3 IP(h1) ∧ ZKP(p3) U U U h1∩p3 h1∩p3 0.75 p3 0.88 0.85

t9 Y Hidden p3 ZKP(p3) U U U p3 p3 0.88 p3 0.88 1

t10 Y Hidden p3 ZKP(g3) U U U g3 g3 0.5 p3 0.88 0.57

t11 Y Hidden p1 ∧ p2 ZKP(p1) ∧ ZKP(p2) U U U p1∩p2 p1∩p2 0.75 p1∩p2 0.75 1

t12 Y Hidden p1 ∨ p2 ∨ p3 ZKP(p3) U U U p3 p3 0.88 p1∪p2∪p3 0.93 0.95

t13 Y Hidden p1 ∨ p2 ∨ p3 ZKP(p1 ∨ p2 ∨ p3) U U U p1∪p2∪p3 p1∪p2∪p3 0.93 p1∪p2∪p3 0.93 1

t14 Y Hidden p3 LAP(x, p3) U U U x : p3 x : p3 0.88∗ p3 0.88 1∗

t15 Y Hidden p1 ∧ p2 LAP(x, p1) ∧ LAP(x, p2) U U U x : p1∩p2 x : p1∩p2 0.75∗ p1∩p2 0.75 1∗

t14′ Y Hidden p3 Is(t14) ∧ Is(t15) U U U x : p1∩p2∩p3 x : p1∩p2∩p3 0.5 p3 0.88 0.57

t15′ Y Hidden p1 ∧ p2 Is(t14) ∧ Is(t15) U U U x : p1∩p2∩p3 x : p1∩p2∩p3 0.5 p1∩p2 0.75 0.67

the anonymity set is only composed by a single entity.
However, the policy defines the anonymity set for the
transaction as those entities that fulfill p3. In this case,
the adequacy degree is null, as opposed to the previous
transaction.

– In transactions 8 and 9, the authorization policy speci-
fies that any client that fulfills the property p3 is autho-
rized to carry out the transaction. In order to prove her
privileges, the client anonymously proved, by means of a
zero knowledge proof (ZKP(p3)), that fulfills the specified
property. The degree of anonymity reached by the client
is defined by the set of entities that fulfill p3. In trans-
action t8, the client also exposes the IP address (IP(h1)),
therefore the anonymity degree is decreased since in this
transaction only those entities in host h1 that fulfill p3

compose the anonymity set. When compared with trans-
action t7, it can be appreciate how these technologies
provide better support for client privacy.

– In transaction 10 the client anonymously proves that ful-
fills the property g3, that is a subset of p3, and therefore
such proof is valid to carry out the transaction. However,
the anonymity degree reached in the transaction is less
than the ideal specified in the policy. The suitability of
this method depends on the difference between the su-
perset and the subset.

– In transaction 11 the policy requires that a client must
fulfill two properties, p1 and p2, for being authorized.
Thus, the client anonymously proved, by means of two
zero knowledge proofs, that fulfills both properties. Note
how as the number of required properties increases, the
anonymity set diminishes.

– In transactions 12 and 13 the authorization policy spec-
ifies that any client that fulfills any of the three speci-
fied properties is allowed to carry out the transaction.
The client of the transaction t12 anonymously proved

that fulfills p3, but that fact reduces the anonymity set
of the transaction with respect to the anonymity set de-
fined by the policy. However, the client of the transac-
tion t13 anonymously proved, in zero knowledge, that
owns enough privileges to carry out the transaction, but
did not expose indeed which privilege was actually sat-
isfied (ZKP(p1∨p2∨p3)), and therefore the anonymity set
for transaction t13 is composed of those entities that ful-
fill any of the three properties.

– In transaction 14 the client anonymously proved, by
means of a linkable anonymous proof (LAP(x, p3)), that
fulfills p3. In this case, x represents a client pseudonym
or similar that allows to link such proof with other proofs
performed by the same client. The anonymity degree of
the transaction is defined by the set of entities that fulfill
such property, which coincides with the one defined by
the policy.

– In transaction 15 the client proved, by means of two
linkable anonymous proofs, that fulfills the two required
properties, where x represents linking nexus.

– Transactions 14′ and 15′ are a redefinition of the previ-
ous ones, after realizing that both have been carried out
by the same anonymous user (x), which therefore fulfills
those three properties, an important fact that reduces the
anonymity degree reached in these transactions. More-
over, future transactions that could be linked with these
ones are also affected and contribute on this degradation
of anonymity.
On the other part, this formal framework also allows to

model anonymous systems where some privileged entities
have some sensitive information that allows to reverse the
anonymity of certain clients under some circumstances. Let
us suppose that B1 is a privileged entity that holds the
binding of Alice with a public pseudonym x̂, and that B2 is
also another privileged entity that holds the binding of the
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public pseudonym x̂ with the private pseudonym x. Then
a collusion of both entities allow to disclose the identity of
the client for the transaction t14 if they are able to access
the information Is(t14) gathered from that transaction [2].
Then, under these circumstances the set of observers be-
comes O∗ = {S, B1, B2} and I∗O(t14) = {Is(t14) ∪ [x ↔ x̂] ∪ [x̂ ↔
A]}. Therefore, the anonymity set AS∗

t14
is composed only

by A, and the anonymity degree A∗
t14

becomes null, which
means that the anonymity in the transaction has been re-
versed. Some other schemes also allow to reverse unlinkable
anonymous transactions.

6. Contributions and Impacts on Standards and
Interfaces

The ITU-T X.509 standard framework [8] defines the
format for authentication and authorization credentials,
known as public key and attribute certificates, respectively.
These standard certificates convey authentication and au-
thorization information that allow interoperability among
heterogeneous systems. Moreover, the X.509 framework
also defines some mechanisms to guarantee the validity
and revocation status of these certificates, as well as some
mechanisms to establish and validate certification paths.
However, and although this technology provides clear ad-
vantages, it can also be seen as a real threat to the privacy
of individuals who make use of these credentials. In fact,
anonymity in authorization systems based on privileges is
an emerging topic aimed at fulfilling current laws in indi-
viduals privacy protection regarding the processing and
movement of personal data, such as the European Union
directive 95/46/EC [5], among others.

Recently, we have proposed [2,1] approaches to incor-
porate anonymity into the X.509 framework but, most im-
portantly, without modifying the standard data structures
proposed by ITU-T. The direct consequence is that the
framework is able to deal with new anonymity scenarios.
Therefore, in this way, the standard is substantially im-
proved in a direct way, and its contribution goes beyond
that one originally intended.

In spite of that advantage, the work would be incomplete
if some tools and metrics are not provided in order to sup-
port modeling and analysis given that anonymous transac-
tions are a cornerstone in privacy enhancing technologies
and the target for numerous threats. That would better
complement the improvements to the ITU-T X.509 stan-
dard. Precisely, in the present work we provide a tool to help
in the design of robust privacy aware systems, as well as a
model for forensic analysis when privacy becomes compro-
mised. This allows identifying anonymity weaknesses and
potential breaches and, when the anonymity has to be re-
versed under some circumstances, identify possible breach
points and design flaws.

7. Conclusions and Future Work

The formalization of anonymity in [13] has been adapted
and extended to define a formal framework for analysis of
anonymity in authorization systems based on users’ priv-
ileges. This formal framework can be used to analyze the
degree of anonymity that a remote transaction reaches, and
the upper limit that could be reached by an ideal system.
These measures provide a test bed for comparison of dif-
ferent systems with respect to the anonymity that they
provide in different scenarios. Additionally, the framework
makes possible to perform an analysis that allows to tune
the system to reach higher degree of anonymity. It also al-
lows to analyze the system based on the requirements that
the observers must fulfill.

From a forensic point of view, the framework presented
allows to analyze how anonymous a given transaction actu-
ally was, specially when compared to how anonymous the
transaction could have been. It also provides a way to an-
alyze how the technology used suits, regarding anonymity,
to a given scenario. Moreover, it provides a tool that allows
to model and analyze anonymous systems, which is useful
when forensics becomes necessary in this kind of systems,
allowing the analysis of privacy compromises, anonymity
breaches and weaknesses, design flaws, etc. Also, an exam-
ple of how the framework can be used to analyze anonymity
and to compare several systems under different scenarios is
presented.

Moreover, though the proposed metric allows different
probability distributions in the anonymity set, we have
used the uniform distribution to compare different anony-
mous authorization systems, regardless of the communi-
cation layer. However, it is interesting to use this formal
framework for authorization systems in conjunction with
a formal metric for anonymity analysis of the underlying
communication system. This can provide some non-uniform
probability distributions for the elements in the anonymity
set, and further explore the capabilities that some autho-
rization systems, in conjunction with a communication sys-
tem, exhibit regarding anonymity. It would be also inter-
esting to apply the framework presented in this paper to
the analysis of widely known anonymous credential systems
under several possible scenarios.
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