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Abstract

An “out-of-band” (OoB) channel can be defined as an extra channel, different from the main wireless channel, that
has additional security properties. They are specially suitable for protecting spontaneous interactions and exchanging
sensitive data between previously unknown devices. Due to the vulnerable nature of wireless sensor networks (WSN),
these kind of channels might be useful for protecting certain sensor network operations. In this paper we analyze
the applicability of “out-of-band” channels to wireless sensor networks, and specify why an optical channel should
be a good candidate for implementing an extra channel in sensor nodes. Also, we analyze how the existing security
threats may affect this type of channel. Finally, the suitability and usability of optical channels for sensor networks is
demonstrated by means of a prototype.
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1 Introduction

The main purpose of a Wireless Sensor Network (WSN) is to serve as the “sensing layer” of a computer system,
an interface to the physical features of the real world. As a whole, the sensor network is able to continuously monitor
its environment, adapting itself to the ever-changing context. There are many challenges to solve in the area of sensor
networks, such as integration with other systems and services, architectural problems, programming models and tools,
and others. But one of the most important challenges is security: any malicious adversary can manipulate the sensor
nodes, the environment, or the communication channel on its own benefit. Precisely, “out-of-band” (OoB) channels
are one of the technologies that could be used for protecting certain operations in a wireless sensor network.

Some of the existing research in personal area networks have already considered the importance of using “out-
of-band” channels in sensor nodes. For example, Jea et. al. [1] use an optical channel (i.e. light as a transmission
medium) for binding a device to the Body Sensor Network (BSN) of a certain user, and for transferring the ownership
of the device from one BSN to another. Nevertheless, it is necessary to analyze whether “out-of-band” channels could
be of use in a wireless sensor network context, and also if they could be implemented inside sensor nodes. These are
the major goals of this paper.

The rest of this paper is organized as follows: In section 2 we introduce the specific features and different types
of “out-of-band” channels. In section 3, we study the applicability of “out-of-band” channels to wireless sensor
networks, alongside with a discussion of why sensor nodes should implement light “out-of-band” channels and what
are the different security threats that may affect these optical channels (e.g long-distance attacks, denial of service
(DoS), eavesdropping). In section 4 we develop a prototype, known as KeyLED, that demonstrates the suitability and
usability of optical channels in sensor networks. Finally, in section 5, the conclusions are presented.




2 Existing “out-of-band” channels

“Out-of-band” channels have specific properties that distinguish them from the principal channels: their capabilities
are usually limited (e.g. in most cases they are much slower than the principal channel), the devices (transmitter and
receiver) need to be in a certain spatial relationship in order to establish communication, and the channels usually
require the presence of a human user [2]. As a consequence from these properties, auxiliary channels can be useful
for exchanging sensitive information. First, attackers may find extremely difficult to eavesdrop and / or modify the
contents of the information exchange. Second, it is possible to assure in certain cases that the devices that exchange
information through this auxiliary channel are physically near when communication takes place. Third, if a human
user conducts the communication process, he/she can certify which is the sender device and which is the receiver
device. There are many types of channels that can be used as “out-of-band” channels, such as ultrasound, light, visual
channels, and even human users.

A human user can act as an “out-of-band” channel just by reading the output of one device and inputting this data
in the other device. The hardware requirements of this type of channel are high: one device must have a display
(LCD, sounder...), and another device must have an input mechanism. Also, the overall bandwidth provided by these
channels is very constrained. On the other hand, both the sender and the receiver are directly controlled by the human
user, and the usability of the schemes that employ this type of channel is high [3]. Moreover, there are other protocols
that simplify the hardware requirements (e.g. by requiring only a single functional button in both sender and receiver
[4], or by shaking the devices if they are equipped with accelerometers [5]). All these user-centric protocols are
specially suitable for portable electronic devices, such as mobile phones. In this context, there are many well-known
and effective protocols, like the Bluetooth Simple Pairing protocol.

The advantages of ultrasound as an “out-of-band” channel are discussed by Mayrhofer et. al. [6]. It can be safely
assumed that ultrasound signals are unable to leave or enter a room, thus it is not possible to overhear or inject packets
outside the room where nodes are deployed. Moreover, it can be possible to derive both the distance and the relative
position of the sender using the time-of-flight and the angle-of-arrival, respectively. As a result, it can be possible to
send authenticated short messages over these kind of channels inside a controlled environment (i.e. room), providing
that the distance between the sender and the receiver is known.

McCune et. al. [7] take advantage of a visual channel, where the data to be transmitted is encoded as a two-
dimensional barcode. The receiver takes a snapshot of the barcode with an embedded camera, and decodes it in order
to obtain the secret information. Since the user needs to take a picture of the barcode attached or produced by the
sender, it is assured that the barcode belongs to the sender, and that the receiver is obtaining the information from the
right device. The visual communication paradigm may be not suitable for low-cost, embedded devices, due to the cost
of the camera and the energy requirements of this type of channel. However, if light is used as a transmission medium,
the receiver can utilize a simple photosensor (light sensor) instead of an expensive camera. This approach is taken
by Jea et. al. [1] for binding a device to the Body Sensor Network (BSN) of a certain user, and for transferring the
ownership of the device from one BSN to another.

3 Using OoB channels in WSN
3.1 Applicability

The inherent features of “out-of-band” channels could make them a particularly valuable technology for wireless
sensor networks. If two nodes do not share any pairwise key, the security of the wireless communication channel
is not assured. However, if the auxiliary channel is particularly difficult to manipulate or eavesdrop, two previously
unrelated nodes can be able to share sensitive information with each other. Moreover, if a node receives information
through these auxiliary channels, it can safely assume in most cases that the communication source is physically near.
In order to confirm how these properties can benefit a sensor network, it is necessary to analyze whether “out-of-band”
channels are actually useful for securing specific sensor network operations.

Pre-deployment phase. It could seem that there is no need for auxiliary channels when the sensor nodes are being
programmed before their deployment. Any relevant information, including security credentials, can be preloaded in
a safe environment through wired interfaces (e.g. using USB connections). However, for usability reasons, it can
be possible to use an “out-of-band” channel to load the motes with application-specific information or with node-
specific sensitive information. For example, a programming device can be used for generating the private key of a



node and its associated public key, alongside with the certificate signed by the Certification Authority (CA). Later,
this device can transmit this information through the “out-of-band” channel to the sensor node. This is useful for
providing configuration parameters “on-site” to nodes that are being deployed in potentially unsafe environments (i.e.
there could be an adversary listening to the wireless channel).

Network extensibility. An “out-of-band” channel is specially useful whenever new nodes are added to an existing
sensor network. The new node and the existing node can set up a security association through a pairing process [3],
establishing a pairwise key. If the auxiliary channel and the environment are secure enough, the new node can directly
send an ephemeral secret key to the existing node, which will use the key for any subsequent negotiations. This is
applicable to certain configurations of the ZigBee standard, where the keys are set up over-the-air. Furthermore, it
can be possible for the new node to send non-sensitive information such as public key certificates. While this kind of
information can be safely sent through the wireless channel, by using the auxiliary channel it is possible to assure that
the new node is physically near the existing node. Note that the use of an “out-of-band” channel does not assure that
the new node really belongs to the network, thus it is still necessary to include authentication mechanisms.

Network maintenance. There exist some network maintenance operations that can take advantage of the features
provided by “out-of-band” channels. For example, a mobile base station can use the auxiliary channel to issue orders
to a certain node, or the node may send certain values of its configuration back to the mobile base station. As messages
are not broadcasted through the wireless channel, it is not possible for an outsider device to detect their existence. As
a result, an auxiliary channel can be used to protect the location privacy (i.e. detect the whereabouts of a node based
on its network activity) and content privacy (i.e. infer the contents of a message based on its existence) [8] of a node.
As with the network extensibility, there is the need of using authentication mechanisms in unsafe environments.

3.2 Light “out-of-band” channel

As aforementioned, “out-of-band” channels can be used in a wireless sensor network context for preloading in-
formation, adding new nodes in the environment, and performing some network maintenance operations. However,
in order to take advantage of these type of channels, it is necessary to decide which of the existing components of a
sensor node could be used to create an auxiliary channel. Almost all sensor platforms are equipped with a simple com-
munication device: a light-emitting diode (LED). Moreover, most sensor nodes are also equipped with a photosensor.
Therefore, a wireless sensor network can use these components to create an unidirectional “out-of-band” channel.

The light of a LED can be used as a carrier wave, and the digital data can be represented as the presence or absence
of the carrier wave (“On-Off Keying”, OOK). The photosensor will conduct a current that depends on the detected
light intensity, and this current will be further converted to Lux (unit of illuminance). The maximum data rate of this
light “out-of-band” channel is highly dependant of the speed of the LEDs and the photosensors used in the sensor node.
LEDs are very fast; that is, they exhibit a quick response (tens of nanoseconds) to changes in the applied drive voltage.
On the other hand, photosensors need more time to detect the light intensity of the environment. The maximum speed
will be limited, then, by the speed of the photosensor.

Regarding the transmission range, the LEDs used in sensor nodes are not prepared to use their light as part of
a communication channel due their large divergence angle (i.e. the light beam is not narrow), which results on a
large loss of power between the sender and the receiver. Besides, the transmission channel is especially prone to be
affected by various noise sources, such as ambient light. For example, the approximate luminous flux of a sensor node
LED is 0.05 lumens', whereas a standard 60W bulb light has a luminous flux of 710 lumens [9]. As a consequence,
the transmission range of a light “out-of-band” channel is limited to several centimeters. Nevertheless, this is not a
drawback but an advantage: it assures that the sender and the receiver will be physically near when communication
takes place, which is one of the fundamental characteristics of “out-of-band” channels.

Another factor that must be taken into account is the activation of the communication channel. Due to energy
constraints, it is not feasible to continuously use the photosensor to sense any information that could be encoded in
the incoming light intensity. Besides, the sender must be notified that there is data to be sent through its LEDs. It is
then necessary to use the hardware available to the sensor node to indicate both senders and receivers that they should
start sending and receiving data, respectively. Consequently, a human user needs to be physically interacting with
the hardware of the motes, which satisfies one of the properties of “out-of-band” channels (human involvement in the
communication process).

If the sensor nodes are equipped with user buttons (e.g. TelosB motes), it is possible to activate the channel simply
by pushing such buttons. On the other hand, if the sensor node has no buttons, it is still possible to use some of the

Note that one lux is equal to one lumen per square metre.



sensors to activate the channel. For example, certain motes (e.g. MICAz sensor boards) have accelerometers, thus it
is possible to ‘shake’ the nodes to begin the communication process. Note that it can be also possible to activate the
communication channel on the receiver side by requiring the sender to send a message through the principal channel
(e.g. through a radio frequency transceiver). A problem of this approach is how to assure that the sender is physically
near from the receiver. However, by using certain parameters such as Link Quality Indicators (LQI), the receiver can
check if the distance between both devices is smaller that 2 or 3 meters (cf. figures in [10]).

3.3 Security Analysis

The security of light as a transmission medium is as weak as any other wireless channel: light is easy to capture and
easy to produce. Therefore, it is necessary to analyze how the existing security threats may affect this type of channel
in a sensor network context.

Regarding message injection attacks, as pointed out in section 3.2, in most cases a human user must activate the
communication channel by touching the sensor nodes (pressing buttons, shaking devices). Therefore, these injection
attacks could only be performed when a legitimate user is trying to start a communication channel between two devices.
With the actual state of the art in optical wireless communications, it is possible to create long-distance communication
channels through an atmospheric channel using visible-light diodes or laser diodes [11]. Nevertheless, in most of these
scenarios, it is necessary to have a lens in he receiver side in order to condense the photonic area down to the size of
the detector area. Moreover, there must be an unobstructed view between the light emitting device of the attacker and
the photosensor of the node. In order to further reduce the possibility of attacks, the light “out-of-band channel” can
use a photosensor that is not sensitive to infrared radiation.

Another possible attack that may affect light “out-of-band” channels is the denial of service attack (DoS). In order
to disrupt the communications between two nodes, the attacker must influence over the light intensity perceived by
the photosensor. Ambient light is the most important source of interference and it may greatly deteriorate link per-
formance. Consequently, the attacker can try to alter the existing ambient light with the purpose of increasing the bit
error of the channel. Moreover, the attacker can try to “blind” the photosensor during the communication process by
using any of the communication methods introduced in the previous paragraph (i.e. laser light). However, since a
human user needs to control the sender and the receiver in order to establish the communication channel, he/she will
be able to detect any light beams or changes in the ambient light that try to interfere with the communications. And if
the attack succeeds, the human operator can try to start the communication again.

Lastly, the attacker can try to sense the light emitted by the LED in order to eavesdrop the contents of the message.
Due to factors such as the critical flicker frequency of the human eye [12], attackers should use recording devices (e.g.
videocameras) to capture the information. As of 2008, some professional digital video cameras can achieve a frame
rate of 1000 fps, which is good enough to capture the variations in the light intensity of the LED. On the other hand,
just by using converging lens and optical bandpass filters it can be possible to sense and decode the contents of a light
communication channel. Experiments performed by Loughry and Umphress [13] showed that the logical information
contained within the light can be read from a distance of 30 meters.

The risk of eavesdropping can be lowered by using simple countermeasures. A human operator controls the nodes
during the communication process, thus he/she can limit the optical emanations during the information exchange either
by choosing a suitable environment (e.g. a closed room) or by covering the nodes (e.g. using a box, his/her hands).
Regarding optical bandpass filters, since they cannot sense frequencies outside their working range, it can be possible
to use more than one LED to transmit the information. For example, a typical sensor node has three LEDs: red, green,
and blue/yellow. If those three LEDs are used alternatively to transmit the information (ith bit red, i+1th bit green,
i+2th bit yellow/blue), a device equipped with a single optical pass filter will not be able to capture all the information.

4 Implementing “out-of-band” light channels in sensor nodes
4.1 Implementation and Experiment

The feasibility of an “out-of-band” light channel in a sensor network environment is tightly related to its transmis-
sion speed and its memory consumption. Since a human operator needs to directly control the sender and the receiver
nodes, any unnecessary delays will make the whole process tiresome and unviable. Also, the memory available to a
node is very limited, so the component that implements the transmission and reception algorithms should use only
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Figure 1. Format of the KeyLED data frame

a small amount of memory. In order to test the applicability and usability of light-based “out-of-band” channels in
sensor networks we have developed a proof-of-concept prototype called KeyLED, using TinyOS 2.0 and the TelosB
family of sensor nodes. This prototype works as follows:

1. The receiver node starts reading its light sensor (a Hamamatsu S1087) after the human user pushes the user
button.

2. The sender node starts sending information through its blue LED after the human user pushes the user button.
The information data is modulated by using an On-Off Keying (OOK) modulation scheme, where the presence
or absence of light will be considered as “1” or “0”, respectively.

3. The human user puts the LEDs of the transmitter in front of the light sensor of the receiver. The information data
is sent from one node to another through the atmospheric channel. Note that the light communication channel
use a fixed data rate that is known in advance to both sender and receiver.

The format of a KeyLED data frame is shown in Fig. 1. As the human user needs to bring near the LEDs and the
light sensor, it is necessary to use a SYNC block that will alert the light sensor of an incoming data frame. The SYNC
block, of variable length, is formed by continuously repeating the “01” pattern. The length of this field can be adjusted
for giving time to the user to put the LEDs in front of the light sensor. The end of the SYNC block is signalled by a
8-bit Frame Delimiter, with value “10011001”. This value breaks the pattern of the SYNC block, effectively indicating
the beginning of the packet payload. This payload consists of a 16-bit data length field, and a variable length data
field. Finally, at the end of the data frame, there is a 16-bit CRC field which detects accidental alteration of data during
transmission. We use the CRC-16-CCITT standard in the prototype.

The usability and reliability of the KeyLED prototype was determined by two experiments. In the first experiment,
12 test subjects with no previous experience with the prototype were asked to send information from mote to another
using the light “out-of-band” channel under fluorescent illumination. In the second experiment, we tested the channel
under varied illuminance conditions. In both experiments, a ECC Public Key was sent through the “out-of-band” light
channel with a raw bitrate of 500bps and a SYNC size of 1500 bits (i.e. three seconds). The size of the public key was
352 bits, as in Wang et. al. ECC implementation [14].

For the first experiment, the success ratio was 100%. The arithmetic mean of the number of attempts per person
was 2.166, with a standard deviation of 0.799. Regarding the second experiment, the light channel does not work if the
sensor node is deployed under direct sunlight (3400 1x), due to the low luminance of the LED. However, the channel is
able to transmit the public key under all the other ambient light conditions, from clear night (4 Ix, transmission range
of 6 cm) to cloudy day (2700 Ix, direct contact). As a result, it is possible to use this light channel on sensor nodes in
most scenarios. Besides, the user can lower the ambient noise, that is, the high illuminance produced by the light of
the sun, by covering the sensor nodes.

4.2 Discussions

In terms of memory consumption and speed, a light “out-of-band” channel is feasible and usable in a sensor net-
work context. The memory consumption of the KeyLED prototype if not high: the KeyLED transmitter component
consumes 54B of RAM and ~1kB of ROM, while the KeyLED receiver component consumes 126B of RAM and
~5kB of ROM. In addition, the theoretical maximum raw bitrate of this communication channel in a TelosB node is
~1300bps, and in an experimental setting the channel is able to achieve speeds as high as 500bps. Still, there are some
aspects of the prototype that need to be discussed: why the blue LED has been used for sending the information, and
how the receiver can convert the illuminance values into digital Os and Is.



In the KeyLED prototype, we use the blue LED for transmitting the information. Using the blue LED is not an
arbitrary decision: This LED provides a luminous intensity of 14 millicandela (mcd), whereas the red LED and the
green LED provide only 11.7 mcd and 6.4 mcd, respectively. The luminous intensity is not the only factor that must be
taken into account: the S1087 photodiode reaches its maximum sensitivity at around 555 nm (540 THz), in the green
region of the optical spectrum. Still, the green LED does not have enough luminous intensity to induce a high current
in the photodiode. This assumption is backed up by empirical results. Upon direct contact between the LED and the
photosensor, The blue LED produces an illuminance of 3000 Ix, while the green LED and the red LED produce an
illuminance of 1700 Ix and 2500 Ix, respectively.

As the light channel uses On-Off Keying, it is essential to establish which light intensity values must be considered
as 0 and as 1. However, the ambient light is not constant during the lifetime of the network, and in some cases (e.g.
fluorescent lights) the illuminance may fluctuate when two nodes open a communication channel. Therefore, it is
necessary to analyze the light intensity of the environment before the real communication takes place in order to select
a suitable threshold.

The receiver can perform this task during the reception of the SYNC block. The receiver will consider the illumi-
nance sensed by the photosensor as O if it is smaller than the previous reading, and viceversa. During this process, it
is possible to store the maximum illuminance values for the 0’s (maxmin), and the minimum illuminance values for
the 1’s (minmax). After receiving the frame delimiter “10011001”, the node can calculate the following threshold:

minmax — marmin

threshold = maxzmin + 5 (D)

During the communication process, when the photosensor receives an illuminance value that is higher that the
threshold it will translate such value as a digital 1, and viceversa.

5 Conclusions

In this paper, we have discussed the role of “out-of-band” channels in wireless sensor networks for exchanging
sensitive information. We have considered that most sensor nodes are capable of using their LEDs and photosensors
to create an optical channel, and we have studied both the possible applications of this channel and the security
implications of using light as a transmission medium. Finally, we have presented a prototype, KeyLED, for testing the
suitability and usability of light “out-of-band” channels.

One of the benefits of using a light “out-of-band” channel in sensor networks is the possibility of receiving informa-
tion from virtually any light-emitting device (e.g PDAs). This interaction between heterogeneous devices can be very
important for securing a pervasive computing environment like body sensor networks. Still, there are some challenges
(e.g. dynamic negotiation of the bitrate) that will have to be solved in future developments.
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