R. Roman, C. Fernandez-Gago, and J. Lopez, “Featuring Trust and Reputation Management Systems for Constrained Hardware Devices”, 1st
International Conference on Autonomic Computing and Communication Systems (Autonomics07), 2007.
NICS Lab. Publications: https://www.nics.uma.es/publications

Featuring Trust and Reputation Management Systems for
Constrained Hardware Devices
Rodrigo Roman, Carmen Fernandez-Gago, Javier Lopez
Department of Computer Science, University of Malaga, 29071, Málaga, Spain
{roman,mcgago,jlm}@lcc.uma.es

Abstract

problem of trust for WSN). However, all of these
works tend to design a suitable trust management
system for a speciﬁc application and making some
assumptions on the constraints about the network.
Although the structure of a sensor network is largely
inﬂuenced by its application, it is also necessary to
review which could be the common features for any
scenario.
In this paper, we try to identify which are the general features that a trust management system should
possess in order to cover all the possible security
problems that a trust management system for WSN
could solve. The paper is organized as follows. Trust
management systems for related areas is surveyed in
Section 2. We give an overview of the concept of sensor networks and the importance of trust for them in
Section 3. We identify the main features that a trust
management system for WSN should have in Section
4. Section 5 concludes the paper.

Research on trust management systems for wireless
sensor networks is still at a very early stage and few
works have done so far. It seems that for those works
which deal with the topic general features of how
these systems should be are not clearly identiﬁed. In
this paper we try to identify the main features that
a trust management system should have and justify
their importance for future developments.

1

Introduction

Trust is an important factor in any network that deals
with the uncertainty about the future behaviour of
some participants on the network. Thus, trust becomes essential in the decision-making process.
In recent years wireless sensor networks has been
widely used in many real-life scenarios due mainly to
their autonomous capabilities or their potential to self
conﬁgure. As in any network, trust is also crucial for
wireless sensor networks (WSN in the following), for
instance, for a node to determine whether another
node in the network is the appropriate to perform
a common goal. However, wireless sensor networks
present some constraints such as energy-consuming or
computational power that makes diﬃcult for them to
use some existing trust management systems speciﬁc
for similar networks such as Ad-Hoc pr P2P networks.
In fact, the development of trust management systems for WSN is a very new area of research and
not much work have been done so far [10, 26, 34, 33]
(these are some examples of works devoted to the

2

Related Work

The term trust management was ﬁrst coined by Blaze
et al. [5] as an attempt to build a coherent framework for security policies, credentials and trust relationships.
Usually trust management systems are classiﬁed
into two main categories: credential and policy-based
trust management systems and behaviour-based trust
management systems
The main goal of credential and policy-based trust
management systems is to enable access control.
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Thus, peers in these systems verify credentials of
other peers in order to establish trust decisions about
other peers. These type of systems do not require the
need of the requesting peer to establish trust on the
resource owner. These systems are suitable for those
applications which assume implicit trust in the resource owner. PolicyMaker [5], its successor KeyNote
[4] and REFEREE [7] are credential-based trust management systems.
Behaviour-based trust management systems are
mainly based ont he concept of reputation. AbdulRehman and Hailes [1] deﬁne reputation as an expectation about an individual’s behaviour based on
information about or observations of its past behaviour. Jøsang et al. [11] deﬁne reputation as a
mean of building trust; one can trust another based
on its good reputation. Reputation-based trust management systems provide mechanisms from which a
requesting node can evaluate trust on another node
based on global reputation of the peer or its perception on the evaluating peer. SPORAS, HISTOS [32]
or REGRET [20] are examples of reputation-based
trust management systems.
Research in the area of trust management and reputation systems for WSN is at an early stage. However, more eﬀorts have been made in related areas
such as Ad-Hoc and P2P networks. The routing process in Ad-Hoc networks is considered in [14] and [30].
In both cases trust values are assigned to the nodes
and then by calculations such as averages or a linear function a global trust value is given to a node.
Reputation is used in [17]. In this system each node
monitors the activities of its neighbours and sends the
information to a reputation handling module which
is part of a bigger mechanism called the trust manager that is in charge of building trust. Concerning
P2P networks the mechanisms used in order to derive trust can be several. Thus, Bayesian networks
are used in [3, 28]. Other statistics methods such as
standard deviation and mean are used in [25]. The
approach followed by [2] uses reputation for deriving trust as well as PET [31] that also evaluates risk.
Other systems worth to be mentioned are TrustMe
[23] that provides anonymity for both the requesting
and the hosting peer; EigenTrust [12] and PeerTrust
[29]; or NICE [22] where transactions are made by

secure exchange of certiﬁcates.
The trust management and reputation systems described above are not in general suitable for WSN due
mainly to energy-consuming constraints and lack of
computational power. A complete analysis of this
suitability can be found in [9].

3
3.1

Sensor Networks and the Importance of Trust
Wireless Sensor Networks: Description and Security Issues

The main purpose of a Wireless Sensor Network (or
Sensor Network) is to serve as an interface to the real
world, providing physical information such as temperature, light, radiation, and others, to a computer
system. Its main elements are the Sensor Nodes and
the Base Station. There is a high number of sensor
nodes, usually densely deployed, that can sense their
surroundings. They also have limited computational
capabilities (e.g , include a wireless transceiver, and
are powered by batteries. These nodes can can perceive the physical events as they occur, and process
and forward this information to the base station. The
base station (or sink), a powerful device that controls
the entire network, use that information to oﬀer a
number of services to an external system. We can
abstract a sensor network as a “living being”, since
its “cells” (sensor nodes) fully cooperate on providing
the information that the “brain” (base station) will
use.
A sensor node is totally autonomous; no human
user controls it, and the only way to access to its information is through the base station. As a result, the
node needs to self-conﬁgure and maintain itself during the lifetime of the network. A sensor network can
function for long periods of time, ranging from several
days to one or two years. Regarding the functionality of the node, and due to its inherent constraints,
it can only implement a simple and predeﬁned set of
protocols. Such protocols implement the basic functionality of the network (e.g. routing, aggregation,
and time synchronization), and may also implement
2

some additional capabilities (e.g. over-the-air programming, node location).
Since sensor networks is a young technology there
are many interesting research problems, like development of models and tools for the design of better
WSN architectures, elaboration of standard protocols adapted to work robustly on certain scenarios,
etc. However, one of the most important issues that
remains mostly open is security [27]. Sensor nodes
are highly constrained in terms of computational capabilities, memory, communication bandwidth and
battery power. Additionally, it is easy to physically
access the nodes because they must be located near
the physical source of the events, and they usually
are not tamper-resistant due to cost constraints. Furthermore, any device can access the information exchange because the communication channel is public.
As a result, any malicious adversary can manipulate the sensor nodes, the environment, or the communication channel for its own beneﬁt. For these
reasons, it is necessary to provide the sensor network
with basic security mechanisms and protocols that
can guarantee a minimal protection to the services
and the information ﬂow, while assuring that the network is capable of being self-suﬃcient. This means to
provide protection on the hardware layer, the communication stack, and the core protocols. In other
words, (i) it is necessary to protect the hardware
of the nodes against attacks, (ii) the communication
channels must meet certain security goals (like conﬁdentiality, integrity and authentication), and (iii) the
core protocols of the network must be robust against
any possible interferences. Other mechanism that can
help the network to manage itself autonomously and
securely are the trust management systems.

3.2

and opportunism (transacting partners have diﬀerent goals). On the context of sensor network, opportunism is not a problem. All the elements of the
network work towards the same goal, and they have
neither reason nor the will to behave egoistically. On
the other hand, a sensor node does not have information regarding others that will allow it to know in
advance how a transacting partner is going to behave.
Therefore, there is some information asymmetry that
the node must deal with.
Since all nodes belong to the same “living being”,
it is possible to think that the existence of information asymmetry is not a real problem. When a sensor
node chooses a partner to collaborate with, such partner is supposed to be honest and fully collaborative.
However, this is not entirely true. As well as living
beings are aﬀected by illnesses, sensor networks can
suﬀer the attack of malicious nodes or the existence of
faulty nodes. As a result, uncertainty in sensor networks is a problem that must be dealt with. Trust
Management becomes an important tool for securing
a long-lived sensor network, allowing its autonomous
nodes to avoid “dubious nodes” that can aﬀect the
overall functionality and to choose the “best partner”
for a certain operation.
The current solutions available for trust management systems for sensor networks sometimes deal
with the problem of uncertainty and consider it as
an important part of the process of measuring trust.
In [21] the authors propose a group-based trust management system called GTMS where the nodes of a
sensor network falls into trusted, untrusted or uncertain nodes group depending on the value assigned
by the base station. Certainty is considered in [6]
in order to derive ﬁrst, a reputation space and after this a trust space. The watch dog mechanism is
used to obtain the reputation values from observations or ﬁrst-hand information. This works uses of a
watchdog mechanism, like many other works such as
[10]. The reputation management system developed
by Ganeriwal et al is based on bayesian formulation.
The idea of organizing the nodes of a sensor network into clusters is also used in order to develop a
reputation or trust management systems. Zhang et.
al [33] use this method for the aggregation problem.
In this case they consider the problem of nodes acting

Trust and Sensor Networks

Trust is a very important factor in the decisionmaking processes of any network. Also, one of the
main reasons for the existence of trust management
systems is uncertainty, that is, when the outcome of
a certain situation cannot be clearly established or
assured. Uncertainty originates basically from two
sources [24]: information asymmetry (a partner does
not have all the information it needs about others),
3

4.1

as ’aggregators’ responsible for aggregating data and
reporting information to the cluster head. This information is gathered in the form of reputation values.
Setting a threshold for the reputation values the aggregator is able to determine whether the other nodes
are compromised. The problem of selecting a malicious or compromised node is addressed in [8]. This
work introduces a mechanism for electing the cluster
head in a wireless sensor networks. A speciﬁc application of trust a management framework for sensor networks can be found in [19] where the system detects
fault or malicious sensors in industrial facilities. Also
in order to locate malicious or misbehaving nodes
Tanachaiwiwat et al [26] propose a location-centric
architecture for isolating misbehaviour and establishing trust routing in sensor networks. Trust values are
calculated as a function of cryptography, availability
and packet forwarding. If a value is below a speciﬁc
threshold the node is considered insecure and it is isolated. In this work the traﬃc ﬂow is from/to the base
station. One of the latest approaches of trust management for wireless sensor networks is introduced in
[34]. They propose a framework similar to existing
approaches for Ad-hoc networks where trust values
are assigned to each node.

4

Architecture and Components

The overall architecture of a trust management system that infers reputation and trust through observation is shown on Figure 1. In this architecture, the
trust entity is the component that is in charge of managing the reputation and trust. The ﬁrst task of any
trust entity is to obtain information about the behaviour of the members of its neighbourhood, either
through observation and experience (i.e. “ﬁrst-hand
information”) or by sharing the observed events with
other entities (i.e. “second-hand information”). After this process, the “reputation manager” can use
this list of events to infer and store the reputation of
the members of its neighbourhood. Such reputation
will be later used by the “trust manager” to obtain
the trust values. They can be used to decide which is
the best partner for a certain operation, or discover if
one entity is behaving maliciously. Both, reputation
and trust, need to be maintained and updated during
the lifetime of the network.
This architecture is clearly applicable to wireless
sensor networks, because a sensor node can obtain
information about its surroundings either directly
or indirectly. In addition, the sensors have limited
computational capabilities. Consequently, by using
lightweight algorithms, they can be able to infer the
reputation of its neighbours and decide if they trust
them for certain operations. In fact, the architecture
had been applied by most of the existing research
on trust management system, although only a few of
those works take reputation explicitly into account
[6, 10, 33]. Still, having both reputation and trust in
the same system is important. By not calculating the
trust directly from the behaviour of a node, it is possible to better handle aspects such as the evolution
of the node, aging, etc.
Once the architecture has been introduced, it is
time to deﬁne where the trust entities should be located. That is: Which nodes need the trust values?
In a wireless sensor network, all the sensor nodes
do. All sensor nodes participate on the protocols
that support the network, such as routing. The decisions regarding the execution of the protocols (e.g.
who could be the next node in the routing path when
transporting an “Out-of-Band” message) are usually

Features of Trust Management Systems for WSN

As explained in the previous section, there have been
many solutions that try to solve the problem of applying trust values to decision-making processes in
wireless sensor networks. Although their underlying
architecture is similar, there are some important features and problems that are taken into account in
some solutions, but partially or completely ignored in
others. Even more, some speciﬁc issues like the initialization of reputation and trust are, in most cases,
neglected. For the development of a specialized trust
management system, adequate for sensor network environments, it is necessary to review and point out
the features such system should have, alongside with
the open problems that need further research. This
is the task of this section.
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4.2

made by the nodes on their own, and in exceptional
situations with the help of its direct neighbourhood
(e.g. when clustering a ﬂat network, or when aggregating some data). Finally, faulty and/or malicious nodes may appear on any part of the network. Therefore, nodes need to know whether they
can trust their neighbourhood in order to deal with
uncertainty. Note that even in the case of a clustered network, the nodes need also to ensure that
their cluster head can be trusted.

Initialization
Gathering

and

Information

Before the entities in the nodes and the base station
can start measuring the trust of their neighbourhood,
it is necessary to initialize adequately the trust and
reputation values. This, which could be seen as a
problem, is not that important. Before deployment,
sensor nodes are programmed in a controlled environment by the network manager, with similar tasks
and services. Thus, at the beginning or their life
they can be completely trusted: Their hardware is
supposed to be tested for failures before deployment,
and also at this stage any malicious adversary had
neither the time nor the chance to inﬂuence or subvert a node. Reputation is built over time, using the
behaviour of the nodes as a feedback. Initial reputation should not aﬀect negatively both trust and the
decisions taken by the nodes. Note that other systems tend to link initial reputation and trust values
with authenticating the nodes. However, in a realistic sensor network setting, any node with no credentials should be expelled from the network, since the
communication channel needs to be protected with
cryptographic primitives due to its public nature.

Sensor nodes are not the only members of the network that can take advantage of trust, as pointed
out by Tanachaiwiwat [26]. Due to its role as a network manager and data repository, the base station
receives information from all the nodes in the network. As a result, its information asymmetry is reduced: it has a global point of view of the state of the
network, whereas sensor nodes can only manage to
observe their immediate surroundings. The base station can take advantage of this wealth of information
to observe and analyze the behaviour of its nodes,
storing their reputation and making global trust decisions. Although it cannot directly inﬂuence over
After the network starts functioning, the nodes will
the behaviour of the nodes, it can issue orders that
provide its services, and the trust management systhose nodes must fulﬁll.
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tem will be able to start gathering “ﬁrst-hand” and
“second-hand” information from its direct neighbourhood. The monitoring process that gathers “ﬁrsthand information” must obtain general information
from the behaviour of the nodes, but also speciﬁc
information related to the particular instances of the
protocols used in the network. The sources of general
information have been discussed in previous research
[9], and some studies specify how to handle particular protocol information (cf. aggregation by Zhang
et.al. [33]). Still, there is the need for more research
on this matter.
Regarding “second-hand information”, distributing the reputation information about other nodes is a
extremely important property of trust management
systems [18]. However, mainly due to the possible
existence of subverted nodes, a trust entity for sensor
networks also faces the problem of integrating honest reports. The inherent redundancy of sensor networks can help to develop a robust sharing algorithm,
since the existence of a malicious report (e.g. a badmouthing attack) that is not coherent with the state
of the neighbourhood is a clear indicative of a malicious presence.
On this information gathering process, it is important to note that a source of second-hand information
can be a sensor node accusing itself of being malicious. Following the simile of the “living being”, this
entire process is similar to the concept of apoptosis,
when a cell suicides due to malfunctioning, virus infection, or other reasons [13]. Due to the embedded
intelligence of a sensor node, it can detect whether its
batteries are low, its readings are inconsistent with
its neighbourhood, or its transceiver seems to not
work. On discovering these issues, the sensor node
can try to alert its neighbourhood about its state.
This situation can also be reported to the base station: A malfunctioning sensor node can be recovered
and subsequently repaired by a human operator.
As with all second-hand information, it is possible
for a malicious adversary to try to take advantage of
this apoptosis process. It can fake the message with
the purpose of alerting that a healthy, trusted node,
has an internal problem. However, if all these messages are sent using an authenticated channel (e.g.
using techniques such as µTESLA [16] or public key

cryptography [15]), the only option left to the adversary is to use its subverted nodes to accuse themselves
of being malicious. Even if such case occurs, this is
counterproductive for the adversary: it will alert the
network and the base station about its existence.

4.3

Information Modeling

Once the information, either “ﬁrst-hand” or “secondhand”, has been gathered, the trust entity can calculate and update the existing reputation values. Due
to its memory constraints, a sensor node cannot store
all the events that its neighbours produce during
its lifetime. Therefore, it is necessary to create a
lightweight reputation manager that could capture
and eﬃciently store the behaviour of other entities in
the previous interactions, while being able to update
it with new information if possible. Moreover, such
policy has to take into account that some events can
have more inﬂuence on the reputation of a node. For
example, selective forwarding is a clear indicative of
malicious activity.
The dimension of a sensor network as a balanced
“living being”, that should have none or little deviation from its behavioral patterns, must be taken
into account while updating the reputation values.
This dimension also aﬀects the aging of reputation.
A node that acts maliciously in the context of a sensor network will most surely keep such evil behaviour
in further interactions. Therefore, “bad” reputation
should not be forgotten easily. The evolution of the
reputation is also an important factor that a node
cannot ignore, and a trust entity should remember if
a node achieved high “bad” reputation ratings on the
past.
An issue that surfaces at this point, and that has
been usually neglected by other existing works, is
the granularity of the trust management system. As
aforementioned, the reputation of a certain node is
built according to its behaviour and the events it triggers. Most systems simplify the reputation into one
single set of values. However, the actions of the nodes
are not reduced to the execution of one task. For example, a node can read the physical measurements
of its environment using the sensors, and route information to the base station, amongst others. A node
6

needs to maintain separate opinions about the existing actions of their peers, thus it needs a diﬀerent set
of reputation values. A consequence of this fact is the
need of linking the existing events with the diﬀerent
reputation values they inﬂuence.
The existence of diﬀerent reputation values also implies the existence of diﬀerent trust values. A speciﬁc
trust value (e.g. sensing) will help the node to decide
about the possible outcome of a speciﬁc interaction
with another peer. On the other hand, that value
cannot be used in most cases to deduce what the
peer could do in a diﬀerent task (e.g. routing). For
example, a node that reports inconsistent values or
has ﬂagged itself using apoptosis with “broken sensors” cannot be trusted as a source of data, but it can
be trusted as a message forwarder during the routing
process.
The last part of the trust entity that needs to
be covered is the trust manager. This module is in
charge of calculating a certain trust measurement of
a node using as an input its existing reputation, and
providing the trustor with a measurement that can
help it to take a decision over a certain trustee. For a
single node, the diﬀerent reputation values should be
weighted and combined according to the risk of the
interaction between the trustor and the trustee, and
according to the importance of the reputation value
and that speciﬁc interaction. Risk and importance
inﬂuence when calculating the trust, but they also inﬂuence when selecting the threshold. That is, when
a certain trust value labels a trustee as “trusted” or
“untrusted” for a certain operation. There are other,
non-exclusive ways to use the trust values, such as
when one trustor have to choose over a group of
trustees.

5

opportunism and information asymmetry. As opportunism is not a problem on WSN, we believe that the
information gathered, ﬁrst or second-hand information is crucial as the assigning or calculating of reputation or trust values depend on them. On this information gathering process we have highlighted how
these should be carried out in order to provide meaningful outputs of reputation and trust. We have also
point out the importance of how this information is
updated as well as the granularity of the information
gathered.
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