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Abstract
Wireless Sensor Networks (WSN) have been proven a useful technology for
perceiving information about the physical world and as a consequence has
been used in many applications such as measurement of temperature, radiation, flow of liquids, etc. The nature of this kind of technology, and also
their vulnerabilities to attacks make the security tools required for them to
be considered in a special way. The decision making in a WSN is essential
for carrying out certain tasks as it aids sensors establish collaborations. In
order to assist this process, trust management systems could play a relevant
role. In this paper we list the best practices that we consider are essential for
developing a good trust management system for WSN and make an analysis
of the state of the art related to these practices.
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1. Introduction
Computer systems are not able to perceive the physical information of
the real world by themselves. It is possible to use sensor hardware to convert
a physical property (e.g. temperature, radiation) into a digital signal. However, it would be interesting to have a component, either application-specific
or off-the-shelf, which provides the functionality of a sensory system to any
kind of computer system. That is the task of Wireless Sensor Networks
(WSN). The primary elements of a WSN, the sensor nodes, are constrained
Email address: {jlm,roman,isaac,mcgago}@lcc.uma.es (Javier Lopez, Rodrigo
Roman, Isaac Agudo, Carmen Fernandez-Gago)

devices capable of sensing and processing the information of the environment.
Besides, they can use a wireless channel to collaborate among themselves. Finally, they are able to send the information to powerful devices known as base
stations, which act as front-ends of the WSN, providing data to any human
or non-human user (e.g. a RTU in a SCADA system [1]). The benefits of
using WSN technology are numerous: it is easy to deploy and not expensive
mainly due to the use of a wireless interface (cf. [16] for an industrial example), and it is able to run unattended and survive in its deployment area for
long periods of time (e.g. a year or more [12]).
While self-sufficiency is considered to be one of the major features of
WSN, this property does not come into existence automatically: it needs to
be enforced. The elements and protocols of a WSN must be prepared to cope
with variable conditions, faulty nodes and malicious entities. One mechanism
that can be used to support the decision making processes of the network is
a Trust Management System. It aids the members of WSN (trustors) to deal
with uncertainty about the future actions of other participants (trustees). By
evaluating and storing the reputation (“What is generally said or believed
about a person or the character or standing of a thing”) of other members,
it is possible to calculate how much those members can be trusted (“the
firm belief in the reliability or truth or strength of an entity”) to perform a
particular task.
The importance of trust management systems in WSN has been acknowledged by the research community, and there exist many approaches that
pursue the creation of a functional and lightweight system. However, many
of these approaches do not take into account some specific features of WSN
that can influence over their construction and functionality.
It is the purpose of this paper to derive certain trust management best
practices from the specific features of WSN, and to analyze the compliance
of the actual state of the art on trust management systems with those best
practices. As an output of this analysis, we can identify those aspects that
need to be further developed in present and future systems.
The structure of this paper is as follows. In section 2 we introduce the
general characteristics of WSN, provide an overview of trust management
systems, and show the importance of trust management systems for WSN.
Section 3.1 provides an analysis of the actual state of the art and Section 4
discusses how the systems studied in the previous section fulfill certain best
practices, which should be taken into account on the development of any
trust system. Finally, we present our conclusions on Section 5.
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Figure 1: An Overview of the Architecture of WSN

2. Sensor Networks and the Importance of Trust
2.1. Elements and Features of Sensor Networks
While modern research on sensor networks started on the late seventies [6], this paradigm acquired an identity of its own at the beginning of the
twenty-first century [21]. Present-day sensor networks can be considered as
living beings, usually born (configured) in a controlled environment, where all
its nodes are cells that work selflessly towards a common goal. Such nodes
can work autonomously and are able to perform various tasks. The overall architecture of a WSN is highly dependent on its intended functionality.
Another relevant feature of these networks is that no human user directly
controls the nodes: they are usually accessed through the base station. Finally, WSN are usually long-lived, and the sensor nodes may have limited
mobility [32].
From a technological perspective, as shown in Figure 1, a WSN is mainly
composed of two types of devices: sensor nodes and base stations. The sensor nodes, also known as motes or simply nodes, are small and constrained
devices equipped with hardware sensors, microcontrollers, transceivers and
batteries. Hardware sensors are used to sense the physical features of the
environment (e.g. temperature, humidity, radiation, vibration). Microcontrollers are highly constrained in both computational power and memory, but
thanks to them nodes are capable of processing information on their own.
Wireless transceivers enable nodes to collaborate towards a common goal,
such as routing the information to a base station. Finally, most nodes are
battery-powered thus, they can survive in their deployment field for more
than a year if their internal operations are optimized [12].
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The base station is a more powerful device that behaves as a front-end
between the services provided by the sensor nodes and the users of the network. While it would seem that WSN are highly dependent on the existence
of this base station, the architecture of the network is not centralized. The
nodes operate in a decentralized fashion, managing themselves without accessing the base station. In fact, there are some specific networks, known
as unattended sensor networks, where the base station is only available at
certain moments in time. Still, the base station usually plays an important
role on the overall behaviour of WSN. Normally, a base station collects all
the information coming from the sensor nodes and stores it for later use.
Also, it may issue control orders to the sensor nodes in order to change their
behaviour.
The network architecture of a WSN can be organized in a completely distributed way (flat configuration), but it can also implement levels of hierarchy
(hierarchical configurations). In flat configurations all the nodes contribute
in the decision-making process and participate in internal protocols such as
routing. Conversely, in hierarchical configurations the network is divided into
clusters or group of nodes. Inside a cluster all organizational decisions, like
data aggregation, are made by a single entity called cluster head. It should
be noticed that it is also possible to have a combination of the two previous
configurations into the same network; for instance, to avoid situations where
the spinal cord of the network - the cluster heads - fails and the information
must be routed to the base station.
Regarding the services offered by wireless sensor networks they can be
classified into four major categories: monitoring, alerting, provisioning of
information on-demand and actuating. Due to the computational capabilities
of the sensor nodes, it is also possible to re-program the network during its
lifetime, or even use it as a distributed computing platform under specific
circumstances.
• Monitoring. Sensor nodes can continuously monitor certain features
of their surroundings (e.g. measuring the ambient noise level) and
timely send such information to the base station.
• Alerting. Sensor nodes can check whether certain physical circumstances (e.g. a fire) are occurring, alerting the users of the system
when an alarm is triggered.
• Information on-demand. The network can be queried about the
4

actual levels of a certain feature, providing information whenever the
user needs it.
• Actuating. Sensor nodes can be able to change the behaviour of an
external system (e.g. an irrigation system) according to the actual state
of the context (e.g. humidity of the soil).
There have been many experimental applications (from environmental
monitoring to smart environments) created by the research community that
take advantage of the previously shown WSN services [9]. For example, sensor nodes are very useful in precision agriculture [35], where they can improve
the quality of the crops through actively managed irrigation. Moreover, a
specific application that has attracted the attention of the industrial community is nuclear power plant monitoring [4], where sensor nodes can provide
real-time information of the radiation levels of both workers and physical
structures of a nuclear power plant. We believe that potential markets for
WSN are likely to be increased drastically in the next coming years mainly
due to recent developments in the field. This prediction is based on the rapid
adoption of WSN in the areas mentioned above during the last few years.
2.2. Security and Trust
The emerging importance of sensor networks could be hindered by their
inherent security problems. This technology is tightly associated to the physical world. Thus, the nodes are as accessible as the event they monitor. The
wireless channel used in the communications can also be accessed by anyone. Also, the nodes are highly constrained in terms of computational power,
memory, communication bandwidth and battery power. Consequently, any
malicious adversary could launch a certain set of attacks that could render
the network partially or totally useless.
In order to solve the security problems present in WSN, a set of security
primitives that could improve the robustness and the reliability of the network should be included. For example, cryptographic primitives are needed
in order to create secure communication channels; and the security credentials used by those primitives must be distributed using key management
systems. Besides, additional services, such as self-healing and trust management services, should exist. They can help to protect the core protocols of
the network: aggregation, time synchronization and routing. Finally, other
aspects such as distributed computing, secure location, secure mobile base
station location need to be protected, if included inside a sensor network.
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Trust management can help improving the security of WSN. For example,
for the routing process, sensor nodes might need to know which other nodes
to trust for forwarding a packet. For sensing purposes a node might need
to trust other neighbouring nodes for checking anomalous measurements.
Other examples of trust in sensor networks include data disclosure decisions
and key exchange. However, as sensor nodes are usually constrained devices,
the trust management systems must be lightweight enough to provide a good
performance without hindering the functionality of the system. Moreover,
due to the distributed nature of those networks, trust management systems
for them are susceptible to attacks. According to [34] some of the most
common attacks to a trust management system for WSN are:
• Bad mouthing attack. When taking recommendations into account
in a trust management system we take the risk of receiving dishonest
recommendations. Some nodes may also try to bad mouth an honest
node that has reported them as dishonest previously. This causes a
fear for retaliation which might result in a recommendation that does
not reflect the real opinion of the recommender. See Figure 2.A. Note
that arrows represent recommendations and black nodes represent the
dishonest nodes.
• On-Off attack. If bad behaviour can be compensated with good behaviour, dishonest nodes can take advantage of it and behave well and
badly alternatively. Thus, they can remain trusted while behaving
badly. See Figure 2.B.
• Selective behaviour attack. The trust system may accept recommendations only from certain relevant nodes or from all the neighbouring nodes. If a node behaves well from the point of view of most of
their neighbours, it can still behave badly with respect to the rest of
the nodes. This way, the average recommendation will remain positive,
while it can cause damage to certain nodes. See Figure 2.C.
• Sybil attack and newcomer attack. If a node can create, emulate
or impersonate different nodes in the network it can manipulate the
recommendations and promote itself as a respected node. These attacks
are also related to the white-washer attack, where a node can throw
away its bad reputation by creating a new identity. See Figure 2.D.
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Figure 2: Representation of Different Attacks in WSN Trust Systems

2.3. Suitability of Trust
Given the previously mentioned attacks that can affect the functionality
of a WSN, it may be argued that adopting a trust management system for
WSN does not bring enough advantages. Nevertheless, as we will see in this
section, trust is an important tool that can solve one of the intrinsic problems
of WSN: the problem of uncertainty in collaboration. Besides, trust established between nodes can be used for other purposes beyond collaboration.
Moreover, once the possible attacks against a trust management system are
known, it should be possible to create more robust systems.
Regardless of these benefits, it is also necessary to point out that trust
management is not one of the foundational elements that enables the creation
of a fully functional wireless sensor network. For example, existing standards
and specifications for industrial sensor networks, such as WirelessHART [15],
do not define trust (on the behaviour of other nodes) as one of their building
blocks. Nevertheless, as discussed in this section, trust management is a
suitable component for the security architecture of a sensor network, as it
can solve some problems and provide many interesting advantages if applied
correctly.
In order to explain the suitability of trust for sensor networks, we will
start with the concept of collaboration. All the members of a WSN (sensor
7

nodes and base stations) need to collaborate in order to provide the services
of the network. Examples of these collaboration processes are sensing and
routing. All sensor nodes use their sensing hardware in order to obtain
physical information from the environment. As many sensors can be deployed
within a small area, it is possible to aggregate the information provided by
those sensors if the user of the network is only interested in a general overview
of the environment. Besides, every node behaves as a router, forwarding the
physical information to the base station through other nodes. Nodes can
choose whether to prioritize speed over energy by sending the information
either through the fastest link or through the nodes that have spent less
energy.
For assuring a successful collaboration, a node should be able to discover
which nodes are more likely of accomplishing a certain task. If a node knows
in advance how the different elements of the network will react in any situation, then it will be able to make a flawless decision. However, in a WSN
the outcome of a certain situation cannot be clearly established or assured.
That is, we need to take uncertainty into account.
Uncertainty is originated basically from two sources: information asymmetry (a partner does not have all the information it needs about others)
and opportunism (transacting partners have different goals). For sensor networks where no node behaves maliciously opportunism is not a problem: all
the elements of the network work towards a common goal and have neither
reason nor the will to behave egoistically. However, information asymmetry
might be a problem, as a sensor node can malfunction or the state of the
environment (e.g. the wireless channel) can change. Besides, if there are
subverted nodes acting maliciously inside a WSN, both information asymmetry and opportunism have to be considered. Therefore, a node cannot
know in advance how a transacting partner is going to behave.
Trust management systems provide a satisfactory solution to the problem
of uncertainty. While it is not possible to know the future in an accurate
way, the past actions of the nodes are reflected in the reputation and trust
values. If a node behaved satisfactorily in the past for performing a certain
task, it is assumed that it will be reliable in the future for performing the
same task. As a result, a node could start a cooperation process with the
most reliable nodes. The underlying Trust Management System of WSNs
will help on detecting faulty and malicious nodes
The primary purpose of using trust in WSN is closely linked to selfsufficiency: a Wireless Sensor Network must be able to configure itself not
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only during the normal operation of the network, but also in under extraordinary events. By knowing the reputation of nodes in their neighbourhood
and their actual behaviour, it is possible for the nodes to choose a suitable course of action when making operational decisions (knowing which is
the best partner for starting a collaboration) or in extreme situations (e.g.
nodes malfunctioning).
Self-configuration is not the only benefit of trust: a trust management
system can also assist and/or take advantage of other security protocols and
mechanisms (e.g. hardware protection, IDS, key management, privacy). Regarding hardware protection, existing code obfuscation and code attestation
schemes can be easily integrated into a trust management system as tools
for testing the integrity of an untrusted node. Besides, complex services such
as secure location and intrusion detection systems can benefit from the existence of a trust management system, either by using the output of the system
as an assistant in their decision-making process, or by providing useful trust
inputs that could be useful for any other service.
The existence of a trust management system can also assist the activities of Key Management Systems (KMS) and privacy-related mechanisms.
A node can use the trust measurements to revoke the keys of an untrusted
entity. Nodes can also use trust to select which neighbour is going to collaborate in the distribution of a pair-wise key [28]. Finally, sensor networks can
use trust as a tool to control the disclosure of information: the trust assigned
to each data requestor can be used in order to determine if the data or only
a sample of it will be disclosed, or if the request will be rejected [13].
3. Extracting Trust Best Practices from the State of the Art
3.1. Overview on Existing Trust Management Systems
The field of trust management systems for WSN is becoming of interest
within the research community in the recent years although it is still in an
early state. A lot of effort has been done in the area of trust management
systems for P2P or Ad Hoc networks (see [31, 26] for a survey on these systems). However, these systems do not fit all the requirements and features
required by WSN. As mentioned, this research area is becoming very active
and several surveys have been produced [31, 3, 14]. Still, many of the solutions are designed with the purpose of solving very specific problems and
most of them do not deal with all the features that a trust management sys-
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tem for WSN should provide. In the following, we will provide an overview
of the state of the art in Trust Management for WSN.
Due to the distributed nature of WSN, most of the existing trust management systems (such as [38]) propose a distributed trust model which enables
a subset of the nodes to evaluate the behaviour of neighbouring nodes and
make decisions about them. The trust values are usually obtained taking into
consideration different parameters such as personal reference (values obtained
by first-hand interaction with the nodes, also known as direct trust) and reference (information obtained from non-personal interaction, also known as
indirect trust). Newer trust management systems consider the existence of
additional parameters, such as dispositional trust (the amount of risk the
node is ready to take) [24]. As one of the main tasks of these systems is to
model the behaviour of a node, the existence of more parameters should be
considered as a benefit.
The way of modelling and computing trust and reputation is also very
important. The models can be very simple, where one can use discrete values
such as 0 for untrusted or 1 for trusted, for example, or even include intermediate states such as medium trusted by using a value in between 0 and 1.
Simple approaches such as using a linear function are also widely spread in
the area of trust for WSN. This is the case of [24], where the trust value is
represented as a continuous variable over a specific range, (-1, +1). Using
these linear functions, it is possible to specify a threshold according to the
risk of the operation. Consequently, a certain trust value can be labelled as
untrusted or trusted in a dynamic way.
Regarding the computation of trust, some trust management systems do
not take reputation into account, and directly obtain the trust values as a
weighted combination of direct trust and indirect trust. For example, in [30]
the nodes collect information about other nodes by taking into account the
context and their experience records. This information is then computed
by using the mean and the variance in order to create a confidence interval.
As the significance of an event may be different between observing nodes
the confidence interval is created around a weighted mean. The authors
consider a formula for creating the confidence interval based on the variance
and the calculation of different weights. Other trust management systems
[20] also consider other external factors that may affect trust such as how
trust gradually weakens between devices that no longer collaborate.
As reputation provides some interesting benefits to trust management
systems (e.g. better management of aspects such as aging), some of them
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propose reputation-based frameworks where nodes maintain reputation for
other nodes and use it in order to evaluate their trustworthiness. For example, in [18] reputation is represented by a Bayesian formulation, more
specifically, a beta reputation system. Another probabilistic function is used
in [2] where the monitor nodes acquire information about other nodes by direct observation and store it as a beta distribution parameters tuple. Other
systems use the Bayes theorem for combining different sources of information. For instance, [27] introduces a Gaussian reputation system for mixing
second-hand information from neighbouring nodes with directly observed information.
Another factor that must be taken into account in any trust management
system is the location of the trust entities, that is, the nodes that can check
whether a certain trustee can be trusted or not. In most cases, any node in the
network will be able to act as a trust entity since all of them have to cooperate
towards a common goal. The Base Station (BS) can also take the role of a
trust entity, as it has a global view of the state of the network. Nevertheless,
few trust management systems consider the BS as a trust entity. One example
is RDAT [29], which proposes a model that evaluates trustworthiness of nodes
based on characteristics such as sensing, routing and aggregation. It makes
use of a Beta reputation system, and all the calculations and routing are
done through the BS.
Other approach that can be used in order to distribute the trust entities is
to use clusters. In fact, some sensor networks group their nodes into clusters
for various reasons (e.g. better energy management or use of more powerful
nodes to execute complex tasks). The manager of the cluster is known as
cluster head, and it can be in charge of analysing the trust index and making
event decisions. This is the case of TIBFIT [23], a protocol that aims to
detect and mask arbitrary node failures in an event-driven WSN where the
nodes are organized into clusters. Still, not all cluster-based systems place
the trust entity only in the cluster head. An example is [33], where the
authors consider a lightweight group-based trust management scheme that
combines centralized and distributed schemes. Also, in [37] the cluster head
is not in charge of disseminating information about other nodes but the nodes
themselves are in charge of gathering information and disseminating it among
their neighbour clusters using a simple trust model based on the reputation
of the nodes.
Another way of distributing trust entities is by considering agent-based
systems. ATRM [5] is an agent-based trust and reputation management
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scheme where the nodes are not able to manage and compute their own trust
and reputation method. Thus, the ATRM model requires that every node
locally holds a mobile node in charge of managing trust and reputation on its
hosting-node. The system is based on a clustered WSN with backbone where
its core is a mobile agent system. In [19] only a few nodes (or agent nodes) are
in charge of performing operations such as storing and calculating reputation
values of their neighbours. Then, the resulting values are distributed to other
nodes using a broadcast method.
As previously mentioned, some trust management systems are designed
for solving very specific problems. This is the case of [36], where the problem
of aggregation has been tackled by using clusters whose cluster heads acts
as a gateway between the cluster and the base station (BS). Moreover, some
efforts have been don in order to solve the problem of selecting the most
trusted cluster head [8, 7] using the underlying trust management system of
the WSN.
Finally, some other trust management systems are worth to be mentioned
as they introduce new approaches for managing trust and reputation. For
example, a very unusual way to measure trust is adopted in [11] where Entropy (i.e. measure of the uncertainty associated with a random variable) is
used in order to determine the relative trustworthiness between two nodes.
This relative trustworthiness can be compared to the overall trustworthiness
of the network in order to detect attacks. Trust is simply a numerical summary of the recommendations, which are based on the reported experiences
of earlier interactions.
3.2. Introducing Trust Best Practices
The typical features of WSN (cf. Section 2.1) influence on how a trust
management system should be designed in order to work in a WSN setting.
This influence can be explicitly stated by defining a set of best practices that
any trust management system for WSN should take into account. As a consequence of our analysis of various literature reviews [22, 10] and surveys [31]
we have identified a set of these best practices which are enumerated below.
I. Considering Trust and Reputation. A trust management system
for WSN should calculate trust and reputation separately. Reputation
values are referred to the behaviour of the different entities in the network. These values could be used as inputs in order to determine trust
values. By not calculating the trust directly from the behaviour of a
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node, it is possible to better handle aspects such as the evolution of
the node, aging, etc. For example, a malicious and untrusted node that
suddenly becomes good should not be immediately trusted.
II. Trust and the Base Station. The base station should be able to
participate in the trust management process. A base station can use
the information produced by the sensor network in order to observe
and analyze the behaviour of its nodes, storing their reputation values
and making global trust decisions. In fact, the information asymmetry
of the base station is smaller than that of the sensor nodes. The base
station has a global point of view of the state of the network, whereas
sensor nodes can only manage to observe their immediate surroundings.
Besides, even if a base station makes no decision about the trust level of
its nodes, it should receive trust information from the nodes for logging,
monitoring and maintenance purposes. Note that a base station can also
issue orders and send queries to the nodes of the network (e.g. do not
trust node X or provide information about node Y) by using secure
mechanisms such as public key cryptography.
III. First-Hand Information Gathering. The events that occur during
the lifetime of a WSN can be used as inputs for a trust management
system, as they model the behaviour of a certain sensor node. Some
events are related to the specific protocols that implement the particular
application provided by the network. Others are more generic and exist
regardless of the underlying protocols and services: hardware-related
errors, deviations from the sensor readings, issues in the communication layer, remaining energy, etc. All this wide range of first-hand information should be taken into consideration when developing a trust
management system: different sources of trust information will produce
a more robust trust system.
IV. Second-Hand Information Gathering. Reputation information about
other nodes should be distributed, as this is an extremely important
property of trust management systems. Neglecting the use of such
second-hand information may result in decisions that are not fully consistent with the actual state of the network. Besides, since a sensor
node is an entity with limited intelligence, it can detect a deviation
from its own behaviour and warn other nodes about this particular situation (similar to the apoptosis process of living cells). Nevertheless,
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due to the possible existence of subverted nodes trying to launch a bad
mouthing attack, a trust entity for sensor networks must be able to integrate honest reports in spite of the existence of false and contradictory
reports.
V. Initial Values. Any trust management system must initialize their
trust and reputation values before the deployment of the network. In
fact, at the beginning of the lifetime of the WSN all its nodes must
have a good reputation and be equally trusted. The reason is simple:
before deployment, sensor nodes are programmed with similar tasks
and services in a controlled environment by the network manager and
their hardware is supposed to be tested for failures. Besides, at the
very beginning of the deployment state, any malicious adversary had
neither the time nor the chance to influence or subvert a node. It should
be noted, however, that new nodes that appear during the lifetime of
the network should not be completely trusted, as they might be nodes
subverted by an adversary (e.g. launching a white-washer attack).
VI. Granularity. While calculating the reputation of a node and its trust
measurements, it is essential to take into account the granularity of the
trust management system. The reputation of a certain node is built
according to its behaviour and the events it triggers. However, the
actions of the nodes are not reduced to the execution of one task. For
example, a node can route information to the base station and read the
physical measurements of its environment using the sensors, amongst
others. A node needs to maintain separate opinions about the existing
actions of other nodes. Thus, it needs a different set of reputation
values. Besides, different trust values should also exist: a specific trust
value (e.g. routing) cannot be used in most cases to deduce what the
peer could do in a different task (e.g. sensing).
VII. Updating and Aging. The internal state of the trust management
system must be updated with information received during the lifetime of
the network. In addition, new information must not overwrite existing
information, as trust is built over time and the node must remember the
previous state of the network. Regarding aging, during the updating
process trust entities should use aging mechanisms as a way to incorporate new information in a smooth way. Nevertheless, different events
should not have the same impact on the reputation of a node, since
14

some events are a clear indication of malicious or erroneous activities.
In addition, the evolution of the reputation and trust values is also an
important factor that cannot be ignored. A trust entity must remember
if a node achieved high bad ratings in the past. These countermeasures
could prevent certain on-off attacks.
VIII. Risk and Importance. Two factors that should influence on the calculation of the trust values for a node are the risk of the interaction
between the trustor and the trustee and the importance of the reputation value in that specific interaction. Risk and importance also should
influence when selecting a threshold. That is, when a certain trust value
labels a trustee as trusted or untrusted for a certain operation.
4. Analyzing Trust Management Systems through the Best Practices
4.1. Best Practices and the State of the Art
In this section we will discuss whether each of the principles introduced
in section 3.2 are met by each of the proposals presented in Section 3.1. The
approaches that do not fulfil any of the aforementioned practices are not
cited.
Table 1 summarizes the analysis where the level of fulfilment is expressed
by ×(for not achieved), - (for neutral) and (for achieved).
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Trust and Reputation (I). As it was stated in Section 3.2, it is preferable
to have different algorithms to compute trust and reputation. Trust is a
richer concept that may take into account more information than the mere
behaviour of the nodes.
Even though trust and reputation are different concepts they are used
indistinctly sometimes. There are even some cases where reputation is completely ignored [37, 24, 20, 11, 30]. Some other approaches consider trust
and reputation as different concepts and reputation is used as an input for
computing trust values [7, 2, 19, 29, 27, 5].
In [19] the uncertainty of the monitoring process (i.e. the ignorance about
the outcome of previous operations) is considered as an input for trust. In
fact, the output of the Trust Module consists of three different values <
pt, nt, ut >, where pt is the positive trust, nt is the negative trust and ut is
the uncertainty in the decision of the Trust Module.
Base Station and Sensor Nodes (II). In order to broadcast control
information and retrieve the readings from the sensors, the base station must
be able to authenticate itself. Moreover, in most applications the base station
acts as a permanent interface between the network and the users. Therefore,
it can be inherently trusted. Still, none of the reviewed approaches use the
base station as a trusted agent or as a helping entity for computing trust
and/or reputation values. Only a few of them use it for solving conflicts or
for notifying misbehaviours [37, 29]. The majority of the approaches do not
even mentioned the BS [24, 20, 7, 2, 19, 11, 27, 25, 30, 5].
First-Hand Information Gathering (III). First hand information is
considered most of the times but the way it is collected or, in other words,
the sources of this information change from one approach to another. In
general, first hand information encodes the behaviour of the neighbouring
nodes. Most of the approaches deal with this behaviour as an abstract concept [7, 2, 11, 37, 5], however, some of them give an exact definition of it [27]
or even consider different factors influencing the behaviour, such as routing,
sensing or aggregation [24, 20, 19, 29, 30].
Second-Hand Information Gathering (IV). Using second hand information when computing trust is beneficial for several reasons [17]. One of
them is the improvement on the convergence time as it could also help saving
energy.
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Whereas some recent approaches do not yet consider second hand information [7, 19, 5], those are an exception. Those that make use of second
hand information can be separated in two groups depending on whether they
provide some countermeasures to avoid dishonest recommendations or they
do not. The approaches presented in [24, 19, 37, 27, 25, 30] do not provide
or mention any functionality to protect the system from bad recommenders
whereas [20, 2, 11, 29] do. Note that the existence of conflicting reports (as in
the conflicting behaviour attack) is usually a clear indicative of an unknown
problem in the network that should be notified. This particular fact is not
considered in most proposals. Most of them use passive information gathering (i.e. requiring information only when it is needed). However, authors in
[19] also consider a kind of push mechanism called trigger method where an
agent can broadcast at any time any trust value which is below a predefined
threshold.
Initial Values (V). At the beginning of the lifetime of a WSN all its nodes
hold a good reputation and are equally trusted. This is not usually mentioned
in most of the proposals [24, 11, 37, 29, 5] although some of them hold this
property even without noticing it [20, 7, 2, 19]. Only a few proposals describe
properly how and why initial values are considered [27, 25, 30].
Granurality (VI). Trust and reputation need a context to become relevant. Absolute trust is not practical. One node can be trusted for one task
but not for another one. If the node sensing module is malfunctioning it does
not mean that the node cannot be trusted for routing packets.
However, in most of the proposals [24, 7, 2, 19, 11, 37, 27] only one
factor of trust and reputation is observed. Some proposals take into account
the need for distinguishing different factors and nevertheless, when building
trust, an absolute value is computed [30, 5].
In some other proposals multiple trust factors are observed and multiple
trust/reputation values are computed [20, 29, 25]. In particular, [29] considers three independent parameters: routing, sensing and aggregation; with a
different beta reputation distribution for each of them.
Updating and Aging (VII). Most of the solutions provide a smooth
mechanism to update trust values during the life of the nodes, taking into account information about the context of the system [20, 7, 2, 19, 11, 29, 30, 5].
Some others do not address this issue [24, 37, 25, 27].
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The proposal presented in [2] is of special relevance as the system is
capable of managing mobile nodes. Whenever a node moves to a new neighbourhood, a monitor node that was in charge of storing its reputation can
send its reputation to the new monitor node. Another proposal of special
relevance is presented in [7], where a node that is marked as malicious loses
its good reputation without any chance to recover it.
Risk and Importance (VIII). Most of the proposals do not take risk
into account [20, 7, 2, 19, 11, 29, 5, 37, 25, 27]. Only a few of them deal with
it [24, 30]. In particular, [24] introduces the concept of Dispositional Trust
that is related to the amount of risk the node is ready to take in the absence
of recommendations and experience.
4.2. Findings from the Analysis
By analyzing the results obtained in Section 4.1 (summarized in Table 1)
we can observe that three of the best practices are not fulfilled by most of the
proposals: Trust and the Base Station (II), Granularity (VI) and Risk and
Importance (VIII). While it may be usual not to consider the use of a base
station due to the decentralized nature of WSN, it is still a member of the
network that can calculate certain trust values using its global position. Regarding risk and importance, they have not been widely considered in WSN
applications although they may be interesting in the future as factors that
can be used for assuring certain Quality of Service (QoS) in the communications. Moreover, although WSN applications are at present very simple
(e.g. sense data and route information), the roles of the sensor nodes are not
limited only to one task, therefore granularity should be taken into account.
Other best practices are considered by most trust management systems,
although it should still be possible to modify the existing proposals or create
new ones in order to offer a better compliance. For example, there are plenty
of information sources for First-Hand Information Gathering (III) what could
make the computed reputation and trust values be more precise if that wealth
of information were to be fully considered. Besides, other important factors
such as the Initial Values (V), should be fully considered by all the proposals
due to their importance for the correct behaviour of the trust system.
Finally, no single trust management system fulfils all the principles introduced in this paper. This does not mean that they are not useful by
themselves. Some proposals are constructed with a specific application in
mind (e.g. clustering, routing) and can be used to protect that application.
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Other proposals may not consider factors such as the use of the base station and sharing second-hand information, but their trust values can provide
an interesting second opinion for the protocols of the WSN. Nevertheless,
by trying to fulfil all the different best practices, a trust management system
could be general enough to be applied to many different kinds of applications
in different scenarios.
5. Conclusions and Future Work
Wireless Sensor Networks have been proven lately a very useful type
of networks. As the development and research on this type of networks is
still growing the need for including tools, such as trust or reputation is also
growing. WSN will then turn our to be more useful for real worls applications.
Thus, in this paper we have made an analysis of different approaches for
Trust and Reputation management systems for Wireless Sensor Networks
(WSN). Through this analysis we have identified a set of Best Practices
that we consider are important and relevant. We believe these practices
should be included in the design of a trust management system for WSN.
According to the classification based on these best practices we have reviewed
which existing approaches for trust or reputation systems for WSN take these
practices into account. The success of the trust management system might
depend on the adoption of the practices.
By analysing the existing approaches we have come to the conclusions
that some of these practices are mostly overlooked by most of the proposals.
This is the case, for example, of trust and reputation. In most of the cases
they are considered jointly in order to build the trust or reputation systems.
However, there are many other practices, such as Trust and the Base Station,
Risk and Importance and Granularity, that are considered only by a few of
the analyzed cases.
In the future we intend to build lightweight trust management systems
for WSN that include or, at least consider as many of the best practices
mentioned in this paper as possible. Besides, we will also analyze how the
lack of a trust management system can affect the system. This will provide
more accurate and reliable trust management systems for WSN.
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