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Abstract Public-Key Infrastructures (PKIs) are con-
sidered the basis of the protocols and tools needed to
guarantee the security demanded for new Internet ap-
plications like electronic commerce, government-citizen
relationships and digital distribution. This paper intro-
duces a new infrastructure design, Cert’eM, a key man-
agement and certification system that is based on the
structure of the electronic mail service and on the princi-
ple of near-certification. Cert’eM provides secure means
to identify users and distribute their public-key certifi-
cates, enhances the efficiency of revocation procedures,
and avoids scalability and synchronization problems. Be-
cause we have considered the revocation problem as pri-
ority in the design process, and with a big influence in
the rest of the PKI components, we have developed an
alternative solution to the use of Certificate Revocation
Lists (CRLs), which has become one of the strongest
points in this new scheme.

1 Introduction

Internet technology is growing at explosive rates, but it
is still constrained by security issues. Public Adminis-
trations and commercial companies have adopted this
technology in limited aspects; essentially, as an informa-
tional vehicle. Further progress in those important areas
has been limited by the open design of the network itself
[1], among other reasons. At the same time, actual tech-
nology provides means for the interception, monitoring
and forging of messages, and even impersonation. Conse-
quently, users are still quite reluctant to use the network
as the channel to send/receive sensitive information.
The need for user authentication is clearly essential in
many Internet applications. However, although different
solutions have been proposed, the problem still needs
to be solved in an optimal way. Several systems, such
as Kerberos were proposed in the past to protect com-
munications over public networks using symmetric-key

cryptography [2,3]. Those systems have shown scalabil-
ity difficulties for the case of users belonging to a large
number of different organizations. Even later efforts in-
tended to solve that problem have not been successful
[4-6].

Solutions based on public-key cryptography [7] have
been shown to be well suited to satisfy the requirements
of the Internet, becoming the foundation for those ap-
plications that require security and authentication in
open networks. Certainly, the widespread use of a public-
key cryptosystem requires a Public-Key Infrastructure
(PKI), an efficient and trustworthy mean to manage a
large number of users’ public-key values. A PKI is a vi-
tal element because it provides confidentiality, integrity,
authentication and non-repudiation services. Thus, it en-
sures the security of electronic transactions, and the ex-
change of sensitive information between parties that do
not have a face-to-face interaction. The reason is that it
is impractical and unrealistic to expect that each user in
a large-scale network has a previously established rela-
tionship with all other users. Without such a functioning
infrastructure, public-key cryptography would be only
marginally more useful than techniques based on secret
keys.

Certification of public keys is the first basic function
of a PKI. PKI users trust the Certification Authorities
(CAs). These are trusted entities that create and as-
sign public-key certificates, computer-based records that
attest the connection of public keys to identified sub-
scribers. CAs attach their own digital signatures to pro-
vide assurance to the authenticity and integrity of the
certificates.

The second basic PKI function is certificate wvali-
dation. The information signed by the issuer CA can
change over time, but every user needs to be sure that
all data in the certificate are trustworthy and up to date.
A process related to validation is certificate revocation.
Security of private keys is a major problem in public-key
cryptography, but it is expected that users’ keys may be
lost or compromised. Additionally, when a company goes




out of business, or an employee quits, is fired or trans-
ferred to a new position, a key may no longer be needed
or used. Thus, there are many reasons why a key may
need to be revoked before it expires.

Revocation has been a major problem in most of PKI
designs. There is no doubt that when this problem is
not properly addressed the PKI solution becomes very
inefficient. In this paper we present Cert’eM (Certifica-
tion based on e-Mail address structure), a PKI scheme
that has been designed to solve many of the problems
associated with revocation procedures. Also, and as we
will show in this work, the scheme provides other ad-
vantages: it is adapted to real application scenarios, and
because it uses the multi-hierarchical Internet structure,
the operation of the CA architecture satisfies the needs of
nearby-certification and, it avoids scalability problems.

The remainder of the paper has the following struc-
ture. Section 2 presents the main considerations for the
design of our scheme. To be more precise, we have elabo-
rated on the problem of user identification and, as stated,
on the problem of revocation procedures. Section 3 ex-
plains the general goals of Cert’eM, and shows how its
structure and internal operation helps to achieve such
goals. Section 4 describes the algorithm that we have de-
veloped for the determination of the physical location of
KSUs, which are the main elements of the architecture.
Section 5 describes in detail the protocol for accessing
the Certificate Servers, which are the elements included
in KSUs that receive certificate requests and deliver the
certificates to those requests. Finally section 6 ends up
with conclusions.

2 Main Considerations for the Design of the
New Scheme

2.1 Authentication and identity of users

In the real world authentication is achieved in different
ways, and identities are not intrinsically restricted to one
per physical person [8]. The absolute authentication of
the real-world person using a particular computer is not
necessary for many computer systems. Instead, relative
authentication is enough; i.e. the computer does not need
to know the legal name of the person, but simply needs
to verify that, for instance, that person is authorized to
access the system. In this sense, authentication systems
can be classified as follows [9]:

— Password - based systems. In these systems the user
knows some information that no one else knows.
When the user is requested, he/she provides all or
part of the information to the verifier. The classical
username - password schemes are the most widely
used authentication systems because of their sim-
plicity and ease of implementation. Their important
properties are transitivity and not exclusiveness.
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Once a user discloses the secret information to an-
other user, the latter cannot be distinguished from
the first one and acquires the same capabilities; thus,
the system will authenticate both users as the same
one. The main problems associated with this type
of systems are: (a) The password can be intercepted
in the way to the destination computer; the attacker
that learns the password can impersonate the owner;
(b) passwords are frequently forgotten; so it is neces-
sary to have a mechanism to establish a new pass-
word without knowledge of the previous one, and
that introduces a serious security breach; (c) users
normally select passwords easy to guess, and some-
time share them.

— Physical tokens. A token is a physical object the user
has and that, somehow, proves his identity. The most
typical examples are access cards, which grant access
to restricted areas, and smart cards. Physical tokens
are transitive but also exclusive; when a user gives
the token to another user this one gains full capabil-
ities of use, and simultaneous authentication of both
of them is not possible. The problems these systems
present are: (a) The token does not really prove user’s
identity and, thus, anyone who gets possession of the
token is positively identified; (b) if the token is lost or
damaged the system will not be able to identify the
user; (¢) most tokens can be easily copied or forged.

— Biometrics. These systems use data extracted from
some biologic characteristics of the user (iris image,
fingerprints, voice, handwriting, etc.) using a device
that is not likely to produce the same value for dif-
ferent persons. Oppositely to the previous types this
scheme is not transitive and, therefore, exclusive.
Biometrics can be a reliable way to establish user
identity for applications like physical access control,
but are not well suited for Internet user authenti-
cation. Main problems associated with these systems
are: (a) Biometric profile of a user has to be stored in
the computer before the user can be authenticated;
(b) devices used to extract the biometric character-
istics of the user are expensive; (c) devices are also
vulnerable and special protection is required to avoid
sabotage or fraud.

— Location. Several companies commercialise authenti-
cation systems based on the Global Positioning Sys-
tem (GPS). These systems have the same drawbacks
as biometrics; they are expensive and exposed to
threats related to the base equipment. There are de-
vices (designed for military use to defeat missile nav-
igation systems) that can forge satellite GPS signals.

All of the former authentication systems are well
suited for small communities of users and, hence, we
could call them ’private’ authentication systems. How-
ever, the Internet is formed by a very large community of
users. In order to guarantee secure user authentication
for applications in a worldwide environment, and over
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open networks, previous authentication systems are not
applicable.

In the real world we have ways to establish the iden-
tity of a person (passports, national identity cards, driver
licenses, etc). It is clear that digital certificates are the
most similar mechanisms actually available to mimic the
properties of these types of paper-based documents.

Recalling from previous definitions, if we want to se-
curely identify Internet users we must find ”something
that makes users easy to recognize” (or ”something that
makes users different in some way”), and that is usable
in the digital world. Our system, Cert’eM, uses the com-
bination of the e-mail address and the cryptographic key
of the user to make him/her different. This combination
fulfils most of the criteria needed for human authentica-
tion.

During the last few years the research community
has learnt about PKI schemes where issuing of identity
certificates has been based on a contact, through Inter-
net, between the user and the certifier, not conforming
to legal requirements [10]. This is clearly unsatisfactory
because the verifier of a certificate will usually require
some proof of the link between the identity of the user in
the real world and his/her name in the Internet world.
Therefore, for certificates issued in such way, trust is
misled from the start.

The design of Cert’eM guarantees that a CA only cer-
tifies the keys of closely related users. A formal identity
verification procedure is established (in accordance with
the applicable law) in order to give the certification pro-
cess a legal meaning [11]. Therefore, when the CA signs,
say, Alice’s key, it guarantees that Alice’s identity has
been conveniently verified. Consequently, a link is estab-
lished between the identity documents (valid in the real
world), a distinguished name in the Internet world (the
electronic mail address) and a cryptographic key.

There are two common criticisms regarding the use
of e-mail addresses as distinguished names. Firstly, it is
claimed that the relationship between a person in the
real world and an e-mail address is not one-to-one be-
cause a user can own several e-mail accounts and differ-
ent aliases. Besides, there are certain e-mail addresses
that do not represent a single user but a group of them
[12]). Secondly, it is also claimed that, in some cases, the
alias file can be modified without administrator or root
permissions.

Cert’eM is not exposed to any of these disadvantages
because it makes no distinction between an e-mail ac-
count and an alias. Let us review the possible cases in
detail. Regarding the first criticism:

— Single User Alias: Let’s suppose that Alice wants to
create an alias (e.g., al@z.y.z) for her initial e-mail
address, alice@z.y.z. This alias will be linked to her
name in the real world and to a cryptographic key.
The key can be the same one that she is already using
linked to her initial e-mail account or, alternatively,

she can choose a new one. There is no difference to
the system. Therefore, the relation <registered ad-
dress, real world user> is one-to-one.

— Group Alias: If a group of users want to register an
alias for their addresses, they have to follow the reg-
istration procedure and, naturally, the responsibility
of sharing the private key relies on them. Hence, al-
though the relation <registered address, real world
user> is still multiple, there is a finite well-defined
group of users related to that address.

Regarding the second criticism, and although a mali-
cious user could change (under some circumstances), the
address that is represented by an alias, no problem oc-
curs unless the registered user of the alias passes his/her
private key to the malicious one. It is clear that a user
will not be able to certify and insert the new key in the
certificate repository.

2.2 Certificate Revocation

Most of PKI models use a Certificate Revocation List
(CRL) as the mechanism to implement certificate re-
vocation. This method is defined by Recommendation
X.509 [13], which is the recognized standard for public
key certificate formats. In this Recommendation a CRL
is defined as a time-stamped list, identifying revoked cer-
tificates, which is signed by a CA and made freely avail-
able. Each revoked certificate is identified inside a CRL
by the certificate serial number.

The pull method for CRL distribution is the most
common method to check the lists of revoked certificates.
The CRL is not automatically distributed; on the con-
trary, users access the list that is periodically published
by the CA. A major drawback of this method is that
time granularity of revocation is limited to the CRL is-
sue period. As figure 1 shows, significant time intervals
can take place: (i) since a user decides to revoke the cer-
tificate until the CA is informed, (ii) from that moment
until the new CRL is issued and, (iii) from here until
the CRL modification is available to final users. During
those periods, the risk of integrity in the system grows
exponentially, and certainly, it is not clear who holds
responsibility during each of them.

Another important limitation is the size the CRL can
reach. If the repository becomes very large, performance
problems are produced in terms of both communication
and processing overheads. There are two elements where
simultaneous growth produces difficulties in CRL man-
agement. The first one is the revocation rate, clearly de-
pendent on the size of users population, and quite un-
predictable. The second one is the certificates validity
period, because once the CA adds a certificate into the
CRL, it is not removed until the expiration date.

The first element - number of users - cannot be easily
controlled. However, the second one - validity period -
seems so because it depends on the certification policy
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Fig. 1 Timeline of a certificate revocation process

established inside the PKI. Lowering the certificate va-
lidity period in the certificate creation process, the CRL
becomes smaller (very small validity periods could even
eliminate the need to issue CRLs). But, in this case,
what is positive for CRL size is negative for the general
performance of the system. The reason is that the use
of small validity periods implies that certificates must
be renewed more frequently. Therefore, this becomes a
costly and ineffective solution and can be used only in
some specific cases.

As modification of the validity period turns problem-
atic, we need to analyse again the first element. Because
the number of users cannot be decreased, the solution is
to distribute them; that is, to partition the revocation
repository into CRL distribution points, with each point
containing a disjoint group of revoked certificates. In ver-
sion 3 of X.509 [14] the concept of distribution point is
extended from previous versions, allowing those points
to be established depending not only on the subject type
(final user or CA), but also on the reason of revocation.
Furthermore, certification policy allows each list to be
issued at different times. The X.509 v.3 also introduces
the concept of incremental CRL, or Delta-CRL. Accord-
ing to this concept, a CA does not need to issue new
periodic versions of a CRL; it just needs to issue the
modifications (Delta) from the last version.

Our consideration is that all possibilities concerning
the pull method represent a collection of difficult solu-
tions. This method is far from the optimal solution that
most of real PKI applications demand.

There is a less used method for CRL distribution,
the push method. In this method, the CA sends the re-
vocation lists to the users periodically, and does not in-
troduce it into a repository as in the pull method. Such
broadcast is accomplished via protected communication
means, such as secure e-mail or a protected transaction
protocol. The major advantage of this approach is that
important revocations can be distributed very quickly,
considering the time granularity problem inherent to the
periodic revocation list approach. However, there are two
potential problems with the push method. Firstly, the
requirement for a protected distribution method that
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guarantees that CRLs reach the intended destinations.
This represents an overload for the system. Secondly, the
massive amount of traffic generated in order to notify all
revocations.

Therefore, neither pull nor push methods seem to
be optimal choices to solve generation, management and
distribution of CRLs inside a PKI. In fact, if a certificate
is not included in a CRL, then what the user knows is
that the certificate was not revoked when the CRL was
issued, but in most cases this is not enough. The reason is
that CRL-based systems provide negative proofs (proofs
of the negative validity) but they give no evidence of the
positive validity.

We consider that the concept of CRL itself repre-
sents a drawback, and that the best solution is that one
in which the knowledge of a revoked certificate is imme-
diately available to users without a lack of performance
in the system [15]. This idea has been followed in the de-
sign of our system, Cert’eM, where certificate revocation
problem has been faced with special detail.

Usually, a positive proof of the validity of the cer-
tificate or, even better, a proof of the status of the cer-
tificate, is needed. In Cert’eM we use this type of proof,
and call it validity statement (VS). For uses other than
historical (i.e., knowing that the certificate was once is-
sued), the requirement of previous possession of the cer-
tificate does not represent any advantage to obtain con-
fidence in the information it includes. On the contrary,
it introduces serious obstacles to the certificate manage-
ment and use procedures. We believe that an online cer-
tificate server can solve the certificate validity problem
more efficiently than CRL-based systems. After all, the
CRL retrieval requires an online request.

Moreover, distributing the contents of the database
of certificates among a series of servers according to some
established distribution criteria is an even more efficient
approach. In fact, a good distribution scheme should ful-
fil the following properties: (a) An algorithm exists that
applied to the known data (key) of the certificate (not
the complete certificate), unambiguously identifies the
server that contains it; and (b) the scheme distributes
the certificates in a balanced manner (i.e. the number of
certificates stored in each server must be proportional to
the capacity of the server). As we will see in next section,
Cert’eM fulfils these characteristics.

3 Description of the System
3.1 Design Principles

The following list shows the fundamental design prin-
ciples of Cert’eM. These goals have been established in
order to keep a balance among flexibility, ease of use,
efficiency and, of course, security:

— Adaptation to real application scenarios, that is, to
multi-hierarchical Internet structure;



PKI Design Based on the Use of On-Line Certification Authorities 5

— Distinction between the real world (where we deal
with concepts like ”person”,” company”,” computer”,
etc.) and the Internet world (where we deal with con-
cepts like "keys”, ”certificates”, "names”, etc.), in
such a way that the trust used in the real world can
be abstracted and computerized by using certificates;

— Provision of a secure mean to identify users and to
distribute their public keys;

— Operation of a CAs architecture that satisfies the
needs of near-certification so that trust can be based
on whatever criteria is used in real life;

— Elimination of problems associated with the revoca-
tion procedures, and simplification of certificates val-
idation;

— Avoidance of architectures that yield scalability
problems; and

— Avoidance of the synchronization problems associ-
ated with schemes that keep multiple copies of the
keys and certificates.

3.2 System Structure

The structure of our system is especially suitable for
hierarchical organizations, which is the case of most pri-
vate companies and Public Administrations. The main
element in the hierarchy is the Keys Service Unit (KSU),
which integrates both key certification and certificate
management functions. Cert’eM uses a scheme with sev-
eral KSUs operating over disjoint groups of users as
shown in figure 2. The KSU hierarchy defined by
Cert’eM is parallel to the hierarchy of Internet domains,
or to be more precise, KSUs are associated with the cor-
responding Internet e-mail offices. Cross-certification is
done at top-level nodes among different hierarchies.

As shown in figure 3, every KSU has three main com-
ponents. We describe them in the following paragraphs.

— Certification Authority. The role of the CA is not
only to issue users’ certificates in its domain. At the
same time, and as we will show later, it is involved in
user registration procedure; that is, Cert’eM makes
no use of Registration Authorities, and all related
functions.

A special user, that we denote as CA @domain, repre-
sents the CA of every domain (i.e., CA@Ilcc.uma.es).
The CA itself is composed by two elements, the Cer-
tification Kernel (CK) and the Certificate Server
(CS).

The CK runs some of the tasks related to certification
management in the CA, as key-pair generation (or
the strength of those keys if generated by the user),
as well as the creation and storage of digital certifi-
cates. Additionally, it runs tasks that are indepen-
dent of certificate management, like those tasks re-
lated to the compilation of statistics regarding users’
certificates requests.

The CS basically has two functions. The first of the
functions is to receive certificates requests demanded
by users of the local domain and to search for external
ones (following a procedure that we will show later).
Obviously, the second of the functions is to accept
remote requests regarding local users’ certificates de-
manded by other KSUs in the hierarchy, and to pro-
vide the service (delivery of certificates) to those re-
quests. The service is supported by a number of pro-
cesses, created in real time, that operate concurrently
in order to achieve high efficiency.

lcc.uma.es

A\ ..... A\o ...... / ...... _ :END B

Fig. 2 Hierarchy of Cert’eM Nodes

Operation of the CS can be adjusted according to the
characteristics of the node where it is located, and it
is the task of the CK to manage the CS configura-
tion. In our implementation, the service provided by
the CS, for both Unix and MS Windows platforms,
accepts requests through the port 850. In Unix plat-
forms, the server can be installed either as an inetd
service process or as an independent process

— Local certificates database. The first of the databases
that form part of the KSU is the local certificates
database. It stores the digital certificates of all the
users that belong to the domain managed by the CA
of the node. As shown in figure 3, the CK gener-
ates those certificates from: (a) the information that
the user provides, and (b) other information that the
CK creates specifically for every certificate to issue.
Information from (a) and (b) is used to generate a
standard X.509 digital certificate [16].

— Recently used certificates database. The second of the
databases is used to store the certificates of those
users that are external to the domain. To be more
precise, these are the out-of-domain certificates re-
quested by local users when they need to perform ei-
ther encryption or authentication of documents pro-
cedures. In fact, this database operates as a certifi-
cate cache, and prevents the CS from performing an
excessive number of external requests. The certifi-
cate cache, carefully designed, enhances the efficiency
of the system without introducing any security risk.



Certainly, any CA can define its own cache policy
according to its users needs.

The size of this database can be configured and, as
stated, it is filled with external certificates requested
by local users. A Least Recently Used (LRU) pol-
icy is used to extract certificates from it and leave
free space for certificates that are requested later.
Therefore, whenever a local user requests an exter-
nal certificate the CS checks if such certificate is in
the cache space. If that is the case, the CS does not
request the corresponding external KSU the certifi-
cate, but a simple confirmation of its actual validity.
Thus, we obtain a lower traffic rate among KSUs in
the certification hierarchy.

It is important to point out that the certificate of a
user is only stored in the local database of his/her
KSU and, as shown in figure 3, only the correspond-
ing CA is entitled to place it there. This represents
an important advantage over other schemes because
the revocation process is facilitated in the case that
the private key of a user is lost or compromised. The
reason is that revocation operation remains local and
does not affect the rest of the system; that is, the CA
deletes the certificate from the local database and in-
serts the new one.

Moreover, in the special case that the power to re-
voke belongs to the CA of a domain we can avoid
most of the problems that other schemes introduce.
In other schemes, it is necessary to: (i) revoke all the
certificates previously issued by that CA, (ii) issue
a new certificate for every user associated with the
CA, (iii) send them to the repository, and (iv) no-
tify all users of the incident because their certificates
will be invalid during certain period. In Cert’eM, and
because of the local management of certificates, the
change of a CA’s key is transparent to users.

From this explanation we can argue that another of
the basic features of Cert’eM and, as previously men-
tioned, one of its priority goals, is to avoid the use of
CRLs. Frequently, systems that use CRLs or similar
mechanisms, such as the On-line Certificate Status
Protocol (OCSP) [17], or the Suicidal Bureau (SB)
[18], provide means to minimize the number of ac-
cesses needed to verify a certificate. However, these
solutions are too much artificial and inefficient. Cur-
rently, OCSP is the most important online mecha-
nism to obtain the status of a certificate.

Although its name may indicate that OCSP has sim-
ilarities with our proposal, we must highlight several im-
portant differences:

— OCSP is designed as a complement to CRLs, while
Cert’eM is an alternative based on a different idea.

— In the OCSP model the certificate status providers,
known as responders, may not be the CAs, and, if
not, these entities must contact the corresponding
CA anyway for a response to be useful.
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Fig. 3 KSU Components

— Due to the proposed OCSP architecture, a wide
range of situations can arise. This in turn results in
a high complexity of the system and the protocol,
introduces added problems and does not provide any
advantage over real online systems such as Cert’eM,
which are extremely simple and more efficient.

Another original feature of Cert’eM is the use of va-
lidity statements whenever it is necessary to validate
a certificate. This concept, already introduced in sec-
tion 2.2, is a timestamp statement signed by the CA.
This one attests that the certificate has not been re-
voked at the time of issuance of the VS. Other models in
the literature propose a similar mechanism. For instance,
SPKI/SDSI introduces the concept of One-time revali-
dation (OTR) to indicate that the certificate is valid for
a transaction. An OTR server receives a random number
and sends, digitally signed, the proof of validity together
with that number. The advantage of an OTR is that it
does not require that clocks of the systems are synchro-
nized. However, this solution is not convenient for our
purposes because it does not provide means to guaran-
tee that the proof of validity is destroyed and not used
again later.

Although Cert’eM makes no use of CRLs, this does
not mean that CAs do not register the information about
the users’ certificates that have been revoked. To the
contrary, every CA manages locally its own Local In-
validation Log (LIL). Notice that a LIL is completely
different to a CRL because only the corresponding CA
will have access to the LIL in that Cert’eM node.

Therefore, when a user’s certificate needs to be in-
validated (because his/her key has been lost or compro-
mised, or because the CA has reasons to cease certify-
ing the user) the CA simply deletes the certificate from
its local database and stores the revoked certificate in
a LIL. This procedure is simple, immediate, requires no
communication and can provide proofs of the certificate
revocation in case the CA needs those proofs.
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Regarding the storage of certificates, it is necessary
to point out that a CA’s certificate (the certificate of, for
instance, CA@lcc.uma.es in the figure) is never stored in
the local certificate database; it is stored in the database
of the upper KSU, that is, the father KSU (uma.es, in the
figure). The reason is that CA@Icc.uma.es is considered
as just another user in the uma.es domain. Thus, the
CA in this domain, CA@uma.es, issues the certificate of
CAQ@lcc.uma.es. This is a general rule for all the system
except for the Root Authority located at .es, that is cer-
tified by the international authority of domains register,
[LA.N.A. or Internic.

It is also important to clarify that a CS never stores
certificates in the local database of a Cert’eM node. Its
operation is limited to read, under external requests, cer-
tificates that have been previously stored by the CK of
the node. Each CA can set restrictions to limit the users
or KSUs allowed to access the server. This feature pro-
vides the CA with a flexible and useful tool to avoid
abuse, and to balance the workload between different
nodes.

Finally, the general structure of Cert’eM can be con-
sidered as an original contribution too. It is possible
to find some similarities between this one and the PKI
model of the proposal Secure-DNS (Secure Domain
Name Server) [19]. In both cases, the Internet domain
name hierarchy is used to find the location where a par-
ticular key (certificate) is stored. However, Secure-DNS
uses the Name Server files while Cert’eM uses the e-mail
offices. Our choice is based on the following reasons:

— Unlike e-mail offices, it is usual that several domains
share the same DNS. Therefore, frequently DNSs are
not closely related to users and their CAs may not
have direct knowledge of a user’s identity, with more
vulnerability to impersonation.

— DNSs are intended to store information about do-
mains, not about users. As a consequence, they pro-
vide a registration procedure for a new domain but
not for new users of one of the registered domains. In
fact, there is no need that a final user ever interacts
with the DNS to get access to Internet. On the con-
trary, users are forced to interact with e-mail offices
to set up an e-mail account.

— DNSs use caching and lifetime mechanisms that
could produce inaccurate or false information in some
situations. This feature can be used to attack the sys-
tem.

— One of the main goals of Cert’eM design has been to
explore the locations that are more adequate to es-
tablish CAs. The criteria being followed has been to
use a CA, and by extension, a KSU, in every source-
of-trust. This is not the criteria of Secure-DNS be-
cause in this model CAs are established in the same
location as name servers.

3.8 System Operation

In this section we describe the sequence of actions that
are carried out when any user (requester) wants to get
the public-key certificate of another user (addressee). We
must note that the structure of data transmitted by a
KSU in response to a certificate request has two com-
ponents: (i) a X.509 certificate containing, among other
information, a serial number and the expected life of
the certificate (the validity information); and (ii) the VS
signed by the CA, containing the certificate serial num-
ber and the time of the VS issuance.

The process to obtain a certificate starts when the
requester provides the e-mail address of the addressee
to his/her KSU (origin KSU), and this one, in turn,
conducts the request to the addressee KSU (destination
KSU), whose database contains the certificate. Such op-
eration is simple to do because the system can deter-
mine, from the email address provided by the requester,
the addressee KSU to be contacted.

The general description of these actions is shown
in figure 4 with a more specific scenario. In this case,
the figure depicts the information flow produced when
user Bob <bob@r.s.t> requests the key of user Alice
<alice@z.y.z>:

— Step 1: Bob provides to his KSU the e-mail address
of Alice (alice@z.y.z).

— Step 2: Exploring that e-mail address, Bob’s KSU
infers which is the intended KSU where to request
for the certificate. In this case, Alice’s KSU the one
at node z.y.z.

— Step 3: Alice’s KSU sends to Bob’s KSU the reply,
containing the certificate.

— Step 4: B obtains Alice’s certificate, issued by
CAQz.y.z.

If considered necessary, Bob can also request the cer-
tificate of CA@z.y.z from the KSU located at y.z, ob-
taining a new certificate to verify the CA signature over
Alice’s certificate. This is depicted in figure 5. The as-
cending validation process can continue until a top-level
node is reached. In case that no KSU was present at, say,
y.z (because, for example, the domain does not support
Cert’eM system yet), the key of CA@z.y.z is automat-
ically requested from the parent node, that is, z. This
allows Cert’eM to be used even in case of incomplete
structures.

The on-line features of CAs in Cert’eM may open
a discussion about the security of the system. Tradi-
tionally, CAs have been conceived as off-line elements
because of the high importance of the operations they
perform and because of the inherent risks of attacks in
open networks.

Certainly, from the security point of view, on-line
CAs may bring some risks, so we have considered some
countermeasures. Regarding the access of malicious
agents to CAs, we are performing some tests to allocate



CAs functionality in cryptocards within the same com-
puter system. This will provide not only higher speed
for certification operations but also an intrinsic security
measure from external attacks.

On the other hand, denial-of-service (DOS) attacks
are an important source of problems too. These attacks
are usually carried out by a coalition of multiple com-
puters. In this case the attacks are known as distributed
denial-of-service (DOS) attacks. The attacks are based
on sending a massive number of requests to a server, in
order to make it impossible for it to attend to normal
requests.

In the case of certification infrastructures, such as
Cert’eM, it is essential to provide means to protect the
system against these attacks. The solution adopted in
Cert’eM is based in the way requests are done. Recall
from this subsection that users make requests only to
their corresponding KSUs. Likewise, KSUs only accept
requests from their local users and subordinate KSUs.
This scheme provides robust protection against DOS at-
tacks because only a restricted group of users can send
requests to a certain KSU, thus making DOS attacks
much more difficult.

Cy : Certificateand VS of user M
C——

) o

Fig. 4 Example of Information Flow for a Certificate Re-
quest

Information flow
Certification route

4 Access to the Certificate Server: Description
of the Protocol

In this section we introduce the protocol that describes
how individual users and other key servers access a KSU.
The requests are represented in a Client/Server scenario.
Note that either individual users or KSUs can play the
client role. For instance, a request from user bob@r.s.t
(client) to his KSU, located at r.s.t (server), may be
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Fig. 5 Information Flow for Certificate Verification

Information flow
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followed by a request from this KSU (now client) to the
KSU located at x.y.z (server). In the subsequent descrip-
tion C will be used to denote a generic client, while S
will denote a generic server.

4.1 Protocol Data

We will use the following data structures as part of the
protocol:

<clientID>: Identification of the client.

<userID>: The e-mail address (name@domain) of
the user whose key (certificate) is requested. Cert’eM
uses the domain to determine in which KSU the key
resides.

<cert>: An X.509 certificate containing among other
information: the user’s identification (equivalent to
<userID>), the user’s public key, a certificate serial
number that is unique, and the expected activity period
life of the certificate. This record is kept in the KSU
database, so there is no need to produce it online.

<ws>: A timestamp statement containing a certifi-
cate serial number, and the time of issuance of this
<vs>, signed by the corresponding CA. It is used to
guarantee that the certificate with that serial number
was not revoked at the time of issuance. Unlike the
<cert>, this record is produced online.

< certID>: Certificate identification consisting on the
<userID> of the addressee user and the certificate serial
number of the active certificate to be checked.

4.2 Protocol Description
The protocol is structured in three phases: connection,

transaction and termination, which are described next,
and represented in figure 6.
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[CERT <cart> <va> Ksu Certificate
l l Nse l [ ERR andior VS

Fig. 6 Certificate Allocation

4.2.1 Connection Phase The connection is established
with the following message:

C : HELLO [<clientID>]

where <clientID> is optional, depending on the par-
ticular KSU security policy to be implemented. Each CA
can set restrictions to limit the users or computers al-
lowed to access the server. When a server receives this
message, it checks whether <clientID> is allowed to es-
tablish the connection. Afterwards, the server sends one
of the following messages as a response:

S : +0K — the client has permission
S : -ERRI1 - the client host is not allowed
S : -ERR2 - the client <clientID> is not allowed

4.2.2 Transaction Phase When the connection is suc-
cessfully established the client can start requesting keys.
For this purpose the following message is used:

C: GETCERT <userID>

The following situations can arise when the server
receives the previous message:

1. The domain requested matches the domain of S (i.e.
the requested key belongs to a local user of S). The

response is:

S : CERT <cert> <vs>
S: 40K

if the certificate was found, or:
S : -NSC —no such certificate

if not found.
In some cases, the addressee user may have more than
one certificate, each one for a different purpose. This
means that the key usage extension field of each of
the certificates will indicate the purpose for which the
key is used: digital signature, non-repudiation, key
encryption, etc. In our scheme, the requester gets all
the certificates of the addressee. The requester will
choose, by analyzing the key usage extension field of
the certificates received, the one he/she needs. Note
that the amount of possible certificates for one user is
very low (normally one) in most cases, so this way of
operating does not introduce any performance incon-
venience. Accordingly, all steps of the protocol that
contain a ” CERT <cert> <wvs>" response are just a
simplification of the general procedure. That is, one
of these messages is sent for every certificate of the
addressee user, in case that the user has more than
one.

2. The requested domain does not correspond with that
of S:
(a) The requested name is CA:

i. If the domain of S corresponds to the parent
of the requested domain, then the certificate
may reside in the database of S; therefore,
the case is managed as a local certificate re-
quest (step 1).

ii. Otherwise, the certificate is requested from
the KSU located at the upper node of do-
main. If there is no KSU in that node the
request is redirected to the succeeding upper
one until the top-level node or S are reached.

(b) The requested name is not CA:

i. If domain does not exist the server returns
an error message:

S: -ERR3

ii. Otherwise, a new connection is established to
request the certificate from the KSU located
at domain. The result of this new request is
forwarded to the requester.

Step 2.a.ii makes reference to the establishment of
a new connection to request for an external certificate,
which corresponds with the section ”Certificate and/or
VS” of figure 6. From here, two alternatives arise (fig-
ure 7).
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CHKCERT GETCERT
serial number userid

to KSU local

Fig. 7 External Access

The first possibility is that the requested certificate
is not in the cache. In this case, the KSU performs a
usual certificate request to the remote KSU:

C: GETCERT <userID>
The response of the remote KSU will be:

S : CERT <cert> <vs>
S:+0K

if the certificate was found, or:
S : -NSC

if not found.

As we can see, the KSU operates like a client in this
case, and passes the request received from the user to
the remote KSU. This operation is the same as in step
number 1.

The second possibility is that the requested certifi-
cate is in the cache. If the KSU has the certificate of
userID (issued in t,), then there is no need to request
for all the information of the certificate. It is only nec-
essary to verify that it has not been revoked, or what is
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the same, that no certificate for that user exists after t,,.
In this case, the local KSU (behaving as a client), sends
to the remote KSU (behaving as a server), the following
message of certificate verification:

C: CHKCERT <certID>
And the remote KSU response:

S: VS <vs>
S: 40K

in the case where the certificate is still valid (has
not been revoked). This is known by simply verifying
that the certificate corresponding to the serial number
included in <certID> is still in the local certificates
database.

In the other case, the remote KSU sends the new cer-
tificate:

S : CERT <cert><vs>
S:+0K

In both cases, the answer can be:
C: -NSC
if the certificate was not found.

4.2.8 Termination Phase This phase is to inform the
server that the client has finished the request of certifi-
cates. The client sends the message:

C: EXIT
And the server response:

S: 40K

5 Important Implementation/Deployment
Details

Although in previous sections we have given some de-
tails about the implementation of our system, in this
section we provide a more general information concern-
ing not only implementation, but some important issues
to consider when deploying Cert’eM. Note that we dis-
cuss only those aspects that we believe are more relevant
attending to the features that are original contributions
in Cert’eM.

The details correspond to the Cert’eM prototype that
has been tested in an electronic forms signature appli-
cation for the Transport Council of the regional govern-
ment [20], and is actually under evaluation by RedIRIS,
the National Research & Academic Network in Spain!.

! http://www.rediris.es/cert/proyectos/certem /test.html
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In a more local scenario, the same prototype is being
used by a wide group of selected students at the Univer-
sity of Malaga. Our scheme is used as the authentication
infrastructure necessary for running certified electronic
mail applications.

5.1 Determining Physical Location of KSUs

We have shown that in the second step of figure 4 (also
in figure 5) the origin KSU requests the certificate from
the destination KSU by exploring Alice’s e-mail address.
As we have seen, this process is simple from a logical
point of view. However, the task of learning the specific
physical address of the target KSU is quite elaborated,
and essential for Cert’eM operation. We detail in this
subsection how this procedure is done.

The origin KSU learns where to point the certificate
request that its local user needs by using the information
contained in the DNS. This is an essential query element
in our KSU location scheme. The sequence of steps is
represented in figure 8 for the case in which a user of
another domain requests from its KSU the certificate of
<jlopez@lcc.uma.es>:

1. Once the user of the other domain requests from
his/her KSU the certificate of <jlopez@Ilcc.uma.es>,
the KSU tries to resolve the IP address of the domain
<lcc.uma.es>. An entry in the DNS should exist with
the following format (where 111.111.222.222 is just
an example of IP address):

lcc.uma.es IN A 111.111.222.222

2. If no entry of that type is present, the KSU makes a
second request to the DNS. This request is related to
the intrinsic nature of Cert’eM. More precisely, be-
cause the certificate identifier is the user’s e-mail ad-
dress, Cert’eM pretends to establish a link between
the e-mail office in the domain and the CS of that
domain. Therefore, the second request to DNS is re-
lated to MX - Mail Exchanger - register of the e-mail
office [21]; that is, the KSU looks for a DNS entry
like the following ones:

lecc.cuma.es MX 5 111.111.222.222

We must underline that in the case that more than
one MX register exists for a specific domain, the con-
tent of the preference field (5 in the example above)
will indicate the entry to choose.

3. Finally, if the second step fails to find the MX record,
the KSU makes a request to the DNS using the name
domain prefixed with ”certem-tcp”. For example:

certem-tep.lec.uma.es IN A 111.111.222.222

This alternative forces the DNS manager to implic-
itly find that entry. This is convenient, for instance,
when the mail traffic supported by the e-mail office
is high. In this case, the e-mail office and the KSU
should not coexist in the same computer in order to
avoid a low response time (and low efficiency) of the
KSU.

An additional reason that has made us to develop
this additional search mechanism is the possibility of
creating virtual KSUs. That is, we open the possibil-
ity to install different KSUs in the same computer in
such a way that domains with low number of users
can be allocated together. This is achieved by setting
the domains involved to the same physical address:

certem-tep.lec.uma.es IN A 111.111.222.222
certem-tep.crypto.lecc.uma.es IN A 111.111.222.222

5.2 External LDAP Connections

The use of information directories, such as LDAP [22],
is a common practice nowadays. In fact, and regarding
PKIs, directories are one of the most widely deployed
mechanisms for distribution of information concerning
certificates and CRLs.

In order to achieve an appropriate interaction of
LDAP users with a Cert’eM system, we have imple-
mented a transparent proxy service that allows access
to a Cert’eM service through the port 389 of a LDAP-
Cert’eM gateway.

In this way, we establish our ldap-proxy service in
the port 389 of the gateway, waiting for incoming re-
quests from LDAP clients. In case that client requests
for information that is not related to certificates (e.g., a
telephone number, an e-mail address, etc.), the request
is redirected to the original LDAP server, that is real-
located in the port 3890. The information requested is
transparently delivered to the LDAP client. On the other
hand, if the port 389 receives a certificate request, the
gateway takes the role of client, connects to the appro-
priate KSU, and obtains the certificate. The certificate
is then delivered to the LDAP client.

.' lcc.uma.es
g 111.111.222.222

l- - <> - lccumaes
— g; correo.lcc.uma.es

jlopez@Ilcc.uma.es 111.111.222.222
- Icc.uma.es
g; certem-tcp.lcc.uma.es
111.111.222.222

Fig. 8 Algorithm for KSU location
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6 Conclusions

Problems  associated  with  digital certificates
management, like storage, retrieval, maintenance, and
specially, revocation, require special procedures that en-
sure reliable features because of the critical significance
of inaccuracies. In this paper, we have presented a
scheme, Cert’eM, a key management and certification
system based on the structure of the electronic mail ser-
vice and on the principle of near-certification.

Cert’eM provides secure means to identify users and
distribute their certificates, eliminating problems asso-
ciated with common revocation procedures, as well as
simplifying the validation of certificates.

We have considered the revocation problem as prior-
ity in the design process because it has a big influence
on the rest of the PKI components. Therefore, we have
developed an alternative solution to the use of CRLs, a
type of mechanism that we consider inefficient for many
Internet applications. In fact, we believe that the concept
of CRL itself is a drawback, and that a better solution is
one where the knowledge of a revoked certificate is im-
mediately available to users, if this brings no degradation
of performance in the system.

We have shown in the paper how our system defines
a hierarchy of KSUs, essential components of Cert’eM
and that integrate both key certification and certificate
management functions. As explained, KSUs operate over
disjoint groups of users, conforming a hierarchy that is
parallel to the hierarchy of Internet domains in such a
way that KSUs are associated with Internet e-mail of-
fices.

We have also shown the composition of the KSUs,
how the components operate inside the whole system,
and the way in which KSUs are located (IP addresses in-
ferred with the support of DNSs) inside the set of KSUs
forming the PKI.

Finally, we have examined in detail the protocol for
accessing Certificate Servers, the elements of KSUs that
receive certificate requests and deliver the certificates to
those requests.
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