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Abstract

Nowadays, critical control systems are a fundamental component con-
tributing to the overall performance of critical infrastructures in our soci-
ety, most of which belong to the industrial sector. These complex systems
include in their design different types of ICT (Information and Commu-
nication Technology) systems, such as Wireless (Mesh) Sensor Networks,
to carry out control processes in real-time. This fact has meant that sev-
eral communication standards, such as Zigbee PRO, WirelessHART and
ISA100.11a, have been specified to ensure coexistence, reliability and se-
curity in their communications. The main purpose of this paper has been
to review these three standards and analyze their security. We have iden-
tified a set of threats and potential attacks in their routing protocols, and
we consequently provide recommendations and countermeasures to help
Industry protect its infrastructures.

Keywords: Wireless Sensor Mesh Network, Critical Control Systems,
SCADA Systems, Critical Infrastructure Protection.

1 Introduction

Most of the critical infrastructures deployed in our society share a certain inter-
dependency relationship due to the services they offer. This relationship means
that a disruption of these services, caused by a failure or a threat, could involve
a harmful cascade effect, affecting the social and/or economic well-being of a
country. For this reason, these infrastructures must be controlled by specialized
systems, known as SCADA (Supervisory Control and Data Acquisition) sys-
tems. Peerenboom et al. studied this interdependence relationship (cause and
effect) in [1] and in particular the relationship between communication systems
and SCADA ones. For example, a failure in a microwave communication net-
work could result in a lack of monitoring and control capabilities in an energy
substation (see Section 2), causing an important loss of energy.




Current SCADA systems are composed of a set of different technologies,
many of them based on wireless communications. In particular, one of the most
demanded by Industry is Wireless (Mesh) Sensor Networks (WSMN/WSN),
since it guarantees the same control services as a wired infrastructure but with
low installation and maintenance cost. Due to this interest from Industry, sev-
eral standards have been specified, such as ZigBee PRO [2], WirelessHART [3]
and ISA100.11.a [4], whose objectives are very similar: energy saving, coexis-
tence with other communication systems, communication reliability and secu-
rity. However, these standards need to be analyzed in-depth because of several
reasons: (i) the critical nature of the application context, (ii) the nature of
wireless networks, which tend to be generally susceptible to attacks, and (iii)
the security in WSNs, which is mainly based on Symmetric Key Cryptography
(SKC) primitives because of the high constraints on both the hardware and the
software of the sensor nodes. Specifically, the purpose of this paper is to identify
vulnerabilities and threats in each of the aforementioned standards, as well as
to provide countermeasures to help systems deal with particular situations.

The paper is organized as follows: Section 2 presents the architecture and the
functionality of critical control systems including some existing ICT systems.
Section 3 describes the wireless communication standards, whose security is
analyzed in more detail in Section 4.2. Finally, Section 5 concludes the paper
and future work is outlined.

2 SCADA Systems and Technologies

A SCADA system is mainly based on two types of networks: the control/S-
CADA network and the corporative network (see Figure 1). The operations
performed by the corporative network are related to the general supervision
of the system. In contrast, the control network is responsible for receiving
measurements or alarms from remote substations (located close to the critical
infrastructures, such as for example oil or gas pipelines) and managing control
tasks (e.g open/close a pump). In particular a remote substation is mainly based
on Remote Terminal Units (RTUs) which receive physical data (e.g. pressure or
temperature readings) from infrastructures, and transmits the sensed data to the
SCADA network using specific industrial protocols, such as Modbus/TCP [5]
or DNP3 [6]. As can be seen in Figure 1, wireless communications can also
take part in the management of critical infrastructures. In fact, both the indus-
trial and scientific communities agree that wireless communication could help
gain competitive advantages and improve the control and automation processes.
Thus, an operator could interact with the system directly without needing to
go through the SCADA network.

Special attention must be also paid to wireless industrial sensor networks
since nowadays this is one of the wireless control technologies most demanded
by Industry. In these scenarios, a WSN is considered an optional technology for
monitoring purposes since it can offer the same functionalities as an RTU, with
low installation and maintenance cost. This new alternative and its communi-
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Figure 1: General Architecture of a Current SCADA System

cation standards will be the main focus of this paper.

2.1 The Role of WSNs in Industrial Systems

In an industrial context, a WSN is composed of sensor nodes whose hardware ca-
pabilities significantly differ from conventional sensor nodes (4-8MHz, 4-16KB
RAM, and 48-128KB ROM). In particular, they are equipped with a 4MHz-
32MHz micro-processor, SKB-128KB RAM, and 128KB-192KB ROM, and with
sensors to measure environmental data, such as temperature, pressure, vibra-
tion, light intensity, etc. Generally, and depending on the application context,
the nodes are linked to an energy supplier or industrial equipment in order to
maximize their lifetime (by between 5 and 10 years). These sensor nodes are
smart and autonomous devices capable of processing any information acquired
from their sensors and transmitting it to a central system with considerable
hardware and software resources, such as for example an RTU working as a data
collection device. In addition, they can offer auto-configuration, self-monitoring
and self-healing capabilities, as well as detection/tracking of anomalous sit-
uations, alarm generation and reporting of any life-threatening situation [8].
Therefore, WSNs can be considered a key technology for the protection and
control of many of our infrastructures.

Nonetheless, some aspects of this new type of control technology should be
borne in mind. Firstly, it is necessary to improve the hardware and software
capabilities of the sensor nodes to provide secure future control applications,
such as for instance Web services for the monitoring. Secondly, it is necessary



to provide lightweight security mechanisms (e.g. privacy or privilege delegation
mechanisms), although some other security issues have already been resolved in
the literature, such as SKC/PKC (Public Key Cryptography based on Elliptic
Curve Cryptography) primitives, hash functions and Key Management Systems
(KMS) [9]. Finally, it is necessary to ensure reliability of communication, co-
existence with other systems through a mesh distribution and a secure inter-
connection between a SCADA network/component and a WSN. Some of these
aspects have already been considered by the wireless communication standards
mentioned in Section 1, and will be discussed in the remainder of this paper
along with a security analysis.

3 Wireless Communication Standards and Se-
curity

Most of the communication standards specified for monitoring highly-critical
industrial systems are based on the IEEE 802.15.4-2006 standard [10]. It was
proposed to specify details of the physical layer (PHY) and Media Access Con-
trol layer (MAC) for Wireless Personal Area Networks (WPANSs). Its networks
can be designed using a star or a peer-to-peer topology with low complexity and
energy cost, working at 2.4GHz to 250kbps or 868-915MHz to 20kbps, with 16
transmission channels.

The MAC layer of IEEE 802.15.4-2006 is in charge of managing the me-
dia access through the CSMA-CA (Carrier Sense Multiple Access) protocol,
validating the data and establishing synchronization and association methods
among network devices. Likewise, IEEE 802.15.4-2006 provides support for the
AES-128 security primitive, the Message Authentication Code (MAC) and an
Access Control List (ACL) to authenticate any message received. ACL must
include the address of trustworthy nodes, a security suite (e.g. AEC-CTR or
AES-CCM), a key of 128 bits, a last initial vector (IV) and a replay counter.
In the case where a sensor node is not on the list, its message either has to be
refused or it has to go through another type of authentication mechanism.

3.1 ZigBee PRO

ZigBee PRO is a standard specified in ZigBee-2007 [2] whose network architec-
ture is based on four main devices (see Figure 2 - Part A): (i) sensor nodes,
(ii) routers, (iii) handheld devices to directly interact with the system and (iv)
a gateway or coordinator (responsible for receiving the sensed data streams
from sensor nodes). In other words, the sensor nodes transmit, with the help
of the routers, the sensed data streams to the gateway following a mesh and
many-to-one topology. Both its PHY layer and its MAC layer are based on
the IEEE 802.15.4-2006 standard. In addition, ZigBee PRO provides a set of
services, such as the Asymmetric Link to ensure reliability of communication.
This service helps to identify and configure those routes with the best quality of
communication between two devices, i.e. those routes with the same link quality



in either direction. This standard also allows sensor nodes (before transmitting)
to select a frequency channel if the current channel has many interferences or
obstacles. This technique is known as Frequency Agility.

Other services offered by ZigBee PRO are the Route Aggregation and Source
Routing, both of which use many-to-one networks. The former service allows
each device to reach a route on the way to the gateway using a simple routing
table with a single entry. In the case where the gateway wants to respond to a
source node, it will have to apply the second service. To this end, it is necessary
to remember the path used from the source node to the gateway, and this path
must be explicitly included in the message header. Regarding scalability and the
probability of identity conflicts, these are resolved by the Stochastic Addressing
method. This consists of previously assigning each node a unique and random
address. If the address is in conflict with the identity of another network node,
the network stack will have to assign a different address, applying a conflict
resolution mechanism using the IEEE MAC address of each node.

From a security point of view, ZigBee PRO improves the security of the
ZigBee 2006 version with two new security modes: Standard Security mode
-compatible with the residential security of ZigBee-2006- and High Security
mode -compatible with the commercial security of ZigBee-2006. Both of them
are managed by the gateway of the network since it is considered a trustworthy
device in charge of updating and distributing the security credentials. In the
Standard Security mode, two main security keys are needed: Link Key (LK) and
Network Key (NK). The LK is a unique and optional key shared between two
nodes and used to encrypt the messages in the application layer. Conversely,
the NK, provided by the gateway, is used to encrypt the communications at
network level, and it is shared by all devices. There are two different ways of
acquiring the NK: (i) pre-configuring the LK in the new nodes to encrypt the
NK or (ii) transmitting the NK without encryption from the gateway. Obvi-
ously, the second option could put at risk the confidentiality and integrity of
the network, and hence it is not suitable for critical systems. It should be noted
that the gateway offers an updating mechanism for the NK, which consists of
transmitting in broadcast the new-NK encrypted with the old-NK.

In contrast, the High Security mode includes an additional key, named Mas-
ter Key (MK). This is pre-configured in sensor nodes in order to generate the
LK applying the Symmetric-Key-Key-Exchange (SKKE) algorithm. To gener-
ate the LK, SKKE requires a previous transaction process between two nodes
based on nonces to ensure freshness in the messages. When the LK is gener-
ated, the gateway transmits the NK encrypted with the LK to the corresponding
node. The updates of NK are periodically carried out in unicast mode and en-
crypted with the LK by the gateway, even when a sensor node is excluded from
the network. Thus, an adversary with only the old-NK is not able to read the
new-NK. This way of updating the NK and the use of a non-optional LK en-
sures that the High Security mode is more suitable for critical applications from
a security point of view. As a special note, the High Security mode will be the
analyzed in Section 4.2.

Finally, ZigBee PRO provides a mechanism to recover the current NK for
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Figure 2: Wireless Sensor Mesh Networks (WSMNs)

both security modes. It allows a sensor node to obtain the current NK when
the node passes from a sleeping state to being awake. For the transmission of
the current-NK, the LK established between the gateway and the new awake
node must be used. These changes of states allow energy saving in nodes and
improve the energy management processes of previous versions of ZigBee.

3.2 WirelessHART

WirelessHART is a standard defined as a part of the HART 7.0 [3]. In this stan-
dard, a mesh network communication protocol is specified to control wireless
industrial automation processes, while keeping compatibility with the existing
hardware and software technologies of HART. The WirelessHART network ar-
chitecture is based on five essential components (see Figure 2 - Part B): (i)
sensor nodes, (ii) routers, (iii) handheld devices, (iv) a gateway in each group of
nodes, and (v) a network manager (which might be integrated into a gateway in
the network). The network manager is a high-resource device in charge of estab-
lishing the network configuration, specifying the routing tables and determining
the schedule for the communication.

One of the main differences with ZigBee PRO is that WirelessHART de-
fines its own MAC layer. This layer is characterized by the use of the TDMA
(Time Division Multiple Access) protocol for collision control with a fixed 10ms
time-slot. Moreover, it provides hop-to-hop data integrity by using a MIC (Mes-
sage Integrity Code) and authentication services. In addition, WirelessHART
controls the high industrial interferences within the communication channels
applying the Frequency Hopping and Blacklisting methods. The frequency hop-
ping approach consists of changing the radio frequency (RF) channel when the



current channel has noise. The blacklisting method consists of including such a
channel on a blacklist to avoid subsequent transmissions using this frequency.

Both the routing information and the communication schedule are updated
by the network manager as new nodes join the network. Routing information
is based on a routing graph where several redundant paths are assigned to each
node. WirelessHART also provides priority management of messages (com-
mands, measurements, normal messages and alarms) and a network diagnostic
mechanism so that a source node can verify the real state of a part of the net-
work. The mechanism adds a list of nodes to the packet header, including both
the source node and the destination node.

In order to enforce security, WirelessHART offers confidentiality and in-
tegrity both at network-level and MAC-level, and uses four security keys: The
first, Public Key (PubK), is used to generate the MIC in the MAC layer for
every new network device. It will help the network manager to authenticate the
new node. Network Key (NK) is used to generate the MIC in the MAC layer
and is shared by all network devices. The Join Key (JK) is used by sensor nodes
to send a joining request packet to a specific network. This key is unique for
each new device in the network and it is used to generate the MIC of the net-
work layer. Lastly, Session Key (SK) is a unique key between two devices only
and it is generated by the network manager to encrypt critical data packets.

The MIC generation requires the CCM* mode (counter with CBC-MAC)
with AES-128 and 4 byte-strings as parameters. Such parameters are formed
by the message header without encryption and the payload, a key of 16 bytes
whose value depends on the state of the node (i.e. either it could be the PubK,
if the node is new, or the NK, if the node is already present in the network),
and a nonce whose value is based on the combination of the source address and
a time-slot used to manage the synchronization among network devices [11].

Before the deployment phase, the new node has to be pre-configured with
the JK, the PubK and a unique network ID since the network is composed
of node subgroups (every group consists of a gateway and a small subset of
nodes). This network ID must be made public using an advertisement packet
so that the new node can be matched to its corresponding group. To this end,
the node has to transmit a joining request packet along with both the MIC
of the MAC layer and the MIC of the network layer to be authenticated by
the network manager. When the new node is authenticated, the network man-
ager generates unique SKs (e.g. node-gateway, node-node or node-manager),
which will be transmitted along with the NK. Both keys are protected using the
JK. Meanwhile, i.e. in parallel, the network manager has to prepare the new
schedule for the communication and the routing tables to be retransmitted on
the whole sensor network. In the case where a sensor node wants to establish
communication with the network manager, it will have to transmit the packet
encrypted using the SK and it must be authenticated using the NK [11]. Finally,
although WirelessHART offers different mechanisms to prolong the lifetime of
sensor nodes (e.g. synchronization for the transmission), it does not guarantee
the updating of security credentials during that time period [12], which may be
a risk to the security of the system.



3.3 ISA100.11a

In September 2009, ISA100.11a started to be considered as an official standard.
It is especially intended to be applied to automation and control systems whose
network architecture is based on a mesh or star topology. The network compo-
nents (see Figure 2 - Part C) include: (i) sensor nodes, (ii) routers, (iii) gateways
(one or several) to establish connection with the SCADA network, (iv) backbone
routers to allow connectivity to other networks, and (v) two special managers:
a system manager and a security manager. The system manager is in charge of
allocating resources and providing communication, whereas the security man-
ager offers security services that depend on the security policy established, i.e.,
(i) non-secured network (not recommended), (ii) network secured with symmet-
ric keys, and (iii) network secured with asymmetric keys. It is important to
highlight that these two last security options have different agreement processes
and data pre-configuration. Both will be discussed below.

ISA100.11a provides security at link level and transport level. In particular,
it ensures that the messages are authenticated at link level using the MMIC (i.e.,
the MAC MIC with the header and payload of the data link layer), whereas the
message payload is encrypted using the AES algorithm. At transport level,
ISA100.11a protects the integrity of the payload and transport header using
the MIC. To generate the MIC the CCM* mode uses a 13-octet nonce whose
value depends on the source address, a time stamp and a 10-bit counter that
restarts at 0x00 every second. With respect to the security keys, the standard
is based on several symmetric keys of 128 bits, specifically; a Join Key (JK),
only effective in the join process; a common Global Key (GK) used by default in
non-secure networks; a Master Key (MK) generated during the key agreement
process between the security manager and the new device; a Link Key (LK) to
calculate the MIC at link level; and a Session Key (SKm) shared between the
system manager and the new device.

Following a symmetric agreement scheme, the join request requires pre-
configuration of the JK and the ID of the security manager. Thus, the security
manager generates, on the one hand, the MK using a symmetric key generation
algorithm along with the JK, and on the other hand, it retrieves the current LK
of a subnet (ISA100.11a could be structured by sub-networks) and it generates
the SKm as well. These keys are retransmitted encrypted with the JK along
with its MIC. After verifying the integrity of the message, a confirmation process
based on a challenge-response is performed to confirm that the new contract is
properly established between the two keys. In contrast, in an asymmetric agree-
ment scheme, the node must be pre-configured with a certificate (Cert) signed
by a certificate authority (CA). When the node is deployed, it has to try to
establish communication with the security manager through a join request. To
this end, each party needs to generate a short-term public key (PubK) based
on ECC, which is transmitted to the other communication part along with its
respective certificates. Consequently, each party generates a new shared key
(MK) using the PubK received and its own private key. This process finalizes
when both entities confirm the reception of MK (based on a challenge-response)



so that the security manager can compute and distribute the LK and the SKm,
both of which are protected by the MK. However, all of these operations could
significantly decrease the life-time of the sensor nodes and increase the commu-
nication overhead. For this reason, the security analysis of Section 4.2 will be
focused on a network secured with symmetric keys in order to balance security
and energy.

After the joining, the system manager has to assign resources and a list with
the most promising neighbor nodes that best optimize the mesh configuration.
To this end, the system manager needs to know the actual connectivity of the
network and must measure the quality of the links based on information received
(protected with the SKm) by the network nodes. For establishing communica-
tion with a neighbor node, the node has to request a new session key (SKab)
from the security manager. Then, the security manager has to authenticate
each party using its ACL and transmit the SKab encrypted with the SKm.

ISA100.11a offers services very similar to WirelessHART. For example, it
supports an adaptive frequency hopping method and blacklisting, synchroniza-
tion, redundant paths, diagnostic mechanisms, low duty cycle and priority man-
agement. Specifically, the priority management in ISA100.11a is based on four
subcategories (a device diagnostic, a communication diagnostic, a security alert
and a process alarm) and has several priority levels (urgent, high, med, low
and journal). But, on the other hand, ISA100.11a also provides other specific
services, such as frequent key update, firmware update in all the devices and
compatibility with the standard 6LowPAN [13].

4 Security Analysis: ZigBee PRO, WirelessHART
and ISA100.11a

4.1 Threat Model and Taxonomy

Taking some existing threat models in the SCADA [14] and WSN [15] literature
as the basis, several types of adversaries have been identified for this approach:
insiders and outsiders. An insider is an active member of the SCADA organi-
zation (e.g. a discontent or malicious human operator) with special permission
to access part of the system and the secret keys of the network. In addition,
as the security policies are not always properly applied, both an ex-member
of the SCADA organization and any malicious sensor node intentionally pre-
configured are also included in this category. On the other hand, an outsider
is an unauthorized external member who compromises the security of the sys-
tem through physical (e.g. destroying or stealing sensor nodes deployed in open
environments) or logical (e.g. through cryptanalysis techniques) attacks.
Therefore, the threat model includes both internal and external attacks, as
well as passive and active attacks. Furthermore, this model follows the tax-
onomy proposed by Tsao et al. in [16] for routing over low power and lossy
(ROLL) networks, using the CIA (Confidentiality, Integrity and Availability)
security model for the classification of attacks. It is important to point out that



the attacks analyzed here (some of them described in more detail in [8][14][15])
are dependent firstly on the application context (e.g. open or closed environ-
ments), secondly on the routing protocol of each standard, and finally on the
security policies. These policies have to consider the services or mechanisms
that the standards do not contemplate in their specifications.

Continuing on with the threat model, an attack on confidentiality is related
to the adversary’s ability to obtain unauthorized access to routing information
or any other information exchanged in the network. In particular, an adversary
may gain access to exchanged messages through a deliberate exposure attack (in
order to deliberately reveal critical data streams), a sniffing attack (adversaries
read the content of messages), or a traffic analysis attack (intruders deduce rout-
ing information by mapping the network connectivity or flow patterns [17]). In
addition, the adversary may obtain routing tables or network topology through
a remote device access attack (here, adversaries may remotely request routing
tables or neighbor information from those nodes that do not require a priori au-
thentication) or a physical attack (intruders directly access databases of target
nodes since they are not tamper-resistant). It should be noted that, no stan-
dard could prevent a physical attack since this will depend on the application
context. However, it is essential to know the potential consequences of such
an attack, so that security policies can include defense mechanisms against this
type of threat.

An attack on integrity is related to the adversary’s ability to manipulate any
routing information or exchanged messages, as well as node identity and rout-
ing information misuse. In this case, an adversary may launch an information
manipulation attack (to alter the content of the critical messages), a routing fal-
sification attack (to lie about the real network connectivity), a physical attack,
an information replay attack, or a sybil attack (to impersonate several identi-
ties). In particular, these two last attacks could be the main cause of a routing
information misuse attack or a node identity misuse attack. Lastly, an attack on
availability is associated to the availability of routing information and associated
services. There are several ways of exploiting it: a selective forwarding attack,
a sybil attack, a black hole attack (not to retransmit the messages to the next
hop), a sinkhole attack (to attract traffic towards a malicious node), a wormhole
attack (similar to sinkhole but with several nodes in conjunction), jamming (to
generate high industrial noise/interferences in communication channels to dis-
rupt the normal network traffic), overloading (to request services for a node to
disrupt its functionality in the network). Many of these attacks are launched
in order to deliberately exhaust the energy in the sensor nodes, such as a sybil
attack, a selective forwarding attack, flooding or jamming attacks [15]. Nev-
ertheless, some solutions have been proposed in the literature to overcome the
energy exhaustion problems [18].

4.2 Security Analysis

Following the threat model described in Section 4.1, a set of routing attacks will
be identified along with some countermeasures and recommendations.
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4.2.1 Security Analysis on the Confidentiality

e A deliberate exposure attack might be launched in the three types of
networks. Generally, this attack is carried out by insiders who access
the pre-configuration laboratories to load security information in a par-
ticular sensor node. The insider’s goal is to deceive any authentication
mechanism in the coordinator/gateway into believing such a sensor node
is a legitimate network device. In any case, the attacker needs to know
and pre-install the MK for ZigBee PRO, the PubK and the JK for Wire-
lessHART, and the JK and ID of the security manager for ISA100.11a.

Countermeasures. One way of preventing this attack in general would
be to establish strict security policies along with the use of monitoring
physical mechanisms, such as video cameras. Thus, any type of access to
the key pre-configuration laboratories might be registered. In addition, it
is necessary to frequently update the operators’ security credentials (such
as passwords, smart cards, etc.) to restrict access to essential parts of
the system. On the other hand, it would also be interesting to implement
intelligent and dynamic task control mechanisms for SCADA systems with
capabilities for registering events occurring in real-time. A model of this
for example would be the automated adaptive response system based on
reputation proposed by Alcaraz et.al. in [19]. This system, coordinated
by an incidence manager, registers an operator’s response to a particular
alarm. Moreover, these registers could help to carry out audit processes,
which should follow official standards, like the NIST 800-53 [20].

e A physical attack may arise in the three standards if their application
contexts lack strong authentication mechanisms and little physical protec-
tion.

Countermeasures. In order to prevent the memory or data processor
from being read in a physical attack, it is necessary to protect the ac-
cess to the node using secret keys in the interfaces that communicate the
components of a node. Nonetheless, this solution is directly related to
how much money the organization wants to invest and to the criticality of
the application. Likewise, it is important to consider physical security to
protect the deployment area with strong authentication mechanisms (e.g.
biometric systems, smart cards, etc.) and monitoring systems (e.g. video
cameras, sensors, etc.).

e A sniffing attack may be carried out by both an insider and an outsider
in ZigBee PRO. For example, an insider needs to know the MK, the SKKE
algorithm to generate the LK and the SKKE transactions sent without en-
cryption. When the LK is compromised, the insider can obtain the NK to
read the content of any message. An outsider, however, may deduce the
LK by analyzing the content of the messages through a differential power
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analysis. In particular, this attack requires physical access to the node in
order to exploit biases which are the result of varying power consumption
of the microprocessor/memory while performing operations using secret
keys [21]. Similarly, this type of attack may also arise in WirelessHART,
as the security credential update depends on the integration rate of new
nodes. Here, both an insider and an outsider may deduce a particular
SK through a cryptanalysis attack [21]. In contrast, ISA100.11a is able to
avoid a sniffing attack by using keys (SKab, MK, SKm) that periodically
expire in the whole system. Nonetheless, this frequency will depend, ob-
viously, on the configuration defined for the system.

Countermeasures. The attack could be mitigated in ZigBee PRO by
encrypting the SKKE transactions using a key management scheme pro-
posed in the KMS literature [22], which ensures confidentiality and au-
thentication during the key negotiation processes. Additionally, it would
be necessary to consider the physical security (countermeasures of physical
attacks) as well as the use of fake instructions. Bit splitting or random-
ization of memory/processing of the instruction are countermeasures to
prevent a cryptanalysis attack [23]. All of these recommendations should
also be considered for WirelessHART, as too should enforce rekeying pro-
cesses in its communications.

An active traffic analysis attack, based on intentionally injecting traffic
in the network, is resolved by the authentication mechanisms implemented
in the three standards, some of which are provided by the IEEE 802.15.4-
2006. However, a passive traffic analysis attack may occur in ZigBee
PRO, if an adversary is able to deduce the network topology by observ-
ing network traffic whose information flow is always going to the same
target, i.e. towards the gateway. Furthermore, the adversary may even
approach the physical location of the gateway to attack it and isolate the
network, for instance. Equally, both WirelessHART and ISA100.11a may
be exploited by this type of threat, since their message headers are not
encrypted (legible addresses) and their routing tables are updated depend-
ing on the integration rate of new nodes.

Countermeasures. ZigBee PRO could prevent this threat by using a
routing multipath so that the traffic is always retransmitted by several
paths. Nevertheless, this fact is not viable since its routing tables have
only a single entry. Tunneling could also prevent an adversary from ob-
taining the source/destination addresses. However, this means an addi-
tional cost that node resources cannot afford. Another solution would
be to adopt solutions that preserve data privacy in WSNs [24], such as
inserting bogus messages in order to avoid hiding the location of real tar-
gets. Because this approach requires high energy consumption, a tradeoff
between energy and resources involved in this technique is needed. While
this tradeoff should depend on what an organization wants to invest with
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regard to the application context, a lightweight data privacy service is
recommended. Regarding WirelessHART and ISA100.11a, it is necessary
to take into account not only some data privacy solutions outlined previ-
ously, but the possibility of updating the routing tables without requiring
incoming nodes. Obviously, this maintenance task could influence the en-
ergy consumption of the sensor nodes, however as the application context
is critical, a balance between energy and security should be tolerated.

e A remote device access attack is prevented in the three standards by
applying the ACL offered by IEEE 802.14.4-2006. In particular, this list
will allow the nodes to authenticate the origin of a request message about
routing information. Thus, if this message is not explicitly on its ACL
list, the request will be refused.

4.2.2 Security Analysis on the Integrity

e An information manipulation attack is controlled by ZigBee PRO by
transmitting along with the packet a message authentication code using a
unique sequence number. WirelessHART also prevents this type of attack
by transmitting the MIC generated using the NK along with the message
encrypted with the SK. Likewise, ISA100.11a provides authentication at
link level through an MMIC and at transport level through a MIC. On the
other hand, as the generation of these message integration codes is based
on a unique nonce whose value depend on a time stamp to ensure the
freshness in the messages, the information replay attacks are equally
avoided in the three standards.

e A routing falsification attack can occur in ZigBee PRO when several
nodes compromised by an insider lie about the quality of their links to
the asymmetric link manager. This threat can also take place in a Wire-
lessHART network if a malicious node in the network transmits false in-
formation (relating to energy resources, location, etc.) to the network
manager during the routing graph generation process, and thus start other
types of attacks, like for example a sinkhole attack. On the other hand,
an authenticated and authorized WirelessHART insider (i.e., an operator)
may directly manipulate the network manager to alter its routing protocol.
All these same threats in WirelessHART may also occur in ISA100.11a.
In other words, the system manager may receive false information about
the connectivity and the quality of network links of the network or may
be intentionally altered by a malicious authorized operator in order to
change its algorithm for the discovery and selection of neighbor nodes. As
a result, this type of threat could involve a network isolation attack, if
several malicious sensor nodes —at least one in every route— lie about the
network link quality, and thus disable any possible valid route.

Countermeasures. One way of mitigating this attack would be to con-
figure a lightweight detection mechanism mainly based on knowledge of
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the environment [25], like for instance an intrusion detection system (IDS).
In particular, Roosta et.al. designed in [26] a model-based IDS for sensor
networks deployed in critical control systems, modeling normal behaviors
and detecting attacks when a deviation from this model happens. Like-
wise, a lightweight trust-based system is also needed to help the network
make sure that the information received by a node is reliable, as discussed
by Roman et.al. in [27]. All of these services should be contemplated
within the security policies.

With respect to the logical protection of the managers, it is essential to
install dynamic and remote SCADA monitoring systems, like for example
the Bitacora Horizon [28]. This tool, developed by S21Sec [29], is able to
supervise, track and register anomalous events in information systems and
servers. Similarly, it is necessary to force frequent audit procedures and
implement intelligent systems to monitor the operators’ activities within
the system.

e A sybil attack can occur in ZigBee PRO only after joining, when the
nodes have been definitively assigned a unique ID. The insider/outsider’s
goal is to compromise the LK between two network devices (see Sec-
tion 4.2.1 under sniffing attack). A sybil attack in WirelessHART is hardly
ever launched since it offers strong authentication capabilities both before
and after deployment. However, if the security policies do not specify
frequent updating of the NK and SK, an adversary may deduce them
through a cryptanalysis attack [21]. In contrast, this threat is controlled
by ISA100.11a for two reasons. On the one hand, its symmetric agree-
ment scheme requires a strict challenge-response process to verify that
only one node in the network has the contract established with the security
manager. On the other hand, all its security credentials are periodically
updated.

Countermeasures. It will be essential to strengthen the key negotiation
process in ZigBee PRO, as was already commented in 4.2.1 in sniffing at-
tack. Additionally, it will also be necessary to validate the identities of the
nodes using, for example, neighboring node information of each node [30],
and to verify the situation of the network [26]. All these solutions along
with a rekeying process should be contemplated in WirelessHART net-
works.

e A physical attack has already been outlined in Section 4.2.1.

4.2.3 Security Analysis on the Availability

e A jamming attack may apparently be prevented in ZigBee PRO, Wire-
lessHART and ISA100.11a by providing RF channel changes through the
frequency agility/frequency hopping method. However, an insider/out-
sider may take advantage of the RF changes to generate noise in the 16
channels offered by IEEE 806.15.2-2006. Furthermore, in the worst cases,
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this type of attack may result in a network insolation attack, if the 16
channels to be transmitted are blocked.

Countermeasures. One way of detecting jamming would be to use a
multimodal strategy, which combines a packet delivery ratio (PDR) with
signal strength readings. The PDR is used to detect either the presence of
jamming or dead neighbor nodes. When an adversary transmits noise, the
strength of both the signal and the PDR tend to be low. This situation can
also mean that the neighbor nodes are dead (a low PDR). In scenarios with
no noise, a high signal strength corresponds to a high PDR. To measure
the value of PDR it is necessary to know a priori some values (PDR, signal
strength) obtained during a non-interference period [31]. Another solution
would be to map the region, monitoring the channel utilization such as
Wood et.al. proposed in [32]. If a node detects that its channel utility
is below a threshold, it has to announce this information with a message
in broadcast. Lastly, in the extreme case where all 16 frequency channels
are blocked, an operator should personally supervise the area to find the
cause, and check the availability of frequency channels which are included
on the blacklist.

Another way of insolating a sensor network would be overloading the
coordinator/gateway with multiple SCADA messages (e.g. Modbus/TCP
commands or alarms), and thus disable the whole functionality of the
network (or even the substation).

Countermeasures. The introduction of quotas on the traffic rate each
node is allowed to send may be used as a defense mechanism. However,
this is not viable because the application context is critical, and any alarm
should be dealt with. Another solution may be to accept only trusted
traffic using a lightweight trust-based mechanism, such as [27], and to
implement lightweight detection mechanisms to test the network point
with a high level of traffic [26]. On the other hand, redundant systems
should be considered in the network architecture design to help systems
provide a response if the main coordinator/gateway is disabled. This re-
dundancy is, for instance, considered in ISA100.11a by offering support
with several gateways. Lastly, from the research point of view, it would
be interesting to connect the industrial sensor nodes to the Internet us-
ing 6LowPAN. Thus, the nodes could directly reach the SCADA network
without passing through the coordinator/gateway. However, this fact in-
volves understanding and supporting SCADA protocols and also resolving
some security challenges [33].

A flooding attack may be launched in the three standards when an insider
in the network overloads the communication channel transmitting numer-
ous packets to generate collisions, and thus exhaust the energy resources
of the nodes.

Countermeasures. In this case, the collisions could be prevented by
efficiently disseminating messages among nodes, eliminating those trans-
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missions with redundant data (as SPIN [34] proposes) by configuring
lightweight detection mechanisms to verify the network point with a high
level of traffic.

e A selective forwarding attack may take place in the three standards,
if a malicious node in the network decides not to forward messages to the
next hop of its routing table. Moreover, if this adversary never retransmits
the messages, a black hole attack may occur.

Countermeasures. One solution to mitigate these types of attacks would
be to dynamically select the next hop from a set of candidates working
on the supposition that this set does not have any compromised nodes.
However, this supposition is not valid since the application context is
highly-critical, and this could involve certain security risks. Another more
appropriate solution would be to detect these attacks by configuring a
lightweight intrusion detection mechanism [26] in the network.

e Both a sinkhole attack and a wormhole attack are prevented in ZigBee
PRO by using an ACL with trustworthy nodes whose security suite is
applied. In the case where a node is not authenticated, it will be refused
or it will have to go through another type of authentication procedure.
In addition, the sinkhole is also avoided in ZigBee PRO by using pre-
defined topologies where nodes know their next hop in advance. However,
a sinkhole and a wormhole attack may be mounted in WirelessHART and
ISA100.11a if a malicious node (or several nodes) proceeds to a falsification
attack to generate a special routing graph where all network traffic is
transmitted to a single (or several) target(s).

Countermeasures. These attacks can be mitigated by establishing an
isolation policy of malicious nodes using a specific threshold (calculated
on the amount of network traffic). However, this solution could imply
false positive errors, and consequently new attacks or errors in the sys-
tem. Another more suitable solution would be to use lightweight detection
mechanisms to verify the state of the network [26]. There are some other
specific methods in the literature that could also help to detect a worm-
hole attack, for example using packet leashes to verify the communication
range between two nodes [35] or to calculate the distance with a distance-
bounding protocol [36].

e Both the sybil attack and the information replay attack have already
been commented on in Section 4.2.2.

4.3 Security Discussion

Observing Table 2, which summarizes the attacks mentioned in Section 4.2 using
the notation described in Table 1, it can be seen that most attacks are launched
by malicious authorized insiders who know the inherent vulnerabilities of the
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l Nomenclature ‘ Definition ‘

ZP ZigBee PRO
WH WirelessHART
ISA ISA100.11a

1 Insider

B Insider and/or Outsider
v A successful attack
v % Application context
V'p Routing protocol
Vs Security policies

Table 1: Representation of Nomenclatures applied in table 2

system. In addition, it can also be observed that the three standards can receive
the same attacks on the confidentiality, and ZigBee PRO and WirelessHART
networks on the integrity. On the other hand, WirelessHART and ISA100.11a
are slightly more vulnerable to denial of services attacks since their routing
tables can be generated with false information from malicious nodes distributed
in the network to carry out a sinkhole/wormhole attack.

With respect to ZigBee PRO, its routing protocol should be improved since
part of its key negotiation process is done without encryption. The most ad-
visable approach for this case is to use ECC-based schemes in those nodes with
enough resources to support it, or to use symmetric-based schemes that ensure
confidentiality and authentication to strengthen the key establishment. On the
other hand, most of the recommendations represented in Table 3!, recommend
the use of lightweight detection mechanisms since these offer services to detect
anomalous events or behaviours in a network.

From a SCADA system security point of view, it is advisable to update
the security credentials and the routing tables when an operator leaves the
organization, even for a short time. Thus any insider situated close to the
system and equipped with a device with a wireless transmitter will not be able
to access the system. On the other hand, it is essential that audit procedures and
security policies of a SCADA system be formally defined following some formal
specification and some official recommendations. Lastly, it is also necessary to
configure strong authentication and protection mechanisms in the whole SCADA
system, and to implement dynamic and automatic mechanisms with capabilities
for registering any activity occurring in real-time. Such registers will benefit
future audit processes, and may help in the development of future digital forensic
methods. Finally, the proliferation of training courses will allow the staff to be
aware of security issues associated to this new control technology.

LAs WH and ISA provide similar countermeasures except for the sniffing and sybil attacks,
a notation “*” is used. Furthermore, as the countermeasures for deliberate exposure, physical
attack, overloading, flooding, selective forwarding and black hole of ZP are similar to WH and
ISA, a notation “*” is applied as well.
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l Types of Attacks ‘ 7P ‘ WH ‘ ISA ‘

l [ Confidentiality ‘
Deliberate Exposure Vs I Vs I | vs | 1
Physical Attack Vs | B| Vs | B| vs | B
Sniffing Vs /p | B Vs B|Vvs | B
Traffic Analysis Vs B| vs | B| Vs |B

Remote Access X - X - X

l [ Integrity ‘
Infor. Manipulation X - X - X -
Infor. Replay X - X - X -
R. Falsification Vs I Vs I | vs |1
Sybil Vsp | Bl Vs | B X -
Physical Attack Vs | B| Vs | B| Vs | B

‘ ‘ Availability ‘
Jamming Vs B Vs B|vs | B
Overloading Vs B| vs | B| Vs | B
Net. Isolation Vs B| vs | B| Vs |B
Flooding Vs I Vs I | vs | 1
S. Forwarding Vs I Vs I | vs |1
Black hole Vs I Vs I | vs| 1
Sinkhole X - Vs I | vs |1
Wormbhole X - Vs I | vs |1
Sybil Vsp | Bl Vs | B x -
Infor. Replay X — X - X -

Table 2: Threats on ZigBee PRO, WirelessHART and ISA100.11a according to
the CIA security model defined by Tsao et.al.
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VA

Countermeasures

D. Exposure *’
Physical Attack *’

rekeying, phy, control mech., audit
phy and tamper-resistant sec.

Sniffing PKC/KMS, randomization, splitting,
fake ins., phy and tamper-resistant sec.
T. Analysis data privacy
R. Falsification IDS/trust, audit, event control
Sybil PKC/KMS, IDS, identity validation
Jamming mapping, multimodal, PDR
Overloading *’ IDS/trust, redundancy
Flooding *’ collisions control, IDS
S. Forwarding *’ IDS
Black hole *’ IDS
l WH/ISA ‘ Countermeasures
Sniffing* rekeying + ZP
T. Analysis T. routing Updating + ZP
R. Falsification audit + ZP
Sybil* Rekeying + ZP
Jamming check blacklist + ZP
Sinkhole IDS
Wormbhole IDS, leashes, dist-bounding

Table 3: Countermeasures for ZigBee PRO, WirelessHART and ISA100.11a

5 Conclusion

One of the most demanded technologies by the control Industry nowadays
is wireless communications, and in particular wireless sensor mesh networks
(WSMNs). This interest has resulted in several international organizations
standardizing their communications. Thus, three standards have been speci-
fied; Zigbee PRO, WirelessHART and ISA100.11a. Due to the critical nature
of SCADA systems, these three standards have been analyzed in this paper
from a security point of view. The analysis includes a review of the three stan-
dards, identifying security weaknesses, vulnerabilities, threats and intrusions.
In addition, we provide different recommendations to ensure resilience in crit-
ical applications. Two tables have been provided to summarize some possible
routing attacks (Table 2) and countermeasures (Table 3).
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