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Outline

• Oblivious Transfer (OT)

– Adaptive OT

– Fully-simulatable security

• Known results• Known results

• Our proposal 

– DDH Linear assumptions.

– QR, DCR assumptions.
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ReceiverSender

Protocol

Applications: privacy-enhanced databases.
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Fully-simulatable security
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Brief history of adaptive OT

• Concept: 

Naor-Pinkas (1999) not fully simulatable.

• Ogata-Kurosawa (2004): ROM, using blind • Ogata-Kurosawa (2004): ROM, using blind 

signatures.

• Camenisch, Neven, Shelat (2007): fully 

simulatable adaptive OT, extending Ogata-

Kurosawa + a standard model scheme.
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Standard model schemes

Protocols Assumption Comm. Cost

(each transfer)

CNS (EC ‘07) q-strong DH & q-PDDH

GH (AC ‘07) q-hidden LRSW (UC-secure)

JL (TCC ‘09) q-DHI

KN (AC ‘09) DDH

GH (TCC ‘10) 3DDH (pairing)

KNP (SCN ‘10) DDH (no pairing)

This work DDH, Linear,

QR, DCR 6



A simplification

Partial decryption 7



Sender Receiver

Adding ZKIP for full simutability

Initialization PhaseInitialization Phase

(Each) Transfer Phase(Each) Transfer Phase(Each) Transfer Phase(Each) Transfer Phase
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Sender Receiver
Initialization PhaseInitialization Phase

(Each) Transfer Phase(Each) Transfer Phase
Shuffling

9



Basing on Linear Assumption

10



OT based on QR, DCR

• Groth-Lu shuffle only works on group with 

known order (ElGamal, Linear).

• But cannot work with un-known order groups• But cannot work with un-known order groups

(QR, DCR).

• We overcome the problem by making use of 

permutation network for shuffling.
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Permutation network
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Sender Receiver
Initialization PhaseInitialization Phase

(Each) Transfer Phase(Each) Transfer Phase
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Leakage-resilient OT

Receiver

ProtocolProtocol

• sk may be leaked by side-channel attacks.

• If we use leakage-resilient encryption, our 

protocols remain secure even sk is leaked.



Conclusion Thank you!

Protocols Assumption Comm. Cost

(each transfer)

CNS (EC ‘07) q-strong DH & q-PDDH

GH (AC ‘07) q-hidden LRSW (UC-secure)
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JL (TCC ‘09) q-DHI

KN (AC ‘09) DDH

GH (TCC ‘10) 3DDH (pairing)

KNP (SCN ‘10) DDH (no pairing)

This work DDH, Linear,

QR, DCR


